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1 Introduction

In this document the advanced and new features of MIFARE DUOX will.be presented and explained in detail.
Useful implementation hints will be given in order to make the use and integration of MIFARE DUOX easier.

Most of the cryptographic functionalities will be discussed and explained with the help of examples in order to
facilitate the implementation.

It is recommended to use a Secure Application Module (SAM).Ref. [3] together with a MIFARE DUOX reader /
terminal to establish a higher level of security in case of secure key storage needed also on the reader side.

MIFARE DUOX is Common Criteria EAL6+ security certified.ICs, which fully complies with the requirements
for fast and highly secure data transmission and flexible application management. As the first product in the
MIFARE family, MIFARE DUOX provides asymmetric cryptography functions and authentication-based on
ECC-256 public and private keys.

1.1 About this document

This document addresses developers and people who already have general know-how of the MIFARE DUOX
and its command set.

Please note that this document does not cover'the general working principle of the MIFARE'DUOX. Please read
Ref. [1] in order to get the full overview and-description of the MIFARE DUOX:

This application note is a supplementary, document for implementations using the MIFARE DUOX. Should there
be any confusion, please check the MIFARE.DUOX datasheet.Ref. [1]»The-best usejof this application note will
be achieved by reading the mentioned datasheet in advance.

Note: This application note-does not replace any of the relevant functional specifications, datasheets or design
guides.

1.2 MIFARE DUOX Support Package

Like all other MIFARE products, MIFARE DUOX comes together with a product support package (PSP). It is
advised to collect the. required-items from the productsupport package before starting development as they
contain useful information, detailed command description, supporting examples as well as assisting software.
The following list reflects the.available support items:

1.2.1 Documents

Datasheet: MIFARE DUOX datasheet: DS9744XX

Application \Note: MIFARE DUOXFeatures and Hints=AN14215
Application-Note: ‘MIFARE DUOX Antenna Design Guide: AN14216
Application Note: MIFARE-DUOX Quick-Start Guide: AN14217

Application NotexFeature and Functionality Comparison between MIFARE DUOX and other MIFARE DESFire
products: AN14218

Application Note: MIFARE-DUOX Customization and Trust Provisioning Process: AN14222

1.2.2 Software

¢ RFID Discover — a-software‘tool to evaluate MIFARE DUOX and send commands to the card, can be ordered
via your NXP contact.
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SW1866 RFIDDiscover — Contains the full command set of MIFARE DUOX and should be used in order to
make use of the full card functionality. It can be obtained via NXP secure files.

SW5434 Card Test Framework — Contains the full command set of MIFARE DUOX and offers the possibility of
scripting those commands into full transactions. This can be useful for development, testing and POC.

1.2.3 Hardware
* MIFARE DUOX samples can be ordered via your NXP contact.

1.2.4 Trainings

MIFARE DUOX technical trainings and hands-on workshops are provided in different regions all over the
world.
* You can find an overview of all offered trainings on‘the"NXP website

Get in touch with your local NXP contact person for any support and unique inquiry you need.
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1.3 Organization of this document

This document describes the relevant information for designing and implementing a MIFARE DUOX system
starting with an Introduction. Chapter 3 of this document shows ISO/IEC 14443 standard, chapter 4 highlights
ISO/IEC 7816 whilst chapters 5-8 describe secure messaging, key management and different crypto options in
detail, and finally the last chapters provide some commands and file management details.

It is assumed in this application note, that the reader has already read the Functional Specification of
MIFARE DUOX Ref. [1] and has adequate knowledge about ISO/IEC 14443 Ref. [2].

The following symbols have been used in this document to mention the operations for the examples:

* = Preparation of data by the reader/host
e > Data sent from PCD to PICC
e < Data sent from PICC to PCD

All the numerical examples are just examples, describing the usage of commands and provide
reference values to verify any implementation.

If the command parameters consist of multiple bytes, they are represented least significant byte (LSB)
first in the given examples.

Note: Any data, value and cryptogram is expressed here in hex string format if not otherwise specified.
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2 ISOI/IEC 14443 and MIFARE DUOX

MIFARE DUOX supports ISO/IEC 14443-3 and ISO/IEC 14443-4 of PICC Type A. It allows configuration of
several features at 1ISO14443 layer to make it compliant to broader.implementations.

2.1 ISO/IEC 14443-3

2.1.1 SAK

MIFARE DUOX presents 7 byte UID as default at the ISO14443-3 anticollision and activation. In the case of 7
byte UID, the default SAK at cascade level 1 (CL1) is set to 0x24 and to 0x20 at cascade level 2 (CL2).

By using the Cmd.SetConfiguration with option 0x03, SAK at CL1 and SAK at CL2 can be updated.to any given
values.

An example of using Cmd.SetConfiguration to set SAK values is elaborated in Ref. [1].

2.1.2 Random ID

MIFARE DUOX can be configured to present-a‘Random ID at the ISO14443-3 anticollision procedure. For
Random ID, the option UIDO is set to 0x08 according to ISO/IEC 14443-3 Ref. [2]. This Random ID option
can be activated using Cmd.SetConfiguration and is irreversible, after setting it once."An example of using
Cmd.SetConfiguration for setting.a Random'ID is shown in Ref. [1].

2.2 ISO/IEC 14443-4

2.2.1 Buffer size

MIFARE DUOX offers a frame size (FSC) up to 256 bytes. The communication buffer size FSD (FSD < FSC)
can be set using the RATS command by the PCD.

If the FSD is set to more than 64 bytes there will be a difference in the communication behavior for some of the
MIFARE DUOX native data management commands, depending.on which.command code is used. It can be
chosen between the native chaining (use of additional frame with OxAF) and the chaining according to ISO/IEC
14443-4.

Command codes which support the larger FSC'and the ISO/IEC 14443-4 chaining are: 0xAD, 0x8D, 0xAB,
0x8B, 0xBA. Details on the commands can be found in Ref. [1].

The bigger frame size will be in use wherever only 1ISO14443-4 chaining applies, and no application level
chaining is used (for example when using ISO commands such as Cmd.ISOReadBinary).

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
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2.2.2 ATS

MIFARE DUOX offers personalization of the ATS, length up to 20 bytes.

and interface bytes (TA, TB, TC) is strictly followed by the PICC.
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Information coded in format byte (T0)

Table 1. ATS
Byte Default Value Can be changed to Comments
TL 06 01to 14
b8 is fixed to 0, b7 - b5 (presence of TA, TB, and |Set the following bytes accordingly
To 75 TC) can be set to any value from 0 to 7. For using a bigger frame size of 256 bytes,
Lower nibble (FSC) can be set to any value from |the FSC needs to be set first to 0x78.
Oto7.
b8 can be setto 0 or 1, b4 is fixed to 0. Other The set communication speed is followed
TA 77 bits can be setto 0 or 1. by the card. Change the bits only if lower
communication speed is-required.
Lower nibble (SFGI) can be set to any value from |It is not recommended to change the SFGI.
T8 81 1TtoE FWI can be changed to tune the time-out
An FWI value smaller than 7 is not supported setting.
and can never be used.
TC 02 NAD is not supported by the PICC Keep the default value
T 80 Can be changed to any value and up to. 15 bytes.

2.2,3 ISO/IEC 14443-4 Chaining

ISO/IEC 14443-4 chaining, as defined in Ref. [1], is supported in the following cases:

¢ A PCD can always split a native command in several frames, as long as the length of the reassembled INF
field remains within-the supported buffer size of 60 bytes (native chaining).

¢ Additionally, the PICC supports ISO/IEC 14443-4 chaining to allow for/larger command or response frames
than 60 bytes for variants of a range of commands (ISO/IEC 14443-4 chaining).

AN14215
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3 ISO/IEC 7816 Support

MIFARE DUOX supports several Inter Industry Instructions (INS) as described in ISO/IEC 7816-4, to comply
with some application standards e.g. APTA, RIS. The supported INS are described in Ref. [1].

Usages of the ISO/IEC 7816-4 INS require the “free directory list access without master key”. The bit 1 of PICC
or application master key setting has to be set to 7. Refer to section 6.5.4.2 PICCKeySettings of Ref. [1].

3.1 ISO/IEC 7816 File Structure in MIFARE DUOX

RID = “D2760000850100%

4 DESFire Card
AID = "000000°

Card Level (MF = “3F00%)

h 4 h 4
DF (up to 16-byte DF (up to 16-byte DF (up to 16-byte DF (up to 16-byte DESFire
name) and 2 byte name) and 2 byte name) and 2 byte | 7" | name) and 2 byte Applications
ISO ID ISOID ISOID | ... ISOID AID = ‘xoooexx’

DESFire Files
Id= 00" -°1F

Figure 1. ISO/IEC 7816 file structure in MIFARE DUOX

3.1.1 Example:ISO/IEC 7816 File Structure.in MIFARE DUOX

One application example of ISO/IEC 7816 structure is discussed in the following (DF Parameters can be seen in
Table 2.

Table 2. MIFARE DUOX ISO/IEC 7816 DF Parameters

MIFARE ISO/IEC7816 DF Names Comments
DUOX-AID File ID (DF ID)

ISO/IEC 7816 file ID and DF names are defined in

AR456 )22 603040508 the Cmd.CreateApplication

Now within this MIFARE DUOX Application, a'standard data file is created as follows.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
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Table 3. MIFARE DUOX ISO/IEC 7816 EF Parameters

MIFARE ISO/IEC7816 Comments
DUOX FID File ID (EF ID)

ISO/IEC 7816 EF ID is defined in Cmd.CreateFile.

01 0102 The b5 of KeySett2.in the Cmd.CreateApplication or Cmd.CreateDelgated
Application must be set'to 7 to assign EF ID for files

Table 4. Accessing the EF in ISO/IEC 7816 Mode

Step Command Data Message
Y Select MIFARE DUOX RID S 00A4040007D2760000850100
C-APDU (Cmd.IsoSelectFile) P1 =04 means directory selection by DF name
2 R-APDU < [9000
00A4000C022211

4121 | Select DF with DF ID 1122

C-APDU (Cmd.IsoSelectFile) > )| The DF ID given in Cmd.CreateApplication and given here in

Cmd.Select is in different order.

4 R-APDU < |9000
00A4000C020201
50 Select E-F under the currept BF (Crat¥eq > | The EF ID.given in the Cmd.CreateFile and given here in Cmd.
SelectFile) L O
Select is in.different.order
6 R-APDU < |9000
-7 [4115] Update Binary, to write'in the previously S 00D60000200102030405060708091011121314151617
selected EF (Cmd.dsoUpdateBinary) 181920212223242526272829303132
8 R-APDU < |9000

g 18] Read Binary, readfrom the.previously

selected EF (Cmd.lsoRéadBinary) > |00B0000020

010203040506070809101112131415161718192021222324252

10 |R-APDU S . 162728293031329000

[1]  Selecting the MIFARE'DUOX RID is'optional. After selection of this/RID, you are still in the root directory. This selection can be made to distinguish
MIFARE DUOKX as the ID D2760000850100 is registered, so most probably is unique for MIFARE DUOX.

[2] The DF can be selected also with the ISODFName. In this case-for this example C-APDU ="00A4040C06010203040506.

[3] The EF selectionrgan be skipped if the short file ID is provided in Read/Update commands:

[4] The short file ID:can be provided here as well. In that case b8-of P1 is set'te,1 and b5 to b is the short file ID. Short file ID is the lowest significant 5 bits
of ISO/IEC 7816 16 bit EE ID. In this example, for FID'=.0102, the shortfile ID = 01. So the Read Binary command for this example with short file ID the
C-APDU = 00B0810020.

[5] Based on the'file settings, an ISO 7816-authentication sequence may be-required before’'accessing the EF.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
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3.2 Chaining in ISO/IEC 7816-4

MIFARE DUOX has the specific native chaining already known from;MIFARE DESFire in addition to the ISO/
IEC 14443-4 standard chaining in ISO/IEC 7816-4 type framing available.

Two examples of the ISO/IEC 14443-4 standard chaining (refer to ISO/IEC 14443-4 Ref. [2]) are shown in the
following. In these examples (Section 3.2.1 and Section 3.2.2)-the 2 byte CRC16 epilogue field is excluded.

3.2.1 Example: PCD uses Chaining

In this example Cmd.IsoUpdateBinary is used to write 99 bytes in a standard data file at offset 0. ISO/IEC
14443-4 standard chaining is used by the PCD.

Table 5. ISO/IEC 14443-4 Standard Chaining in ISO/IEC 7816'Standard Framing mode, PCD uses Chaining
Step Command Data Message

Cmd.IsoUpdateBinary o 1A0100D600006301020304050607080910111213141
PCB = 1A which is an I-block with chain bit set, 51617181920212223242526272829303 1323334353637
means more frames to come, frame no =0, CID | |383940414243444546474849505152535455

PCB is R(ACK)
2 MIFARE DUOX acknowledges receiving of < |AA01
frame 0.

Vi

0B0156575685960616263646566676869707172737475

3 |PCD send next normal I-blockswith frame.no 1. 1> 174777529508 1328384858687868990919293949596979899

MIFARE DUOX sends normal | block;with
4 SW1SW2 = 9000 < |0B018000

3.2.2 Example: PICC.uses Chaining
In this example Cmd:IsoReadBinary-is used to read 99 bytes from a standard‘data file at offset 0.

Table 6. ISO/IEC 14443-4 Standard Chaining in ISO/IEC~7816 Standard Framing Mode, PICC uses Chaining

Step Command Data Message
Cmd.IsoReadBinafy
1 PCB = f0A which is an/l-block with frame *{=. |0A0100B0000063
no 0, CIDy= ‘01’
Response PCB="01 which;is.an I- 1A010102030405060708091011121314151617181920
2 block with the chain bit set, means more | |< |212223242526272829303132333435363738394041424
response toscome. 344454647484950515253545556575859

PCD sends*R(ACK) with.frame no = 1,

3 which isPCB = AB 7501
4 Response'PCB is normal I-block with =+./0B0160611626364656667686970717273747576777879
frame no's' 1, SW1SW?2 = 9000 80818283848586878889909192939495969798999000
010203040506070809101112131415161718192021222324252
5 99 bytes applicatioh data _ (627282930313233343536373839404142434445464748495051
y PP 525354555657585960616263646566676869707172737475767
778798081828384858687888990919293949596979899
AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
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3.3 Security in ISO 7816-4 Standard Mode

The security concept using ISO/IEC 7816-4 standard INS is describ%r-I ef. [1]. Please note the limitation
on data confidentiality - in this mode, user data is always transmiﬁ@ , only in some commands a MAC
(CMAC) is appended. b
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4 Secure Messaging

MIFARE DUOX supports the well known so called "EV2 secure messaging" based on AES session keys.

Note: The name "EV2" results from the fact that it was introduced with MIFARE DESFire EV2 the first time.
Since MIFARE DUOX, Also AES-256 keys can be used.

The EV2 secure messaging is used regardless of the authentication method, both symmetric authentication
using Cmd.AuthenticateEV2First and the asymmetric authentication using Cmd.ISOGeneralAuthenticate result
in the same secure messaging using AES session keys. The:asymmetric authentication is limited to a session
key length of 128 bit, as this provides the same security level than ECC-256 used in the authentication itself.

When the authentication between PCD and MIFARE DUOX PICC has been performed successfully:

* A trusted communication channel is established
* The access rights related to that key are enabled
* Two session keys are generated

Note: Authentication might be required (based on file settings) to perform a certain operatiofi or transaction,
although data transfer might be done later in plain text (based on defined communication mode).

« |t is only possible to be authenticated with one.key at the same time.

* A new authentication invalidates the previous-authentication status.

In Cmd.AuthenticateEV2Firsti(¢command code 0x71), authentication starts'with a zero.byte IV. Within the

authentication procedure and after the authentication a zerotbyte IV is used, Within\the session, the IV is

recalculated for each command:

Using Cmd.AuthenticateEV2NonFirst (command code 0x77);~authentication starts a zero byte IV. Within the

authentication procedure and afterthe authentication a zero byte IV is'used. Within the session, the IV is

recalculated for each command.

* When using Umd.ISOGeneralAuthenticate, a ECDH Key'agreement.procedure is performed, which results in
2 AES-128 session Keys.that are~used after the authentication for secure messaging

L]

At PICC level and application level,. communication modes are defined by thexcommand itself. At file level,
communication mode is defined by.the file (mode defined during the file creation).

MIFARE DUOX supports three.different communication modes-as shownin [Table 7].

Table 7. MIFARE DUOX Commuhnication Modes

Communication"Mode | Bit Representation Explanation
CommMode.Plain X0 Plain communication: No.encryption is used at all.
CommMode.MAC 01 MACed 'communication: The data is transferred in plain, but an 8 byte

CMAC is(added tothe*'message.

CommMode.Full 11 Encrypted communication: AES is used to encrypt the transferred data.
An 8 byte CMACis added to the encrypted command data.

Note:

1. \If there is-n0 activerauthentication;y both command.andresponse are sent in plain (command will be rejected
in case“amauthentication is required).

2. Authentication commands as well as some other commands (e.g. key change commands, Cmd.GetVersion,
... )have their own secure messaging.rules.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
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4.1 EV2 Secure Messaging

EV2 Secure Messaging gets activated after successful authentication with Cmd.AuthenticationEV2First
(command code 0x71) or Cmd.AuthenticateEV2NonFirst (command“code 0x77) or
Cmd.ISOGeneralAuthenticate (command code 0x87).

When being not authenticated, a first authentication needs to be established, using Cmd.AuthenticateEV2First.
If an authentication was already executed using Cmd.AuthenticateEV2First, and EV2 Secure Messaging is
already established, a subsequent authentication can be achieved by executing Cmd.AuthenticateEV2NonFirst.

Cmd.AuthenticateEV2NonFirst is intended for any subsequent’authentication after Cmd.AuthenticateEV2First in
a transaction.

Asymmetric authentication using Cmd.ISOGeneralAuthenticate does not support a mechanism of first and non-
first authentications, as multiple access conditions can be,granted in one single authentication.

4.1.1 MAC Calculation

MACs which are used for EV2 Secure Messaging are calculated using the underlying block ¢cipher according to
CMAC standard described in Ref. [4].

The output of the in Ref. [4] described MAC calculation is a 16 byte MAC, which is further adopted for EV2
Secure Messaging usage. The 16 byte MAC.is truncated to an 8 byte MAC, using only'the\even bytes in most
significant order. The procedureis depicted in [Figure 2].

CMAC: According to NIST Special Publication 800-38B

M, M‘ M1 M,
W*Gf -3 a@«- Yo YAk ur
creH, |/ | CIPH \ CIPHK CIPH CIPHK CIPH,
MSBM $
MSB I LSB

Calculated CMAC

Truncated CMAC
(different than in the NIST
Special publication 800-38B)

Figure.2., CMAC Calculation.and Truncation for EV2\Secure Messaging

4.1(2Encryption

Encryption and decryption“are dohesing the underlying block cipher according to NIST Special Publication
800-38A-Ref-[5]. Padding’is done according.to Padding Method 2 (0x80 followed by zero bytes) of ISO/IEC
9797-1.'Note that if theloriginal.data is already a multiple of 16 bytes, another additional padding block (16
bytes) is added.

The IV (which is different for command and response) is always calculated as shown in [Figure 3]. The CmdCitr
to be used in the IV always represents the current-value, details to this see in Section 6.3.9.4 in Ref. [1].

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
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For the encryption during authentication using Cmd.AuthenticateEV2First and Cmd.AuthenticateEV2NonFirst,
the IV will always be a zero bytes IV with length 16.

P, P, Py P,
| ! C.
AES AES AES AES
Encryption Encryption Encryption Encryption
C] C2 C3 Cn
P, : Plain Block (16 bytes) C, : Ciphered Block (16 bytes)
(P : addition modulo 2 (“XOR”) IV : Init vector 16 bytes

|V IVe = IV for command = E(KSesAuthENC; 0xA5||0x5A||Tl||CmdCtr||0000000000000000)
" IVr =1V for response = E(KSesAuthENC; 0x5A||0xA5||TI|]|CmdCtr[[0000000000000000)

| Note: 2 bytes CmdCtr.=> LSB first: 4 bytes Tl is a bytestring, so LSB/MSB does not apply. |

Figure 3. AES Encryption in EV2'Secure Messaging

Cy G, G, Ca
AES AES AES AES
Decryption Decryption Decryption Decryption

l

SELE T
P,

P1 PZ Pn
P, : Plain Block (16 bytes) €, 'Ciphered Block (16 bytes)
(D : addition modulo 2 (“XOR") IV 2 Init vector 16 bytes

Iv: ) Ve= IV for-command = E(KSesAuthENC:. 0xA5||0x5A||TI||CmdCtr||0000000000000000)
=/ r =1V forresponse = E(KSeSAuthENC; 0x5A||0xA5||TI||CmdCtr||0000000000000000)

| Note: 2 bytes CmdCtrs= LSB first, 4:bytes Tl'is‘a.bytestring, so LSB/MSB does not apply. |

Figure 4. AES Decryptiontin EV2 Secure Messaging
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4.1.3 Symmetric Authentication

As already mentioned shortly, two authentication commands Cmd.AuthenticateEV2First and
Cmd.AuthenticateEV2NonFirst are available for EV2 Secure Messaging'The following [Table 8] shows the
differences between the two authentication commands.

Table 8. Differences between Cmd.AuthenticateEV2First and Cmd.AuthenticateEV2NonFirst

Cmd.AuthenticateEV2First Cmd.AuthenticateEV2NonFirst
Goal To start a new transaction To start a new session within the ongoing transaction
Cmd 0x71 0x77
Capability bytes PCD - PICC capability bytes are No capability bytes are exchanged
exchanged

Transaction Identifier |New transaction identifier is geherated |No new transaction identifier is generated (old
transaction identifier remains)

Counter Counter is set to 0x0000 Counter remains as it is

Session keys New session keys generated

Cmd.AuthenticateEV2First can be used in any state (also when the PICC is in authenticated state) but
Cmd.AuthenticateEV2NonFirst can'be used-onlyrwhen the PICC is already in authenticated state. During a
transaction, it is recommended to.perform/the subsequent authéntications with, Cmd.AuthenticateEV2NonFirst.
This prevents the possibility of antinterleavingrattack (PICC works with two-PCDs at the\same time) as
authentication with Cmd.AuthenticateEV2NonFirst does not generate a.new-transaction identifier.

Moreover the authentication using Cmd.AuthenticateEV2NonkFirst is faster‘comparedto
Cmd.AuthenticateEV2First;-as-Jess bytes are exchanged.

Any of these two authentication methods can always be used for an.authentication using the
KeyID.COriginalityKeys./However, please note that an authentication using KeylD:OriginalityKeys will not lead the
PICC to an authenticated.state (necessary for other application orfile level operations).

The mutual authentication of Cmd.AuthenticateEV2Firstias well as Cmd.AuthenticateEV2NonFirst is shown in

[Figure 5].

AUTHENTICATE DESFire EV2
e KEY
Authenticationcommand & key humber
Capability parantetels;
Decipher RndB
BeDstepa \yun same key GENERATE
1 16 byte Random RndB,
Standard AES eficiphered RndB | Ency LY
RYPTO = |l
NIT nsln ==s( AESCRYPTO |esl=
UNIT
PCD steplb RndB’

B e [ AES ericiphered RndA*RndB’

Encipher chain
VERIFY RndB’,
Generate RndA’, TI.

RndA’, TI,
- @ Standard AES enciphered . :vtes -
~y %, 3 P o ncipher with key
piwld Decipher RndA TI*+RndA'+Capability bytes
e VERIFY,RndA’

i

Assemble_Session Key

*In casesof Cmd.AuthenticateEV2NonFirst:
Tl is not generated
No Capability bytes are exchanged

Figure 5. Authentication scheme in EV2 Secure Messaging
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During the authentication, the PICC must accept messages from the PCD which are longer than the lengths
derived from the specification as long as the parameter LenCap (length of the PCD capabilities) is correct. This
needs to be done in order to support the upgradability features on future product versions. The PICC will also
receive PCDcap2, but shall not interpret it at the moment.

After sending the response, the PCD will send the second part of the authentication command. This time

the PICC will return 12 bytes of capabilities to the PCD - 6 bytes of PCD capabilities PCDcap2 (that were
received on the first command) and 6 bytes of PICC capabilities.PDcap2. The PCD needs to check the received
capability bytes PCDcap2, and compare them to the originally.sent ones.

The first four bytes of the PICC capabilities PDcap2 are reserved for the chip producer and set to 0x00. Bytes
five and six can be configured using Cmd.SetConfiguration:

4.1.3.1 Example: Authentication using Cmd.AuthenticateEV2First

Key Nr = 0x00
Key = 00000000000000000000000000000000

Table 9. Example showing Cmd.AuthenticateEV2Firstauthentication

Step Command Data Message
Cmd.AuthenticateEV2First

! (Cmd || KeyNo || LenCap||.PDCap2) > | 710000

2 R-Apdu (E(Ky, RndB)) < |AFC56F576D2444171CF64B196346A81662
Decrypted RndB

3 IV = 00000000000000000000000000 = |6CCC83FCBF582BA77D10B28025F224E6
000000

4 PCD generates RndA = |876D85B7FC717073AFBF564834F98F1E

5 PCD prepares/RndB’ = |CC83FCBF582BA77D10B28025F224E66C

6 RndA || RndB" _ |876D85B7FC717073AEBF564834F98F1ECC83FCBF582BA77

~ }D10B28025F224E66C

E(Ky, RndAj] RndB ) B60DCFFOAOBBESDE 18B7D79BB590CD4B42D531C24906D1

7 vV =“00900000000000000000000000 = 'BOD11BEB17E8850D298
000000
8 Cmd.AuthenticateEV2FirstPart2 S AF60DCFF9AOBBESDE18B7D79BB590CD4B42D531C24906
C-APDU D1B0OD11BEB17E8850D298
9 R-APDU E(Ki., Tl || RndA"{||PDCap2.]| < 00EE93375DE2190A24F97D4AE363CAEC8DE2ED76DF4C3
PCSCap2) EE23C9D3499E3EC8D2259
0 IE\)/(}fXdOTO'O'LEgg&ggg&%:’;ﬁ&ggg&apz) .| BO4D6C116D85B7FCT17073AFBF564834F98F 1
N E87000000000000000000000000
000000
11 PCD prepares RndA = |876D85B7FC717073AFBF564834F98F1E
. _ |876D85B7FC717073AFBF564834F98F1E ? 876D85B7
12 PCD.compares sent and received RndA = |FC717073AFBF564834F98F 1E
13 Tl =/ |B04D6C11
14 PDCap2 =+,000000000000
15 PCDCap2 =7/000000000000
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After the authentication, the two session keys KeylD.SesAuthENCKey and KeylD.SesAuthMACKey can be
derived. The detailed steps for generating the session keys are explained.in Section 4.1.4. In this example, the
session keys have the following values:

KeylD.SesAuthENCKey = 030A8C76BBC954513A52B2AAD161D15B
KeyID.SesAuthMACKey = 185D0E3CEA4C0C32DFAD84B34 14A5054

The used IV has been zero throughout the authentication process. The command counter was reset to zero.

4.1.4 Session Keys Generation

After successful authentication with Cmd.AuthenticationEV2First or Cmd.AuthenticateEV2NonFirst, two session
keys are generated both by the PICC and the PCD according to NIST SP 800-108 Ref. [6] as shown in Figure 6
and Figure 7. The two created session keys are:

KeyID.SesAuthMACKey or KSesAuthMAC for MACing. of messages
KeyID.SesAuthENCKey or KSesAuthENC for encryption and decryption of messages

RND A - RND B
13[12[11[10]9[8]7[6][5]4]312]/1]0 15[14[13[12[1110

XORm

: ¥
5AlAspojo1j0ojea) | P !
S 23[22/21]20[19]18 FIIBISIAIS[2[ATIOIO 18T 7 [6 [5 [4[3[2[1[0]

MixRnd/Session Vector

ot ¥ <~
16‘““‘?&3(’ ) ,\S‘ cm\lﬁ@éﬁ) V=0
L

15[14]13[12]11]10]918 [7 6.5 [4[3[2[1]0
SesAuthMACKey
(Session Key for MAC)
*CMAC calculation accroding to NIST Special Publication 800-38B

Figure 6. Session key generation for EV2'MACing
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RND A RND B
13[12[11]10]9[8]7[6]5]4][3][2]1]0 1514/18[12[11]10
/ — N A _ J

L, - XOR_(D=

v ;4

A5/5AI00[01]0080]

I( \: A
31130/20[28[27]26[BEIEMI23]22 21/20[19[18 [i7[iE 1S4/ TS[12[A[10[OT8] 7 [6 5[4 [342[1]0]

MixRnd/Session Vector

s

16-byte AES- CMAC* IV-="10
Secret Key E:)
.

16[14/13]12[11[10]9[8 7 [6]5[4[3[2[1]0
SesAuthENCKey
~(Session Key for Encryption)

*CMAC calculation accroding-to NIST Special Publication800-38B

Figure 7. Session key generation for EV2 Encryption

4.1.5 Asymmetric ‘Authentication

MIFARE DUOX is the first productrin the MIFARE family to support an asymmetric authentication based on
ECC-256 key pairs.’After an asymmetric authentication, the secure messaging will still be based on AES-128
keys, hence there is no difference in secure messaging after the' authentication between asymmetric and
symmetric authentications.

The asymmetri¢ authentication is based on the well known Station-To=Station (STS) protocol for authenticated
key agreement, which offeres perfect forward.security and-optional mutual or reader-unilateral authentication via
certificate based signatures.

The asymmetric authentication ‘is.performed with CmddSOGeneralAuthenticate, and can be performed as either
mutual orsreader-unilateral authentication.

Similar as*for a symmetric authentication.based with.Cmd.AuthenticateEV2First and

Cmd AuthenticateEV2NonFirst; an asymmetric authentication‘using Cmd.ISOGeneralAuthenticate can grant
the reader specific access conditions\forfile access-and other functionalities, but with the advantage that

an asymmetric authentication can grant multiple-access conditions at once. The access conditions obtained
are specified with the coresponding.CARootKey/that is'used during the authentication to certify the reader
certificate/ The|configured'access conditions of a CARootKey can be limited by the used certificate as well,
giving the system operator various,possibilities of restrincting the access of single readers to card populations.
More about this configurations.options can*be found in‘Section 7.

The actual authentication procedure is again a 3-pass mutual authentication.
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4.1.5.1 Example: Card personalization and mutual asymmetric authentication

Following example shows a mutual authentication using ECC keys. Additionally, the whole process of injecting
the ECC Key and the CARootKey including the certificate is shown:

Following test keys and certificates were used in this transaction:

» Card Key Pair: Priv: 50FF451C5824781D57755C5B02CB563F.150644FA693235806625123717F05D28; Pub:
040889CA87FOE97C088C596F3F50EEC82D295549BB2B20956176F3B5B0B2ECS5F8F559396958821F723
A3C46684EC2B9BDB74D4F3B69D3F8F195EBOE9C8CA9148360

* CA Root Key Pair: Priv: 51711459434A0C68386C42B54B8A01E8546B037E2C1953BD6FAG63DDF1E074
B06; Pub: 04D00D763909DE8017376DF143124AB251D926B040E1173D04C62FE8C1ADAOF2BC20865E60
5C6971F3293DEEBD93019712BDF1AD1EEC5C9C39E25C7D05005B49F500

* Reader Key Pair: Priv: C28276FC8DB6CF1040B635E3E5BACCEOEFA32FAA03C812B340916BB306
CC2972; Pub: 040C5E10F8F81588695F 1B05707FB8FOBAG9F70026D9159B04C69255EA486DEE331FFEG
A17AE8DB65F4A13801CD744726255D1F0C2B20506DCEE1479E885C3C39400

* Reader Certificate CertA: 308201283081D0A00302010202040102BD16300A06082A8648CE3
D0403023020311E301C060355042D0315003F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F301
E170D3231303230333231313534305A170D3235313230383231313534305A301A311830:16060355042
D030F0072656164657220656E646C6561663059301306072A8648CE3D020106082A8648CE3
D030107034200040C5E10F8F81588695F 1B05707FB8FOBAG69F70026D9159B04C69255EA486DEE331
FFE6A17AE8DB65F4A13801CD744726255D1F0C2B20506DCEE1479E885C3C394300A06082A8648CE3
D040302034700304402200873D566987981257752DA7930B68BEFD39BE17118ED3217AC421B1B06BF2
D6602206E2A840D42D3F1A19453E5894B6A36DC56298BEES504416F72970A55CDEA28153

 Card Certificate CertA: 470100308201433081EAA003020102020ACCCCCCCCCCCCCCCCCCCC300
A06082A8648CE3D040302301B31193017060355040A0C10CCCCCECCCCLCCLCCCCCCCC
CCCCCCCCCCC3022180E31393730303130313030303030305A180F39393939313233313233353935395
A302F31143012060355042D030B00CCCCCCCCCCECCECCCCLC31173015060355040D0C0
ECCCCCCCCCCCCLCCCCCCCCECCCCCCC3059301306072A8648CE3D020106082A8648CE3
D030107034200040889CA87F0E97C088C596F 3F50EEC82D295549BB2B20956176F3B5BOB2EC5F8
F559396958821F723A3C46684EC2B9BDB74D4F3B69D3F8F195EBOE9C8CA911836300A06082A8648
CE3D0403010348003045022037DCF93C46E012AC2D14738D04BB3D74BC7DDCE85DDA3A23AA2F3F 31
C25340A402210082389BEC11BCBOEC560D6C8AB601183E5F800E7BD50E68185B3BE60665335EC3

Table 10. Asymmetric’/Authentication example

Step|Action Direction| Command Comment
1 Activate > E080
ISO14443-4 RATS

2 ATS < 067877810280

3 Create-Application |> CA112233EF82

4 Success < 00

5 GetApplicationlDs |> 6A

6 Success < 00112233

7 SelectApplication > 52172233

8 Success < 00
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Table 10. Asymmetric Authentication example...continued

Step|Action Direction| Command Comment
9 AuthenticateEV2 |> 710000 Authenticate with the
First Part1 symmetric default
key that is generated
10 |Response 1 < AFC2608B2435091745EAB945422ER55E8C with the application
11 AuthenticateEV2 |> AFB2BC27411F637A20087F9COED302163B86E9AD39A17
First Part2 A59A4BCBDC2D90C788ED3
12 |Response 2 < 00B47E279491117E9962749E7/A67AC611323D3A57A4FCO
E68828B1B3D516C820E3
13 |ManageKeyPair |> 4600010C800130000000600DB667013666476F61CD065915 |ManageKeyPair:
4EA2471EB586F0A58133887725B699D8AA0T3FC44CIF38F5 |This,command
402EBOO56E96D7E6DT6C7838621EA26DCOA26B36 createsan
asymmetric key
14 |Success < 00DF624DF633FF561C pairin MIFARE
DUOX. This
example imports
a already present
private key into
the asymetric key
location 0x00. The
key can be used for
asymmetric mutual
authentication,
as well as reader
and card unilateral
authentication.
15 |ManageCARoot |> 48000€03003030000000002004CDB544E1858E5CD7E41D7 [ManageCARoot
Key C56D3648FE12387FD31A1B44F623AC04A9FABA424496E0D |Key loads the CA
842B48E2517E86B9CIB5CIBAB673EABT4ET 694DF7630783 |Root public key,
8EF502C7DA129E72269385712R25F741FOLEADES7EE32EC |that will be used
AGE9BE75E3 for the reader
certificate validation
16 |Success < 0099B34C563C14L7CE step during the
asymmetric
authentication.
17 |CreateStdDataFile |> CDOOOOEEEEQO03002F874DD912889D97 Create a standard
file that will
18 |Success < O0OFFF513147D34AB12 data file that

hold the certificate
for the cards public
key. This certificate
needs to be signed
with the CA root key
which is available on
the reader, i.e. the
reader certifies the
cards public key.
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Table 10. Asymmetric Authentication example...continued

Step|Action Direction| Command Comment
19 |WriteData > 3D000000004A0100470100308201433081EAA0030201020 |Write the card
(Certificate) 20ACCCCCCCCCCCCCCCCCCCC300A06082A8648CE3D040302 |certificate into the
301B31193017060355040A0C10 previously generated
- StdDataFile. It is
20 |AdditionalFrame |< AF mandatory, that the
21 |WriteData > AFCCCCCCCCCCCCCCCCCCCCCEaeteeeeeee3022180F31393 |[first 3 bytes in the file
730303130313030303030305A180F393939393132333132 |give the length of the
33353935395A302F31143064206 certificate (LSB First,
" here 470100)
22 |AdditionalFrame |< AF
23 |WriteData > AF0355042D030B00CCEECCCCCCCCCCCCCCCC31173015060

355040D0COECCCCCCCEECCCCCCCCeeeeeeeeecece30593013
06072A8648CE3D020106082A86

24 |AdditionalFrame (< AF

25 |WriteData > AF48CE3D030107034200040889CA87FOES7C088C596F3F5
OEEC82D295549BB2B20956176F3B5BOB2EC5F8F55939695
8821F723A3C46684EC2BI9BDB74

26 |AdditionalFrame |< AR

27 |WriteData > AFD4F3B69D3F8F195EBOESC8CA911836300A06082A8648C
E3D0403010348003045022037BCH93C46E0T2AC2D14738D
04BB3D71BC7DDCES85DDA3A23AA

28 |AdditionalFrame |< AF

29 |WriteData > AF2F3F31C25340A402210082389BECLIBCBOEC560D6C8AB
601183E5F800E7BD50E68185B3BE6G0665335EC3

30 |[Success < 00
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Table 10. Asymmetric Authentication example...continued

Step|Action Direction| Command Comment
31 ISOGeneral > 008700004B8004800000007C438541C4¢A7D8D8830F3EF4 [ISOGeneral
Authenticate Part1 70BD2EB62A1A1A9289527F425820D86A9B991E7206816C2 |Authenticate
E6B6F39D8824CFD56DD2EEC68EED4E7BO9F70870F1B8AAS |performs a mutual
EA25F61125E9B25947B00 asymmetric
authentication.
32 |Response 1 < 7C438541040E4022C213C687114D74FBCOF20EC3850A35

6734A5E709A1F8F37F6614500BCC62D6841EF96B3178BB
1193805F0DA1D674E11F3E8C6814AD457527DF2329CF2E

9000
33 |ISOGeneral > 008700000001787C8201748682017013E1AC28897AA234A
Authenticate Part2 7D16390B351C670EEBIB4FAF914FOBC5BF146D89F41B316

568E2FC3E86EIESFDQID6D61BS8F5DC88DE1FBACDBISBE 69
7CC5E524C38C06ASEL836ED57AD25E4E3DDDODBIOFEB38CT
S5A58FE1934A9DDCEGCCEACCE7F828CB33ABBBEA374C373A
6EF2196F9F4A6CEFT7ASDAO99FD213BC29D790339B0D93240
E1FB16FD741E54257919E9FD1F741086A4A2C34D6001BB5
11DE7A4601D5BO6EIFBS8D3A889F7A4D150004FSD7C31A97
C6F73E098493B6FCA4935818C5A763ADC5C3CO183EC4FDE
84CB8A352CA9AAFE88B55C2C98877B16454B8133704A8F965
7€69404FC106DBS8FBAES0136634C5B6BD6D044CCBE71306
98927DD67A550AA84692C4A9D037227CDOSIB3057B27568
9CBOB83CS5ACFF5AE48078178AEFDE774E93151085208 6DF
2FE8D937DF69174C61D030C189BD/AEBEEDDEFCFS54ED457A
DA3C7A52A5E895E0612326D6197DDB97.CESFD2D2EBE33C
3459B1F645846E39E424A15A056152FA392040155%378B24
348BE/FES502EC30000

34 |Response 2 < 7€8201A4828201A05980ADC660208DB284ABB4C68E181C9
FEF9A75E846505B73C956848C356E8BAYADSESB2940E2B53
F39302DF3980C83875AEF18DEACD42003F2756F757FDE44
015856A91EAF41C6ECE73946CT2FFS8ELIF3E662FF562338B
1E7B6D327BC55E0605E5DE2D43B7C1141F839C07720C15D
84EFODFS0262C3B4C9F047A9E80F337D25AD0OFS25D11A17
E7FD991BF8E872862F45F2E8A4BDF4A6401179B834B63DC
FAO023820E554EBEQ1EDOAOEGAZF7C1AE2EFAD4BOE640507
B77CA436811BIDLFECE949CC6C867C4EACFBE26A6799746
S5F70C27768DB0942B1747%60910E7EO0I265E061FA826DB7A
9CCD4CA26406FF91825E325D7BA45A2557C5907BCIF2E8]L
81E1C593A22F5A1B02CIE7003COSCDE1IB10ASB7E2A07DSD
E2D51E2BO3EBSF3D8EO26ES5F11DI2A19C97DD2DB8 985830
468B2FOEE26297733BC64FF747152383F550905D25B6804
S5FO55E851716FAB45ABD5004B3480621381B864224527C5
16B816AS6117FB779E726AF225D9BD278EDEATD769ED8A2
AO7CEE4F2C21AE279EC3A633429ABD942BCADD68985CA3C
98ED28ICAECS5LBEFCCF72049D7326C21789084FESF042E78
499000
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4.1.5.2 Session Keys generation for ECC authentication
The session key generation for the ECC authentication is according to the Two-Step Key Derivation of NIST
SP800-56C.

In the first step, a KDK (Key Derivation Key) is generated out of alconcatenation of the 8 least significant bytes
from both shared ephemeral public keys X-coordinates during.the first step of Cmd.ISOGeneralAuthenticate
used as an AES key and the shared secret (ShS) from the ECDH key agreement as message.

KDK = MAC(E.Pub.A.x[7..0] || E.Pub.B.x[7..0], ShS)

As a second step, the KDK is expanded according NIST SP 800-108 in Ctr-mode, where the pseudo-random
function is again the AES-128 CMAC.

The input data is constructed using the following fields as-defined by NIST SP 800-108. Note that NIST SP
800-108 allows defining a different order than proposed/by the standard as long as it is unambiguously defined.

1. a 2-byte label, distinguishing the purpose of the keyy 0x4BB4 for MACing and 0xB44B for encryption
2. a 2-byte counter, fixed to 0x0001 as only 128-bit keys are generated.

3. a 2-byte length, fixed to 0x0080 as only 128-bit keys are generated.

4. a 10-byte context, set to all 0x00

Therefore, the 16-byte session keys are constructed as follows:

Ksesauthenc = MAC(KDK, 0xB40x4B}|0x00]|0%01]|0x00]|0x80]|0x00]|0x00]|0x00]|0x00}|0x00||0x00]|0x00]|0x00]|
0x00]|0x00)

Ksesauthmac = MAC(KDK, 0x4Bj{0XB4]||0x00]j0x01|0x00||0x80}{0x00||0x00[]0x00]|0x00]|0x00]|0x00]|0x00]|0x00]|
0x00||0x00)

A numeric example with the"data from Table 10 is given below:

KDK = (B991E7206816C2E6F8F37F6614500BCC, DF7FD83547C1551B0A1E9A0421CFD6E1721D7FE4
B51534652FEFA2222A775506)

KDK = 505BA954F6742378FC5331ADC3FB3D7B

Table 11. Numerical éxample 6f-session key generation,during asymmetric‘authentication

Value Comimand Comment
E.Pub.A (from step 04 prefix; uncompressed byte representation
31): CA7D8D8830F3EF470BD2EB62A1A1 x-coordinate

A9289527F425820D86A9B991E7206816C2E6

B6F39D8824CFD56DD2EECG8EED4E7B09 y-coordinate
F70870F1BSAABEA25F61125E9B25947B

E.Pub.B (from step 04 prefix, uncompressed byte representation

32) 0E4022€213C687114D74FBCOF20EC3850 x-coordinate
A356734A5E709A1F8F37F6614500BCC

62D6841EF96B3178BB1193805FO0DA1D674 y-coordinate
E11F3E8C6814AD457527DF2329CF2E

ShS DF7ED83547C1551B0A1E9A0421CFDEE1721 |not shown in log
D7FEE4B51534652FEEA2222A775506
KDK KDK = (B991E7206816C2E6F8F37F6614500

BCC, DF7FD83547C1551B0OA1E9A0421CFD6
E1721D7FE4B51534652FEFA2222A775506)

505BA954F6742378FC5331ADC3FB3D7B KDK
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Table 11. Numerical example of session key generation during asymmetric authentication...continued

Value Command Comment

Ksesauthenc Ksesauthenc = (KDK, B44 1V*=.0000..00
B0001008000000000000000000000)

062CCA3C1B1A889164A21873B13D2C26

Ksesauthmac Ksesauthenc = (KDK, 4 IV =0000..00
BB40001008000000000000000000000)

070FA8F70C57AF7DE92AA386F 1BOFO4E

4.1.6 CommMode.Plain

In this mode, data is sent between PCD and PICC in plain and is not secured. The command counter increment
will be maintained, so that any subsequent command. in CommMode.MAC or CommMode.Full will detect illegal
insertion or deletion of commands.

Cmd Cdeeader:’>
<:‘ Status _RespData
Or CmdCtr = CmdCtr +1*

Cmd (CmdHeader] ~GmdData :>
{——— status

* Command counter incremented after validating the.command before sending the response

Figure 8. Plain communication in EV2 SM

4.1.7 CommMode.MAC

In EV2 Secure Messaging MACed communication mode, an 8 byte MAC (CMAC) ensures the data integrity
(calculation of the MAC:is done according . to Section 4.1.1. The session key which results after successful
authentication, KeylD:SesAuthMACKey, is used for.calculating the MAC. For the C-APDU, the MAC is
calculated/over the command, the command counter, the transaction identifier, the command header (if present)
and the command-data (if\present). For the R-APDU, the MAC is calculated over the response code, the
command countery the transaction identifier and the response data (if present).

Note-that the command, Counter is’increased before sending the R-APDU and before doing the MAC calculation
which is needed for the.R“APDU,

Alist of commands which require EV2 Secure Messaging in CommMode.MAC is available in Ref. [1].
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PCD

Cmd CmdHeader| CMACI™ >

Or

—

MIFARE
DESFire EV2

CMAC2Z
CmdCtr = CmdCtr +1%°

Status RespData

Cmd |CmdHeader| CmdData

"CMAC1 = CMAC calculation from (Kgesauthmac, IV, Cmd+|.CmdCtr || Tl || CmdHeader(if present) || CmdData(if present)]) /ithe 16
byte CMAC is truncated to the 8 bytes (even-numbered bytes are retained in most-to-least-significant order, i.e. b14b12b10...b0)

2CMAC2 = CMAC calculation from (Kgssautnmac, V4 Status || CmdCtr || Tl || RespData(if any); //the 16 byte CMAC is truncated to the 8
bytes (even-numbered bytes are retained if'tost-to-least-significant order, i.e. b14b12b10...b0)

¥Command counter incremented after validating the command beforessending the résponse and ‘related MAC calculation
IV used for the CMAC computation is the zero byte IV

Figure 9. MACed communication in EV2 SM

CMAC1" :>

Status -QMAczz‘

CmdCtr = CmdCtr +1¥

{—

4.1.7.1 Example: Cmd.WriteData using CommMode.MAC in EV2 Secure Messaging

KeyID.SesAuthMACKey= 185D0E3CEA4C0C32DFAD84B3414A5054
Current CmdCtr = 0100 (LSB-first)
Tl =B04D6C11

Table 12. Cmd.WriteData in.EV2 Secure Messaging-using CommMode.MAC

Step Command Data Message

1 Data to write 0102030405060708090A0BOCODOEOF101112131415

2 File-Nr 02

3 Offset 000000

4 Lengthlof data 150000

5 1\ 00000000000000000000000000000000

Data f i MA

. "c’;p”:j act;a g(r:fa'°$:at";ﬁ % Coﬁ t 3D0100B04D6C11020000001500000102030405060708090A0
(€md}| CmdCtt ]} Th|| FileNo-} Offset || BOCODOEOF101112131415
Length || Data'to write)

7 CMAC 16C090A3EBO889AA

8 Cmd.WriteData 3D020000001500000102030405060708090A0BOCODOED
C-APDU F10111213141516C090A3EBO889AA

9 Updated CmdCtr 0200
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Table 12. Cmd.WriteData in EV2 Secure Messaging using CommMode.MAC...continued

Step Command Data Message
10 R-APDU < |00377D8A81AF663484
Data for calculating CMAC on response _
11 (RC || CmdCtr || TI) = |000200B04D6C11
12 CMAC to be received = |377D8A81AF663484
13 PCD compares calculated CMAC and = |377D8ASTAFE63484 ? 377D8AB1AF663484
received CMAC

Note: In Step 9, the CmdCtr gets updated after validatingthe command APDU, but before sending the response
APDU. The updated CmdCitr is then used for the next calculation.
4.1.7.2 Example: Cmd.ReadData using CommMode.MAC in EV2 Secure Messaging

KeyID.SesAuthMACKey = 185D0E3CEA4C0C32DFAD84B3414A5054
Current CmdCtr = 0200 (LSB first)

Tl = B04D6C11
Table 13. Cmd.ReadData in EV2 Secure Messaging using CommMode.MAC
Step Command Data Message
1 File Nr = |02
2 Offset = |000000
3 Length of Data to read = 150000
4 v = |00000000000000000000000000000000
5 Icr:mtctt)ffﬁfl‘)ﬁ "F?I'g;'gt;rgf?s“é'ﬁﬁ(ecr‘";ﬁly = |BD0200 BO4DBC1102000000150000
6 CMAC to be sent 98871842F01DAB5F
7 Cmd.ReadData’ C-ARPDUY >1,.BD020000001500009887 1842F01DAB5F
8 Updated CmdCtr = 0300
9 R-APDU ) gg)':zggg:\gg%g(;YOSOQOAOBOCODOEOF1011121314153B14
10 Data for calculating.CMAC on response _ ,000300B04D6C110102030405060708090A0BOCODOEO
(RC || CmdCtr|| Tl || Response Data) F101112131415
1 IV = |00000000000000000000000000000000
12 €MAC to be received ='|3B14CBEDO5A8E327
13 feiz\fé“gfﬂriéca'cu'ated CMALand =, | 3B14CBEDO5ABE327 ? 3B14CBFDO5SABE327

NoteIn Step.8;the CmdCitr gets updated after.validating.the command APDU, but before sending the response
APDU. The updated CmdCtr is thenvused for the next calculation.

4.1.8 CommMode.Full

In EV2 Secure Messaging Fullicommunication mode, all encryption and decryption is done using the session
key which results after successful authentication; KeylD.SesAuthENCKey. For the C-APDU, encryption is done
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over the padded command data, for the R-APDU, encryption is done over the padded response data (detailed
instructions for encryption can be found in Section 4.1.2).

Additionally to the encryption, a MAC is added to the encrypted APDU*(command or response frame are
handled like in CommMode.MAC). Using KeyID.SesAuthMACKey, 'a.MAC is calculated and appended for
transmission.

MIFARE

PCD DESFire EV2

Cmd (CmdHeader| CMAC1" :>
< Status EncRespDataT@AC?”

Or CmdCtr = CmdCtr.+15"

Cmd (CmdHeader EnchdData4,g9}/|Ao11*::>

<: Statdsr | CMAC22'

CmdCtr = CmdCtr +1%"

T"CMAC1 = CMAC calculation from(Ksesausimac, 1V, Cmd]|CmdCtr||Tl||CmdHeader(if present)|| EncCmdData(if present));
ZCMAC2 = CMAC calculation from (Ksesagimmac, Status ||[CmdCtr || TI }|.EncRespData(if present));

¥EncCmdData = Enc(Ksesauthence, Ve, CmdData || Padding?2 (if necessary));

Ve = IV for command = E(Ksesaunenc; 0XAS}0x5A]|[TI||CmdCtr||0000000000000000)
“EncRespData = Enc(Kssautienc: IVr, RespData || Padding2 (if necessary));

IVr =1V for response = E(Kgesautneiic: 0%X5A]|0xA5||TI||CmdCtr||0000000000000000)

"Command counter incremented after validating the command before sending the resporise.and related MAC calculation

Figure 10. Fully enciphered"communication in EV.2 SM

4.1.8.1 Example: Cmd.WriteData using CommMode.Full;in'fEV2 Secure Messaging
KeyID.SesAuthENCKey = 030A8C76BBC954513A52B2AAD161D15B

KeyID.SesAuthMACKey = 185D0E3CEA4C0C32DFAD84B3414A5054
Current CmdCtr = 0500 (LSB first)

TI = B04D6C11
Table 14:Cmd.WriteData in EV2 Secure-Messaging.using CommMode.Full
Step Command Data Message
1 Data to-write = |0102030405060708090A0BOCODOEOF101112131415
2 File Nr =,/03
3 Offset = 1000000
4 Length of.Data = 150000
5 Padded Data to make it/a multiple'of 16 » ©|0102030405060708090A0BOCODOEOF 101112131
bytes 4158000000000000000000000
AN14215 Allinformatiof provided in this document s subject to legal disclaimers. ©2024 NXP B.V. Al rights reserved.
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Table 14. Cmd.WriteData in EV2 Secure Messaging using CommMode.Full...continued

Step

Command

Data Message

6

IVcommand = E(Ksesauthenc, OXAS5 || Ox5A ||
TI || CmdCtr || 0000000000000000)

E82509A26010DBD17318F35E6E1E2830

Encrypted Data

F7BBO9DF5CF7C3BFF99F86FAE35E71EAA4FA4CC7D806

7 E(Ksesauthenc, Padded Data) DEBC4C49D42EAABC3A6F
Data for calculating CMAC 3D0500 BO4D6C1103000000150000
8  [(Cmd || CmdCtr || TI || FileNo || Offset || F7BB09DF5CF7C3BFFO9F86FAE35E71EAA4FA4
Length || Enc. Data) CC7D806DEBC4C49D42EAABC3AGF
9 |IVfor CMAC calculation 00000000000000000000000000000000
10 |cMAC 34D21EC9DI9IA0B17
. 3D03000000150000
1 43";‘:\E’)VStGData F7BBO9DF5CF7C3BFFO9F86FAE5E7 1EAA4EAS
- CC7D806DEBC4C49D42EAABC3A6F34D21ECODI9A0B17
12" |updated CmdCtr 0600
13 |R-APDU 00A9E45BF1857AF67B
Data for calculating CMAC on response
14 | Re || omdct | T 000600B04D6C 11
15 | CMAC to be received A9E45BF1857AF67B
16 |PCD compares calculated OMAC and A9E45BF1857AF67B"2.A9E45BF1857AF67B

received CMAC

[11 In Step 12, the CmdCtr gets updated after validating the command APDU, but/before sendingthe'response APDU. The updated CmdCtr is then used for
the next calculation.

4.1.8.2 Example: Cmd.ReadData using CommMode.Fulkin EV2 Secure Messaging

KeyID.SesAuthENCKey= 030A8C76BBC954513A52B2AAD161D15B
KeyID.SesAuthMACKey = 185DOE3CEA4C0C32DFAD84B3414A5054
Current CmdCtr=.0700 (LSB first)
Tl = B04D6C11

Table 15. Cmd.ReadData in EV2 Secure Messaging using CommMode:Full

Step Command Data Message
1 File.no 03
2 | Offset 000000
3 LLength/of data to read 150000
40V 00000000000000000000000000000000
5 gﬁ:géﬂ |(|:?rlfl|J|Iitiilre]?\lc?wg?fs(ecmdLgngth) BD0700B04D6C1103000000150000
6 |CMAC to be sent BCIFOE75E6EB4014
7 {C-APDU BD03000000150000BCOF9E75E6EB4014
8" |Updated CmdCtr 0800
o |RAPDU F4A604CD65F97290767B78B02A55A84648A13A2D5BC7E14

Encrypted Data || 8 bytes CMAC

C795B1FOAE4154711E359DA5BBEBOFE30
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Table 15. Cmd.ReadData in EV2 Secure Messaging using CommMode.Full...continued
Step Command Data Message

10 |Received CMAC = |E359DA5BBEBOEES0

[Vresponse = E(Ksesauthenc, 0XSA|0x

A5|[TI||CmdCtr|[0000000000000000) _
1 | D (5AABBO4DEC 1080000000000 = | B26403916206E 1FD4D5086C2244FBSAA

00000000)

0102030405060708090A0BOCODOEOF 101112131

12 |D(Ksesaunenc, Response Data || Padding) | = | 4454000000000000000000000

13 Data for calculating CMAC on response _ |000800B04D6C11F4A604CDB5F97290767B78B02A55A84648
(RC || CmdCtr || TI || Enc Data) A13A2D5BC7E14C795B1F0AE4154711

14 |CMAC to be received = |E359DA5BBEBOFE30

15 |PCD compares calculated CMAC and = |E359DA5BBEBOFE30 ? E359DA5BBEBOFE30

received CMAC

[1] In Step 8, the CmdCtr gets updated after validating the command APDU, but before sending the response APDU. The updated'©€mdCir is then used for
the next calculation.

4.1.9 EV2 Secure Messaging Summary

Table 16. EV2 Secure Messaging at'a,glance
Comm. setting Access Right Previous Auth. Resulted communication

Plain free No Plain (CmdCtr gets increased if an

Plain free Yes authentication.was already established,
otherwise CmdCtr starts counting)

Plain Keyn Must with key h

€mdCtr gets increased
MACed Key n Must with key_n PCD.calculates CMAC and sends
PICC'response includes CMAC

CmdCtr gets increased
PCD.éencrypts data (if data field is present)
Encrypted Key:n Must with .key n PCD.always calculates CMAC and sends

PICC response is encrypted data (if data
field is present) and always includes CMAC
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4.2 Secure Dynamic Messaging

Unlike the other three secure messaging modes mentioned earlier in.this chapter, the Secure Dynamic
Messaging (SDM) does not require any authentication to enable this'secure messaging mode. In fact, the
Secure Dynamic Messaging allows for confidential and integrity protected data exchange, without requiring a
preceding authentication.

MIFARE DUOX supports SDM for reading from one or more Standard Data Files on the PICC. Secure Dynamic
Messaging allows adding security to the data read, while still being able to access it with standard NDEF
readers for NTAG Type 4 cards. The typical use case is an NDEF holding a URI and some meta-data, where
SDM allows this meta-data to be communicated confidentiality and integrity protected towards a backend
server.

The Secure Dynamic Messaging supported by MIFARE'DUOX is compatible to the Secure Dynamic:Messaging
available in the NTAG 424 DNA product as well as thejone from MIFARE DESFire EV3. Details-to'the NTAG
424 DNA and the built-in SDM feature can be found in"[7].

4.2.1 SDM for Reading from a File

In this section, several options, parameters andjcharacteristics of SDM will be explained.
SDM Read Counter

* 3 byte counter (SDMReadCltr)
* Can be enabled on a file basis independently (using the ChangeFileSettings command)
* When enabled for the file, the.counter will be maintained, also-if the counter is hot mirrored in the PICCData

* The counter will be increased for every ReadData or ISOReadBinary command.that's sent in non-
authenticated state

* The counter is not increased when“authenticated, i.e. 'during an ongoing secure messaging

* The counter is also not increased ifiseveral sequential read commands using the same command code are
sent. However if another command is sent in between; the counter is increased again

* |s represented LSB first in binary.encoding

* |s represented MSB.first in' ASCII encoding

A SDMReadCtrLimit can be configured for the file

If the SDMReadCtr reaches the SDMReadCtrLimit or OXFFFEFFFFF,_an-error will be returned to the read

command

* The counter,can be retrieved either mirrored-as’part ofithe PICCData or it can be read out using the
GetFileCounters command

SDM Read Counter Limit

* 3 byte counter limit (SDMReadCtrLimit)

* Can be optionallyset for afile

* |s a limit to resstrict the number of reads that can be done.to a file using Secure Dynamic Messaging
* Is represented-LSB first inbinary encoding

» Can pe enabled using thesChangeFileSettings,command

» Can be retrieved using,the GetFileSettings command
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PICC Data

* Holds metadata of the targeted PICC and file

¢ Consists of the VDUID (UID of the PICC) and / or the SDMReadCtr

PICCData can be plain or encrypted, this depends on the configuration of the access right: SDMMetaRead
— If SDMMetaRead is set for free access (0xE), then the PIEGCData will be plain

- If SDMMetaRead is set to an application key, then the PICEData will be encrypted

PICCData can be mirrored within the file (and therefore mirrored to the read-out URL / NDEF message)
PICCData mirroring is configured with the ChangeFileSettings command, defining the needed offsets
In case of plain PICCData mirroring:

— The mirror position of the VCUID is defined by the VEUIDOffset

— Length of the VCUID is 7 bytes = 14 ASCII chars (or, alternatively for 10 byte long UIDs = 20°chars)

— The mirror position of the SDMReadCtr is defined"by‘the SDMReadCtrOffset

— Length of the SDMReadCtr is 3 bytes = 6 ASCII chars

— When both VCUID and SDMReadCtr are mirrored, both are separated using the "x" character in NTAG2x.
The same can also be achieved for MIFARE DUOX. Alternatively obviously other parameter separator
characters can be freely chosen as well.

¢ In case of encrypted PICCData mirroring:

— The mirror position of the encrypted PICCData is defined by the PICCDataOffset. No“separate values need
to be given for VCUIDOffset.and"SDMReadCtrOffset, but both values are combined in“one cryptogram,
according to the SDM-specific PICCData-encryption

PICCData mirroring is only doneyin a non-authenticated state. Iflauthenticated, nomirroring is done, i.e. the

regular secure messaging is\applied‘on.the metadata

SDM Encrypted File Data

* SDM for reading supports, mirroring the full or parts of/the file data.(file' content, not metadata) encrypted
* The encrypted file data.is called*SDMEncFileData
* Not to be confused with.PICCData or EncPICCData
» For encrypting the'file-data, the.access right SDMFileRead needs’to be configured to one available application
key
— If SDMFileReadis 'set to"OxF, mirroring of SDMEncFileData‘is not possible
* The SDMEncFileData is always mirrored within‘the file
¢ Mirroring position(SDMEncOffset) and length (SDMEncLength) are to be defined using the command
ChangeFileSettings
SDMEncLength needs to be a multiple of 32 bytes
SDMEncFileData mirroring is only;donelin-a:non-authenticated state. If authenticated, no mirroring is done,
i.e. the regular secure’'messaging is applied’on file data

SDMMAC

* The SDMMAC'is arMAC calculated over the response data
* SDMMACInputOffset defines from which positiontin the file'the MAC calculation starts
* The, SDMMAC.is calculated using’the SDMFileReadKey
- If-SDMEileReadKey, is'set to 0xF, the SDMMAC is not calculated and SDMMACOffset and
SDMMACInputOffset are not present
*“The SDMMAC is a 8-byte longtruncated"MAC (original length is a 16 byte long CMAC)
— The'even-numbered bytes“are retained in most-to-least significant order
* |f SDMMAC is mirrored in-thefile, the SDMMACInputOffset shall be smaller than or equal to SDMMACOffset

¢ As the SDMMAC is mirrored,inside the file, it/ does not depend on the actual read command parameters
(offset and length), but on the SDMMAC InputOffset
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4.2.2 SDM specific Encryption of PICCData

In case PICCData is mirrored encrypted, the so-called PICCDataTag specifies which metadata is mirrored.

The format encrypted PICCData is the following:

EncPiccData = Enc(Ksppnetareas, PICCDataTag || VCUID || SDMReadCltr || RandomPadding)

The random padding is generated for the response of the first read command. On subsequent read commands,
targeting the same file, the same padding is reused.

Encryption of the PICCData is always done by the IC itself Using the AES128 algorithm in CBC mode.

4.2.2.1 Example: Decryption of PICCData

For verification of the encrypted PICCData (EncPICCData), in the backend, on the terminal or.inside an NFC
mobile application, the following parameters need to be known.

Table 17. Preconditions for PICCData Decryption
Prerequisites: SDMMetaReadKey that was.used

Offset name: PICCENCDataOffset in URL
Length [bytes]: PICCENCDatalLength
Algorithm: PICCData = Pec(Ksptmetaread; PICCENCData)

An example of the decryption procedure-of EncPICCData is shown in Table'18.

Table 18. Decryption of PICCData

Step Command Data‘Message
1 |Encrypted PICCData = |EF963FF7828658A599F3041510671E88
2 |SDMMetaReadKey = Key 0x00 = |00000000000000000000000000000000
3 IV ='00000000000000000000000000000000
4 | Dec(KspmmetaReadkey: PICGENCData) =.C704DE5F1EACC0403D0000DA5CF60941
5 |PICCDataTag = |C7
6 |UID = |04DE5SF1EACC040
7 | SDMReadCtr = |3D0000
8 |Random padding = |DA5CF60941
9 |PICCDataTagbit] = [1400 0111
10 'IPICCDataTag ~"UID mirroring [bit7] = 1 (UID mirroring enabled)
11 © JPICCDataTag - SDMReadCtr mirroring [bit6] (|= |1 (SDMReadCtr mirroring enabled)
12/=/PICCDataTag - UID Length [bit3-0] =71111b = 7d (7 byte UID)

4.2:3 SDM specific(Encryption,of File Data

When encrypting static file data, the encryption and decryption of the SDMEncFileData are calculated according
to the AES128 algorithm in CBCimode.

The SDMEncFileData is defined-as follows:
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Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 317131



NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

SDMEncFileData = Enc(KsesspumFieReadene, StaticFileData[SDMEncOffset ... SDMEncOffset +
SDMENCLength/2 - 1]

The IV that's used for encryption is the following:
IV = Enc(KsesspmFileReadenc: SDMReadCtr || 0x00000000000000000000000000)
Encryption of the FileData is always done by the IC itself using.the AES128 algorithm in CBC mode.

4.2.4 SDM specific SDMMAC Calculation
When applying SDM for reading, the SDMMAC is to be mirrored within the file.

The SDMMAC is defined as follows:

SDMMAC = MACt(KsesspumFieRreadvac, DynamicFileDatafSDMMACInputOffset ... SDMMACOffset.-/1]

The SDMMAC is the truncated CMAC, calculated according NIST Special Publication 800-38B applying the
EV2 secure messaging compliant truncation from 16 to 8 bytes.

The IV that's used for MACing is the zero byte/IV.
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4.2.5 SDM Session Key Generation

When using SDM for Reading, the session keys SesSDMFileReadMACKey and SesSDMFileReadENCKey
need to be computed as follows:

SV 1= 0xC3 || 0x3C || 0x00 || 0x01 || 000 || 0x80 || VCUID || SDMReadCtr [ || ZeroPadding]
SV 2 = 0x3C || 0xC3 || 000 || 0x01 || 000 || 0x80 [ || VCUID] T{-SDMReadCtr] [ || ZeroPadding]

KSesSDMFileReadENC = MAC(KSDMFileRead; SV 1)
KSesSDMFileReadMAC = MAC(KSDMFileRead; SV 2)

Session key generation is done according to NIST SP 800<108 in counter mode. The used algorithm is the
CMAC algorithm as per NIST Special Publication 800-38B.

During Secure Dynamic Messaging for reading, the Ssession keys are used in the following way:

* KSesSDMFileReadMAC is used for MACing of the file data
* KSesSDMFileReadENC is used for encryption of the file data

Note: These are not the same session keys as-Secure Standard Messaging ones, which.are\generated during
AuthenticateFirst or AuthenticateNonFirst.

Prerequisites:

Key used:

CMAC with AES-128 ciphercore
SDMFileReadKey

Length [bytes]: 16

Algorithm:

1. KsesspmFileReadeNc'= MAC(KspwiFieRead: SV1)

2. KsesspmFieRéadmac = MAC(KspwmFileread; SV2)

Output:

1. KsessDMFileReadENC
2. KsesSDMFileReadMAC

Table 19. SDM Session Key Generation

Step Command Data
1 |Is UID’mirrored? If YES, it must be included in SV calculation
2 |Is SDMReadCtr mirrored? If YES, it must be included in SV calculation
3 |UID 04C767F2066180
4 |SDMReadCtr 010000
5 A KsbmFileRead 5ACE7E50AB65D5D51FD5BF5A16B8205B
6 i91,]\/1 = C33C 0001°0080 [UID] [SDMReadCtrl.[ZeroPadding] C33C0001008004C767F2066180010000
7 " |SV2 =3CC3 00010080 [UIB].[SDMReadCtr] [ZeroPadding] 3CC30001008004C767F2066180010000

v 00000000000000000000000000000000

9  |KsesspmFilereadenc = MAC(KspuvFileRead; SV1) 66DA61797E23DECA5DSECA13BBADF7A9
10 |KsesspmFileReadvac =\MAC(KspumFileRead; SV2) 3A3E8110E05311F7A3FCFO0D969BF2B48

[11  In case of encrypting file data - PICCENCData, mirroring of UID and SDMReadCtr is mandatory. Therefore, both are always included in SV1 calculation.
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4.2.6 Enabling Secure Dynamic Messaging

SDM can be activated for one of multiple Standard Data Files within,anapplication.

The enablement of SDM happens during the file creation using the\CreateStdDataFile command. At time of file
creation, the SDM needs to be enabled by setting FileOption bit6 to 1. An example for enabling SDM can be
seen in Section 4.2.6.1.

After SDM was already enabled during file creation, the SDM_specific settings and configurations need to be
set using the ChangeFileSettings command. Using this command also FileOption bit6 needs to be set to 1,
indicating that SDM will be configured. How the command can be used for SDM configurations is shown in the
next sections for different examples.

4.2.6.1 Example: Enabling SDM during Standard Data File creation
Cmd =CD
File ID = 05

File Option = 40 (addidional access rights disabled; CommMode = plain, Secure Dynamic.Messaging and
Mirroring enabled)

AccessRights = 3012 (Read: 0x0.1, Write: 0x02,'ReadWrite: 0x03, Change: 0x00)
File Size = 800000

Table 20. Create Standard Data File with SDM enabled

Step Command Data Message
1 Cmd.SelectApplication > |5A333333
C-APDU (AID = 0x333333)
2 R-APDU < |00
7 Cmd.CreateStandardDataFile C-APDU > [CD05403012800000
8 R-APDU <400

After successful-creationof the file, the SDM.is enabled for this specific file.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 347131




NXP Semiconductors

AN14215

MIFARE DUOX features and hints

4.2.7 NDEF Formatting of a MIFARE DUOX application

The NFC Forum is a standardization consortium that was formed to advance the use of Near Field
Communication technology by developing specifications, ensuring interoperability among devices and services,
and educating the market about NFC technology.

The NFC Forum has defined a data format called NDEF to store different kind of application data. NDEF
structured data may be stored inside contactless tags. In the NEC'Forum, the “NFC Forum Type 4 Tag
Operation” has been developed to describe how the reader device (called NFC Forum device) can store NDEF
data inside an NFC Forum Type 4 Tag platform. The NXP product MIFARE DUOX is compatible with the “NFC
Forum Type 4 Tag Operation” technical specification and the Type 4 Tag platform.

In the following sections it will be explained, how a MIFARE DUOX IC can be very simply formatted to work as
"NFC Forum Type 4 Tag". One very basic configuration and creation of the NDEF files is shown;.to give an idea
of the formatting procedure. This document does not.go’into details of NFC Tag Type 4 specified 'states and
proper protection / setup of the NDEF tag, but just outlines a minimum personalization sequence.

4.2.7.1 NDEF Formatting: Creating the NDEF application

For adding the NFC Forum Type 4 Tag functionality/to a MIFARE DUOX IC, the files which‘are required for
creating the NDEF structure need to be put eithersinto a standalone / specific application,(like in this example, or
need to be added to an existing application additionally. This is up to the choice of the application provider.

In this example, a new application.is being created with settings that are needed forrealizing the NDEF
capabilities (ISO File ID, ISO DFName, ..).

Table 21. Creating the NDEF-application

Step Command Data Message

1 AID 0x000001

2 KeySettings1 0x09

3 KeySettings2 OxA6

4 ISOFilelD 0x01E1

5 ISODFName 0xD2760000850101

6 g:;g:ojea teApplication CA00000109A601E1D2760000850101
7 R-APDU 00 (SUCCESS)

After the application was successfully created, it needsto be selected for being able to add files into the
application-and toswork on thesNDEF Tag Type 4 structure.

Table 22, "Selectingithe NDEF application

Step Command Data Message

1 AlD 0x000001
C-APDU

2 Cmd.SelectApplication 5A000001

3 R-APDU 00 (SUCCESS)
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Once the application is selected, an authentication needs to be executed with the Application Master key, for
being authorized to create and add files to the NDEF application.

As the keys have not been changed yet, the key values are all set to.the.default zero byte keys. The key type
of the application is AES. As authentication command either AuthenticateAES or AuthenticateEV2First can be
chosen.

In this example, the AuthenticateEV2First command is used to authenticate with the Application Master key,
KeyNr 0x00.

Table 23. Authentication with AuthenticateEV2First using the”Application Master key of the NDEF
application

Step Command Data Message

1 KeyNr = |0x00

2 Key Value ="10x00000000000000000000000000000000

3 gn?;lelJthenticateEVZFirst > |0x710000

4 R-APDU </ |AF58726A55EDFCCDABIFBA212DA81B49D9

5 C-APDU . |AFCACA0ESDBEBE4C97453AEE6A29A2DI502EBAGCEA105
Cmd.AuthenticateEV2First Part2 BA87E8091ED966A0A10F0

6 R-APDU - |00A70331D1256E6A7CEFCB670571AAEDD73883D6F569C9

DC0586CACDBDAQF7D660

7 MAC Verification = |SUCCESS;not shown here

8 Response Code = |00 (SUCCESS)

9 Session Encryption'Key (KSesAuthENC) = |0x436F05BB8D3669466906€790C84FEEGAB

10 Session MAC Key(KSesAuthMAC) = |0xDBAO0236E288BDA91C13B15EA52474F33

1 v = |0x00000000000000000000000000000000

12 TI = |0x44815F2D

13 CmdCitr =_10x0000

After the successful' authentication, two session keys are derived bothon card and on reader side, for data
encryption for the following=session, and establishing a secure chanhel:

Intermediate steps of the.authentication (encryption, decryption, MAC calculations) are not shown, but can be
found explained in deétail in Section 4.1.3.1-

4.2.7.2{ NDEF Formatting:-Creating.the CC-File

When'creating.an NFC Forum Type 4 _Tag, the minimum requirement for realizing the required structure is to
have.a CC File (capability. container)'and“an NDEF file available inside the NDEF application.

Steps for creating the CC File are displayed in“Table 24.

Rrecondition.for the file creation.is a valid authentication with the AppMasterkey (if required by the
AppKeySettings). The authentication that was established in this case was initiated by the AuthenticateEV2First
command-as detailed in the previous section.
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Step Command Data Message
1 Session Encryption Key (KSesAuthENC) 0x436F05BB8D3669466906C790C84FEGAB
2 Session MAC Key (KSesAuthMAC) 0xDBA0236E288BDA91C13B15EA52474F33
3 v 0x00000000000000000000000000000000
4 TI 0x44815F2D
5 CmdCtr 0x0000
6 File Nr 0x01
7 ISOFilelD 0x03E1
8 FileOption 0x00
OXEEEE (just for the Initialized State, for easier personalization
9 Access Rights needs to be configured later on)
0x23E2 (R = Free, W = 0x02, RW = 0x02, Change = 0x03

10 FileSize 0x3C0000

Cmd MAC Calculation
1 MAC_Input = Cmd || CmdCtr,|| TI || Cmd CD000044815F2D0103E100EEEE3CQ000

Header
12 mgjnim?c(KseSA”thMAC’ B1E079248D5B2962E974A9D2D2C53C00
13 Truncated MAC E0245B6274D2C500
14 g;:;ggeateStandardDataFile CD0103E100EEEE3C0000061A17F6D04D31DC
15 R-APDU 0093ABCCEET7136819A
16 Response MAC 93ABCCEE7136819A

Response MAC Calculation
17 _I\IfIIAC_Input =Resp Data |[<CmdCtr + 1 || 00010044815F2D
18 IMnﬁﬁ)z CMAC(KSesAUthMAC, MAC_ AB93AAAB24CC2EEOD71EA3604815C9A
19 Truncated MAC 93ABCCEE7136819A
20 Calculated MAC =!I'Response MAC 93ABCCEE7136819A == 93ABCCEE7136819A (SUCCESS)
21 Response Code 00(SUCCESS)
22 CmdCtr 0x0100
4.2(7.3 NDEF-Formatting: Creating the’NDEF File

The next part of the NDEF formatting procedure is the creation of the NDEF File. The NDEF File will later on
hold the NDEF message that shall.invoke any automated action (URL, vCard, etc).

Steps forNDEF File creation are‘displayedsin Table25.

Precondition for the file creation.is a valid authentication with the AppMasterkey (if required by the
AppKeySettings). The authentication that was established in this case was initiated by the AuthenticateEV2First
command as detailed in the previous section;
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Step Command Data Message
1 Session Encryption Key (KSesAuthENC) 0x436F05BB8D3669466906C790C84FEGAB
2 Session MAC Key (KSesAuthMAC) 0xDBA0236E288BDA91C13B15EA52474F33
3 v 0x00000000000000000000000000000000
4 TI 0x44815F2D
5 CmdCtr 0x0100
6 File Nr 0x02
7 ISOFilelD 0x04E1
8 FileOption 0x40,(SDM enabled)
OXEEEE (just for the Initialized State, for easier personalization
9 Access Rights needs to be configured later on)
0x23E2 (R = Free, W = 0x02, RW = 0x02, Change = 0x03

10 FileSize 0xC80000

Cmd MAC Calculation
1 MAC_Input = Cmd || CmdCtr,|| TI || Cmd CD010044815F2D0204E140EEEEC80000

Header
12 mgjnim?c(KSGSA”thMAC’ 348ED21C8FOCOABDTBAB7AA27C17BBOC
13 Truncated MAC 8E1COCBDA8A2170€
14 g;:;ggeateStandardDataFile CD0204E140EEEEC800008E1COCBDA8A2170C
15 R-APDU 001EB1DCEO0340E14A6
16 Response MAC 1EB1DCEO0340E14A6
o [
18 ms&; BUIP (KSeSRUIHMAC, MAC_ DF1EEDB19DDC85EQEB34450EB81474A6
19 Truncated MAC 1EBTDCE0340E14A6
20 Calculated MAC'=! Response MAC 1EB1DCE0340E14A6 == 1EB1DCE0340E14A6 (SUCCESS)
21 Response Code 00 (SUCCESS)
22 CmdCtr 0x0200
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4.2.7.4 NDEF Formatting: Writing the CC File content

The CC file is the so-called capability container of the NDEF application. Inside the data part it's linking to the
NDEF file and so making the Tag Type 4 formatting possible.

One example is outlined in Table 26.

Table 26. Writing the CC File content

Step Command Data Message

1 File Nr 0x01

2 Offset 0x000000

3 Data 0x000F20003B00340406E10400C80000

4 Data Length 0xQE0000

5 C-APDU. 3D010000000F0000000F20003B00340406E10400C80000
Cmd.WriteData

6 R-APDU 00 (SUCCESS)

4.2.7.5 NDEF Formatting: Changing,the-file settings of the CC File

In the following step, the file settings of the CC file will be adapted, to set the.access rights to specific key

values.

The command that is needed, is the ChangeFileSettings command. We-can exchange this in plain, as the
Change access right of the'filetis currently set to OxE, which.means that-no authentication and no secure

messaging is needed for-configuration changes.

Table 27. Changing the file'settings ofithe CC File

Step Command Data’'Message

1 File Nr 0x01

2 ISOFilelD 0Xx03E1

3 New AccessRights 0x23E2(R = Free, W.= 0x02, RW = 0x02, Change = 0x03
4 Comm Mode Plain

6 gr:;g:angeFileSettings JpaPO23E2

7 R-APDU 00 (SUCCESS)
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4.2.7.6 NDEF Formatting: Writing the NDEF File content and.configuring it

The last step of the NDEF formatting procedure is the writing of the actual NDEF file content, meaning the
NDEF message (URL, vCard, etc.).

In the following chapters, several examples of NDEF URLs will be given, in combination how they can be written
to make use of Secure Dynamic Messaging.

Following examples will be elaborated in detail:

* Creating an NDEF URL plus mirroring plain PICCData (VCUID, ReadCtr) attached to the URL, as explained in
Section 4.2.8.1

» Creating an NDEF URL plus mirroring encrypted PICCData (VCUID, ReadCtr) attached to the URL, as
explained in Section 4.2.8.2

» Creating an NDEF URL plus mirroring encrypted file content attached to the URL, as explained in
Section 4.2.8.3
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4.2.8 Writing the NDEF content to the NDEF application

4.2.8.1 Example: SDM Mirroring with plain PICCData

The following example shows how to write a weblink (URL) into the-NDEF file.

The URL that is used here is https://www.nxp.com/index.html

Additionally the SDM shall be enabled and effectively used forthis file.

In this example, the following PICCData parameters will bexmirrored to the URL. The PICCData consists of
UID and SDMReadCounter. UID, SDMReadCounter and, SDMMAC are always co-existing, meaning that
by enabling / disabling PICCData mirroring, all are mirrored or not. Their mirror offsets within NDEF can be
individually chosen.

« \VCUID
e SDM Read Counter
* SDMMAC

All parameters will be mirrored in plain text (not.encrypted) in this example. Applying the mapping, we want to
have a URL structure like below:

https://www.nxp.com/index.htm[?u=00000000000000&c=000000&m=0000000000000000

With this URL we are linking to the target-website, and additionally-attaching mirroring placeholders for the UID
(&u=), for the SDM Read Counter (&c=)<and additionally forthe SDM MAC.(&m=). The placeholders are initially
filled with zeros, but will be updated on each tap of the IC automatically.. Once reading out the file content, the
parameters will reflect the'updated values!.

Now that the mirroring parameters and/URL structure are defined, two)steps need to be done for configuration
completion:

» Writing of the NDEF-URL to the NDEF file
» Adapting the file settings including the SDM mirroringrconfiguration forthe NDEF file

To enable the mentioned settings, the ChangeFileSettings command.needs to be used. For this command, the
SDMOptions need to be set to 0x40.

4.2.8.1.1 Writing the NDEF File content

The following example.shows howto writeva’ weblink (URL) into.the NDEF file.

The URL that is used-here is "https://www.nxp.com/index.html?u=00000000
000000&c=000000&m=0000000000000000", pointing'to the NXP website.

Table 228. "Writing the NDEF-File content

Step Command Data Message
1 File=Nr = |0x02
2 \% =/10x0772C3A3A34ABC4352C60185F2A2BDE2

0x005AD10156550068747470733A2F2F7777772E6E78702E6
36F6D2F696E6465782E68746D6C3F753D3030303030303030

3 Data (NDEF_YeadepaR in hex) = 30303030303026633D303030303030303030303030303030302
66D3D30303030303030303030303030303030

4 Length = |0x5C0000
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Table 28. Writing the NDEF File content...continued

Step Command Data Message

5 Offset = |0x000000
C-APDU 0x3D020000005C0000005AD10156550068747470733A2F2F77

6 o WriteDat > |77772E6E78702E636F6D2F696E6465782E68746D6C3F753D
ma.VinieData 303030303030303030303030

7 R-APDU < |OxAF (Additional Frame)

8 C-APDU . | 0xAF303026633D30303030303030303030303030303030266D

3D30303030303030303030303030303030
9 R-APDU < |00 (SUCGCESS)

4.2.8.1.2 Changing the file settings of the NDEEF File

In the following steps, the file settings of the NDEF file will be adapted, to configure the mirroring options.

As already outlined in Section 4.2.8.1, the following/URL with the defined mirroring placeholders shall be
realized:

https://www.nxp.com/index.html?u=00000000000000&c=000000&m=0000000000000000

File Data Content:
0x0050D1014C550068747470733A2F2F7777772E6E78702E636F6D2F696E6465782E6
8746D6C3F753D303030303030303030303030303026633P303030303030266D3D30303
030303030303030303030

NDEF File starting bytes:"0x0050D1044C5500

URL bytes: 0x68747470733A2F2F7777772E6E78702E636F6D2E696E6465782E68746D
6C3F753D3030303030303030303030303030266332303030303030266D3D303030303
03030303030303030

Table 29. Changing the file'settings of the NDEF-Eile

Step Command Data\Message

1 File Nr = |0x02

2 FileOption = |0x40 (SDM'enabled, CommMode Plain)

3 New Access Rights =|0x23E2 (R = Free, W = 0x02, RW = 0x02, Change = 0x03
4 NrAdditional Access Rights =\ |n.a.

5 AdditionalyAccess Rights = [n.a.

0xC41 (VCUID mirroring enabled, SDMReadCtr enabled, ASCII

6 SphQions - encoding mode)
OxF3E3
. “..|SDMMetaReadKey = OxE (Plain PICCData mirroring)
! SPMAccessRights ~_ | SDMFileReadKey = 0x3
SDMCtrRetKey = 0x3
8 VCUID Offset = |0x280000
AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 13 November 2024

CONFIDENTIAL 975010 42 /131



NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

Table 29. Changing the file settings of the NDEF File ...continued

Step Command Data Message

9 SDMReadCtr Offset = |0x390000

10 PICCData Offset = |na.

1 SDMMACInput Offset = |0x420000.(means MAC calculation of the empty string)

12 SDMENC Offset = |n.a.

13 SDMENC Length = |n.a.

14 SDMMAC Offset = |0x420000

15 SDMReadCtr Limit = |na.

16 TMC Limit = |na;

17 C-APDU . . >' |5F024023E2C1F3E3280000390000420000420000
Cmd.ChangeFileSettings

18 R-APDU < |00 (SUCCESS)

4.2.8.1.3 NDEF Validation: CMAC Calculation

SDMFileReadKey Nr = 0x3
SDMFileReadKey value = 0x11412222333344445555666677778888

Data content that was read.from the filelusing SDM =
0x0050D1014C550068747470733A2F2F7777772E6E78702E636F6D2F696E6465782E6
8746D6C3F753D303043393838363331343031303626633D303030303038266D3D39344
330413833454543423537374430303030303030303030300000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000

ASCII Text of the NDEF URL =
https://www.nxp.com/indeX.html?u=00C98863140106&c=000008&m=94COA83EECB577D0
In order tosbe able to-verify the(SDMMAC that was mirrored to the'URL, as first step the SDM session

keys needto be calculated, as-outlined in Section 4.2:5. After the' session keys have been calculated, the
SesSDMEileReadMAC can be used for validating'then.SDMMAC.

Table.30. SDM Session Key Generation

Step Command Data
1 Is UID mirrored? = | YES (it must be included in SV calculation)
2 |ls SDMReadCtr mirrored? = | YES (it must be included in SV calculation)
3 |UID = 100C98863140106
4 |SDMReadCtr = 1080000
5 | KspMFileRead = |11112222333344445555666677778888
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Step Command Data
6 |SV1=C33C 0001 0080 [UID] [SDMReadCtr] [ZeroPadding] " | = |C33C0001008000C98863140106080000
7 |SV2=3CC3 0001 0080 [UID] [SDMReadCtr] [ZeroPadding] 3CC30001008000C98863140106080000
8  |KsessoMFilereadeNe = MAC(KspmFieread; SV1) OFE264FCOB406A5E62A2908BE1C899ED
9 | KsesspmriereadMac = MAC(KspwFieread; SV2) 025C33693BE8128815EBF30DC65A5D3A

[11 In case of encrypting file data - PICCENCData, mirroring of UID and SDMReadCtriis'mandatory. Therefore, both are always included in SV1 calculation.

Table 31. SDMMAC Validation

Step Command Data
1 Mirrored CMAC in URL = /| 0x94COA83EECB577D0
2 KsesSDMFileReadMAC = |0x025C33693BE8128815EBF30DC65A5D3A
3 SDMMACInput Offset = |0x420000
4 SDMMAC Offset =/|0x420000
5 SDMMACInput Offset == SDMMAC Offset/| = |YES, therefore SDMMAC calculation jover.the empty string
6 1\ = |0x00000000000000000000000000000000
7 SDMMAC Input = |" (empty string)
8 Calculated SDMMAC = |0x94COAB3EECB577D0
9 Calculated SDMMAC == Mirrored = |True (SUCCESS)
SDMMAC
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4.2.8.2 Example: SDM Mirroring with encrypted PICCData

The following example shows how to write a weblink (URL) into the NDEF file.

The URL that is used here is https://www.nxp.com/index.html.

Additionally the SDM shall be enabled and effectively used for.this file.

In this example, the following PICCData parameters will be mifrored encrypted to the URL. The PICCData
consists of UID and SDMReadCounter. UID, SDMReadCounter,and SDMMAC are always co-existing, meaning
that by enabling / disabling PICCData mirroring, all are mirrored or not. Their mirror offsets within NDEF can be
individually chosen.

* Enc(KSDMMetaRead, VCUID || SDM Read Counter ||,Random Padding)
« SDMMAC

Note: With encryption of the PICCData, UID and SDMReadCounter are encrypted. Therefore.theyverification
side does not have immediate info on UID, which is usually used as input for key derivation functions. In this
case, KSDMMetaRead key shall not be UID diversified and high attention needs to be put on-secure storage on
system level of this key.

Applying the mapping, we want to have a URL structure like below:
https://www.nxp.com/index.html?enc=00000000000000000000000000000000&mac=0000000000000000

With this URL we are linking to the'target website, and additionally-attaching.mirroring placeholders for the
encrypted PICCData (&enc=) and for the-SDM MAC (&mac=). The placeholders are initially filled with zeros,
but will be updated on each tap of the |C-atutomatically / dynamically. Once. reading ‘out the file content, the
parameters will reflect the updated values.

Now that the mirroring parameters and, URL structure are defined, two steps need to be done for configuration
completion:

* Writing of the NDEF:URlyto the NDEF file
* Adapting the file settings including,the SDM mirroring-configuration for the"NDEF file

To enable the mentioned settings; the ChangeFileSettings command needs'to be used.

4.2.8.2.1 Writing'the NDEF File content

The following example shows'how to write a weblink (URL) into the NDEF file.

The URL that/is.used here is https://www.nxp:com/index.htrml?enc=0000000
0000000000000000000000000&mMac=0000000000000000, pointing to the NXP website and attaching the
encrypted PICCData parameter.plus SDMMAC.

Table 32. 'Writing the NDEF File_content

Step Command Data Message
1 File Nr =/ |0x02
2 1\ = |00000000000000000000000000000000

0x005AD10156550068747470733A2F2F7777772EGE78702E6
36F6D2F696E6465782E68746D6C3F656E633D30303030303

. DMaNDEF higgdor+ URLIYhex) ~(]03030303030303030303030303030303030303030303030303
030266D61633D30303030303030303030303030303030

4 Length ==, |0x5F0000

5 Offset = |0x000000
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Table 32. Writing the NDEF File content...continued

Step Command Data Message
C.APDU 0x3D020000005E0000005AD10156550068747470733A2F2F77
6 o WriteD > |77772E6E78702E636F6D2F696E6465782E68746D6CIFE56E
md.WriteData 633D30303030303030303030
7 R-APDU < |OxAF (Additional Frame)
8 C.APDU _ |0xAF30303030303030303030303030303030303030303030266
D61633D30303030303030303030303030303030
9 R-APDU < | oo (suCcEss)

4.2.8.2.2 Changing the file settings of the NDEF-File

In the following steps, the file settings of the NDEF file will be adapted, to configure the mirroring,options.

As already outlined in, the following URL with the defined mirroring placeholders shall be realized:
https://www.nxp.com/index.html?enc=00000000000000000000000000000000&mac=0000000000000000

File Data Content:
005AD10156550068747470733A2F2F7777772E6E78702E636F6D2F696E6465732E687
46D6C3F656E633D3030303030303030303030303030303030303030303030303030303
030303030266D61633D30303030303030303030303030303030

NDEF File starting bytes: 006AD101565500

URL bytes: 68747470733A2F2F7777772EGE78702E636F6D2F696E64657.82E68746D6C3
F656E633D303030303030303030303030303030303030303030303030303030303030303
0266D61633D30303030303030303030303030303030

Authentication was.executed prior using Key 0x03'with Key Value 0x11442222333344445555666677778888.
The resulting session key value is 0x4CE0100738A20BD1E23835F03D7/B711F.

Table 33. Changing the file settings of the NDEF File

Step Command Data’'Message

1 File.Nr = |0x02

2 FileOption =\ |0x40 (SDMenabled, CommMode Plain)

3 New Access Rights =, |Ox23E2 (R'= Free, W = 0x02, RW = 0x02, Change = 0x03

4 NrAdditional Access Rights = n.a.

5 Additional Access.Rights = |ma.

6 SDMOptions - 2>r(lggd(i>1/gCtJnI0[L$irroring enabled, SDMReadCtr enabled, ASCII
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continued

Step Command Data Message
0xF333
7 SDMAccessRights zgm:f;;:::iz;i —0 )(();(3 (Encrypted PICCData mirroring)
SDMCtrRetKey = 0x3
8 VCUID Offset n.a.
9 SDMReadCtr Offset n.a.
10 PICCData Offset 0x2A0000
1 SDMMACInput Offset 0x4F0000 (means MAC calculation of the empty string)
12 SDMENC Offset n.a.
13 SDMENC Length n.a.
14 SDMMAC Offset 0x4F0000
15 SDMReadCtr Limit n.a.
16 TMC Limit n.a.
17 ggggi t'a”)p“t = (Cmd || CmdHeader || 5F024023E2C1F3332A00004F00004F0000
18 CRC32 515EED42
19 Enc(KSesAuthKey, CmdData || CRC321| Enc(4023E2C1F3332A00004F00004F0000515E
Padding) ED4200000000000000000000000000)
20 Enc Output EAA7843F00C635A775316EF3592451E9AB234E59CF8929
FCAF81CA089F9AAC3B
21 C-APDU 5F02EAA7843F00C635A775316EF3592451E9AB234E59
Cmd.ChangeFileSettings CF8929FCAF81CA089F9AAC3B
22 R-APDU 001ADDBEG6F338E0116
23 Received MAC TADDBEGE338E0116
24 v AB234E59CF8929FCAF81CA089F9AAC3B
o5 Calculated"MAC = CMAC(KSesAuthKey, 1ADDBE6F338E0116C1BEF35C35083116 = 1ADDBE6F338
00) EO0116
26 Received MAC?= Calculated MAC 1ADDBE6F338E0Q116 == 1ADDBE6F338E0116 (SUCCESS)

4.2.8.2.3_NDEF Validation:-PICCData decryption and €MAC Calculation

SDMFileReadKey Nr = 0x3
SDMFEileReadKey.value = 0x1111222233334444555566667.7778888

Data content:that was read-from the file using"SDM =

0x005AD10156550068747470733A2F2F7777772E6GE78702E636F6D2F696E6465782E
68746D6C3F656E633D333932463637323937323437363737444236383238423536393
8453930303536266D61633D30373637303343394535423233333042
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ASCII Text of the NDEF URL =
https://www.nxp.com/index.html?enc=392F67297247677DB6828B5698E90056&mac=076703C9E5B2330B

Table 34. Decryption of PICCData

MIFARE DUOX features and hints

Step Command Data Message
1 |Encrypted PICCData 392F67297247677DB6828B5698E90056
2 |SDMMetaReadKey = Key 0x03 11112222333344445555666677778888
3 IV 00000000000000000000000000000000
¢ oion,PCENGORD e ———o
5 |PICCDataTag Cc7
6 |UID 00C98863140106
7 |SDMReadCtr 0A0000
8 |Random padding B47D7F39D8
9 |PICCDataTag [bit] 1100 0111
10 |PICCDataTag - UID mirroring.[bit7] 1 (UID mirroring enabled)
11 |PICCDataTag - SDMReadCtr mirroring [bit6] 1 (SDMReadCtr mirroring enabled)
12 |PICCDataTag - UID Length [bit3-0] 111b(=7d (7 byte UID)

After the decryption of the PICC Data; UID and SDMReadCounter are known. Withithese values, the session
key generation can be started and the verification of the’'SDMMAC canbe done.

Table 35. SDM Session Key Gengration

Step Command Data
1 |Is UID mirrored? YES (it-must be included in SV calculation)
2 |Is SDMReadCtr'mirrored? YES:\(it must be included in SV calculation)
3 |UID 00€98863140106
4 |SDMReadCtr 0A0000
5  |Kspmrisread 11112222333344445555666677778888
6 |SV1=€33C 00010080 [UID] [SDMReadCtr] [ZeroPadding] /" C33C0001008000C988631401060A0000
7 |SV2=3CC3 0001 0080.[UID] [SDMReadCtr] [ZeroPadding] 3CC30001008000C988631401060A0000
8 |KsesspmFileReadeNC = MAC(KspmFileread; SV1) 760841CBFFF39A6236519844199F0DAD
9 A K&sssomFieregamac =MAC(Kspmicread, SV2) B79E240D2A03453488CF2623FA6D7047

[1] \In case of encrypting file data - PICCENCData, 'mirroring of UID and SBMReadCtr is mandatory. Therefore, both are always included in SV1 calculation.

Table 36.-SDMMAC Validation

Step Command Data
1 Mirrored CMAC in URL == 0x076703C9E5B2330B
2 KsesSDMFileReadMAC = |0xB79E240D2A03453488CF2623FA6D7047
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Table 36. SDMMAC Validation...continued

MIFARE DUOX features and hints

Step Command Data

3 SDMMACInput Offset = |0x4F0000

4 SDMMAC Offset = |0x4F0000

5 SDMMACInput Offset == SDMMAC Offset | = |YES, therefore SDMMAC calculation over the empty string

6 v = |0x00000000000000000000000000000000

7 SDMMAC Input = |" (empty_string)

8 Calculated SDMMAC = |0x0767¥03C9E5B2330B

9 Calculated SDMMAC == Mirrored = |True (SUCCESS)

SDMMAC

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 49 /131



NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

4.2.8.3 Example: SDM Mirroring with encrypted File Data (SDMEncFileData)

The following example shows how to write a weblink (URL) into the NDEF file.

The URL that is used here is https://www.nxp.com/index.html.

Additionally the SDM shall be enabled and effectively used for.this file.

In this example, the data of the file will be mirrored encrypted and'attached to the URL. The encrypted file data
is the SDMEncFileData.

When using SDM, the file data is mirrored encrypted and can‘be read with the specified key for SDMFileRead
access.

When using standard secure messaging, after an authentication has been established, the data-can be
transferred as per the secure messaging rules (plain,., MACed or encrypted) and as per the communication
mode that is set for the file.

Additionally to the encrypted File Data, the SDMMAC, SDMReadCounter and VCUID shall be, mirrored. Their
mirror offsets within NDEF can be individually chosen.

e VCUID

¢ SDM Read Counter
e SDM Enc File Data
* SDMMAC

Applying the mapping, we wantto’have a.URL structure like below:

https://mwww.nxp.com/index.htmI?uid=00000000000000&ctr=000000 &enc
data=00000000000000000000000000000000000000000000000000006000000000000
&mac=0000000000000000

With this URL we're linking.to the target website, and additionally attaching/mirroring placeholders for the UID
(?uid=), for the SDM Read Counter (&ctr=), encrypted file,data (&enc_data=) and additionally for the SDM MAC
(&mac=). The placeholder for the SDMMAC is initially filled with zeros, but'will be updated on each tap of the
IC automatically. The enc_data‘placeholder can be set'depending on whatever the user wants to write into the
file and shall be mirrored together with the URL. Once reading-out the filescontent, the parameter will reflect the
updated values:

Now that the mirroring parameters and URL structure are defined, two steps need to be done for configuration
completion:

* Writing of the NDEF-URL to the NDEF file
» Adapting;the file settings including the SDM mirroring configuration for the NDEF file

To enable'the mentioned settings;'the ChangeFileSettings command needs to be used. For this command, the
SDMOptions need to"be set to"0x40.

4.2.8.3.1 Writing'the NDEF File content

The, following-exampleshows how,to'write a weblink (URL) into the NDEF file.

The'URL that is used here’is https:/Mwww.nxp.com/index.html?uid=00000000000000&ctr=000000&
enc_data=0000000000000000000000000000000000000000000000000000000000000000
&mac=0000000000000000, peinting to the"NXP website and attaching the encrypted file data, VCUID,
SDMReadCtr and. SDMMAC.

The file data that shall be inserted to the file as\eénc_data is:
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0x4444444455555555666666667777777788888888999999997777777766666666
Therefore the data to be writing together with the NDEF header is:
0x005AD10156550068747470733a2f2f7777772e6e78702e636f6d2f696e6465782e68746
d6c3f7569643d3030303030303030303030303030266374723d30303030303026656e635
f646174613d3434343434343434353535353535353536363636363636363737373737373
7373838383838383838393939393939393937373737373737373636363636363636266d
61633d30303030303030303030303030303030

Table 37. Writing the NDEF File content

Step Command Data,Message
1 File Nr =/40x02
2 v = |00000000000000000000000000000000

0x005AD10156550068747470733a2f2f7777:172e6e78702e636
6d2f696e6465782e68746d6c3f7569643d30303030303030303
03030303030266374723d30303030303026656e635f646174613
3 Data (NDEF header + URL in hex) = |d3434343434343434353535353535353536363636363636363
73737373737373738383838383838383989393939393939373
73737373737373636363636363636266d61633d30303030303
030303030303030303030

4 Length = |0xA20000
5 Offset = |0x000000
C.APDU 0x3D02000000A20000005AD10156550068747470733A2F2F77
6 o WiiteD > |77772EBE78702E636F6D2FB96E6465782E68746D6C3F75696
md.WriteData 43D30303030303030303030
7 R-APDU < |OxAF (Additional’'Frame)
OXAF30303030266374723D30303030303026656E635F64617
8 C-APDU > (14613D3434343434343434353535353535353536 363636363636
3637373737373737373838
) R-APDU </ OXAF (Additional Frame)
OxAF3838383838383939393939393939373737373737373736
10 C-APDU > | 36363636363636266D61633D30303030303030303030303030
303030
1 R-APDU < |oo(succEss)

4.2.8.8:2 Changing the file settings of the NDEF File

In the.following steps, the.file settings-of the NDEF file will be adapted, to configure the mirroring options.

As already outlined in, thefollowing*URL with the defined mirroring placeholders shall be realized:

https://www.nxp.com/index.html?uid=00000000000000&ctr=000000 &enc
data=444444445555556556666666677777(/788888888999999997777777766666666
&mac=0000000000000000

Authentication was executed prior using’Key 0x03.with Key Value 0x11112222333344445555666677778888.
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The resulting session key value is 0OXDE6OAFCDOFEDEBB1A3987DB944938979.

Note: Important to consider when mirroring the SDMEncFileData, the SDMMAC calculation needs to include
the complete mirrored file data, meaning the SDMMAC Offset needs to be set accordingly, to start with the
SDMEncFileData Offset or earlier.

Note: When writing a certain length of data (SDMEncFileData),.the length parameter needs to cover the actual
length in bytes times 2 (for matching the ASCII format length).An.this scenario a length of 0x400000 is specified,
actually covering 0x200000 bytes in HEX format (32 bytes).

Additionally to consider for ASCII encoding, only the first half.of the placeholder is used for storing the plain
data, the second half will be ignored for constructing the returned data when reading with SDM. For example, if
targeting to encrypt 2 AES blocks, i.e. 32 bytes, a placeholder of 64 bytes is reserved via SDMENCOffset and
SDMENCLength. The first 32 bytes will hold the plaintext,"and the next 32 bytes are ignored when.reading with
Secure Dynamic Messaging.

In our scenario this means that actually only the first 167bytes of plaintext will be mirrored and enerypted, and
attached in ASCII format to the URL, as we are only reserving 32 bytes of mirroring space using-a length of
0x200000. Therefore only the data 0x44444444555555556666666677777777 will be encrypted and mirrored.

Table 38. Changing the file settings of the NDEF File

Step |Command Data Message

1 File Nr = |0x02

2 FileOption = |0x40 (SDMenabled, CommMode Plain)

3 New Access Rights = |0x23E2 (R«= Free, W = 0x02, RW.=0x02, Change = 0x03
4 NrAdditional Access Rights = [n.a.

5 Additional Access Rights = |n.a.

0xD14%VCUID mirroring enabled; SDMReadCtr mirroring enabled,
SDMEncFileData mirroring enabled, ASCII encoding mode)
0xF3E3

SDMMetaReadKey = OxE (Plain PICCData mirroring)
SDMFileReadKey = 0x3

SDMCtrRetKey = 0x3

6 SDMOptions =

7 SDMAccessRights =

8 VCUID Offset ="0x2A0000
9 SDMReadCtr Offset =/ |0x3D0R00
10 |PICCData"Offset = |n.a/

0x4D0000 (means MAC calculation of the complete SDMENCFile

11 SDMMACInputOffset = |pata Input.Stiing)

12 |SDMENC Offset = 40x4D0000

13 | SDMENC Length =.[0x400000

14 | SDMMAC Offset =) |0x920000

150 “|SDMRead€tr Limit = |n.a.

16 | TMC.Limit = |na.

17 CRC32/Input =(Cmd || CmdHeader || Cmd' | _, |5F024023E2D1F3E32A00003D00004D00004D

Data) 0000400000920000

18 |CRC32 = |EFB22E16
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Table 38. Changing the file settings of the NDEF File ...continued

Step |Command Data Message

1g |Enc(KSesAuthKey, CmdData || CRC32 || | _ |Enc(4023E2D1F3E32A00003D00004D00004D0
Padding) 000400000920000EFB22E 1600000000)

20 |Enc outout | 0920B4E7A5ECEE1BAO4E2B2A950F 763642BF 7067CO8DEBCT

P = |BCA5B26C845366B4

L |C-APDU _ | 5F020920B4E7ASECCE1BAO4E2B2A950F 763642BF7067C08D6
Cmd.ChangeFileSettings BC7BCA5B26C845366B4

22 |R-APDU < |00795292FAF00E987C

23 |Received MAC = |795292FAF00E987C

24 |Iv = |42BF7067C08DBBC7BCA5B26C845366B4

g5 | Caloulated MAC = CMAC = |795292FAF00E987C3604A79BA5BF4132 = 795292FAFO0E987C
(KSesAuthKey, 00)

26 |Received MAC 7= Calculated MAC = |795292FAFO0E987C == 795292FAF00E987C (SUCCESS)

4.2.8.3.3 NDEF Validation: File Data deeryption and CMAC Calculation

SDMFileReadKey Nr = 0x3
SDMFileReadKey value = 0x111122223333444455556666777.78888

Data content that was read from the file using SDM =
0x005AD10156550068747470733A2F2E7777772E6E78702E636F6D2F696E6465782
E68746D6C3F7569643D3030433938383633313430313036266374723D3030303030
4426656E635F646174613D3733374331343331383230413142303039343131373743
4532304145434643385303742303031374633373043383346334630343444414244314
2333639464245266D61633D423531313033323243433930373830440000000000000
000000000000000000000000000000000000000000000000000000000000000

ASCII Text of the.NDEF URL =

https://www.nxp.com/index.html?uid=00C98863140106&ctr=00000D &enc_data=737C1431820A1B00941177
CE20AECFC507B0017F370C83F3F044DABD1B369FBE &mac=B5110322CC90780D

As first stepybeforethe decryption of the SDMEncFileData cansstart, the SDM session keys need to be
calculated;.afterwards the SDMEncFileData‘’can be decrypted;"and the SDMMAC can be validated.

Table 39:vSDM,Session Key.Generation

Step Command Data
1 Is UID_ mirrored? = | YES (it must be included in SV calculation)
2 |Is SDMReadCtrimirrored? = | YES (it must be included in SV calculation)
3 |UID = |00C98863140106
4 |SDMReadCtr = |0D0000
5  |KspMFileRead = 111112222333344445555666677778888
6 |SV1=C33C 0001 0080 [UID}[SDMReadCtr] [ZeroPadding] 1 = |c33Cc0001008000C988631401060D0000
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Table 39. SDM Session Key Generation...continued

MIFARE DUOX features and hints

Step Command Data
7 |SV2=3CC3 0001 0080 [UID] [SDMReadCtr] [ZeroPadding] | =.{3€C30001008000C988631401060D0000
8 | KsessoMFilereadENG = MAC(KspwmFileRead; SV1) = 18C3D4C81D7890D5DOEB50EC94C3D3DF3
9 | Ksesspmriereadmac = MAC(KspwFieread; SV2) = |FOBA9DA14A00F 7BB3AE849CCAF88DATE

[11 In case of encrypting file data - PICCENCData, mirroring of UID and SDMReadCtr is mandatory. Therefore, both are always included in SV1 calculation.

Table 40. Decryption of SDMEncFileData

Step Command Data Message

1| Encrypted File Data (SOMEnGFieData s {047370143162001B0041 77GE20AEGH QBOOTTF3700

2 |SesSDMFileReadENC = |0x8C3D4C81D7890D5DOEB50EC94C3D3DF3

3 IV = Enc(KsesspmFileReadenc, SDMReadCtr || 0x | _ | Enc(0D000000000000000000000000000000) =
00000000000000000000000000) 6C4E2A133D657EA88D7C340ADBF639F5

4 Decrypted File Data in ASCIl Format _ |343434343434343435353535353535353636363636363636
Dec(KsesspmFileReadenc: SDMENCcFileData) 3737373737373737

5 |Decrypted File Data in HEX Format = |0x444444445555555566666666 7 /77777

6 |Decrypted File Length = |0x200000

7 | SDMReadCtr = |0A0000

8 |Random padding = |B47D7F39D8

9 |PICCDataTag [bit] = 111000111

10 |PICCDataTag - UID mirroring [bit7] = |1 (UID mirroring enabled)

11 |PICCDataTag = SDMReadCtr mirroring [bit6] =«|1"(SDMReadCtr mirroring enabled)

12 |PICCDataTag,= UID Length [bit3-0] = | 111b =/7d (7 byte UID)

After the decryption of the SDMEncFileData, thesplaintext input is known and the verification of the CMAC can
be done.

Table 41. SDMMAC Validation

Step Command Data
1 Mirrored CMAG;in URL = |0xB5110322CC90780D
2 KstssDMFileReadMAC =.-|0xFOBA9DA14A00F7BB3AE849CCAF88DA1E
3 SDMMAGCInput Offset =) |0x4D0000
4 SDMMACOffset = |0x920000
5 SDMMACInput Offset == SDMMAC Offset+| = |NO;*SDMMAC calculation covers the file data
6 [\ = »|0x00000000000000000000000000000000
7 SDMMAC Inputi(ASCII) = |737C1431820A1B00941177CE20AECFC507B0017F370C83F3
F044DABD1B369FBE&mac=
8 SDMMAC Input (HEX) = /|0x373337433134333138323041314230303934313137374345

32304145434643353037423030313746333730433833463346
303434444142443142333639464245266d61633d
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Table 41. SDMMAC Validation...continued

L]
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A

Step Command ~ Data
9 |Calculated SDMMAC = 0x11BSDB114Z®‘Z,21DCCA7905578FDOD (Full)
= 0xBS11032% 0780D (Truncated)
10 |Calculated SDMMAC == Mirrored = |True (SUCCESS)
SDMMAC
v

S

A
N

5

Q S
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AN14215 i led in this document is sul al disclaimers.
Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 55/131



NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

4.2.9 SDM Counter Retrieval

Once Secure Dynamic Messaging was enabled for a file, the SDMRgadCounter is also maintained for the
file, counting every ReadData and ISOReadBinary commands that/haveibeen used for accessing the file data
(exceptions and special conditions read in [1].)

An easy way to read out the value of the SDMReadCounter is the_retrieval via the mirroring as part of the
PICCData, or it can alternatively also be retrieved via GetFileCounters command, as shown in Section 4.2.9.1.

4.2.9.1 Example: Retrieving the SDMReadCtr using GetFileCounters command

This example shows the usage of the GetFileCounters command and how the currently used SDMReadCtr can
be retrieved from a file.
Precondition for the execution of this command is the“authentication with the SesSDMCtrRetKey.

In this example the SesSDMCtrRetKey was set during the ChangeFileSettings command to application key
0x03 with key value 0x11112222333344445555666677778888. The authentication has been‘performed with
AuthenticateAES and the resulting session key has/the value 0XDE19D4AD9B857 C6BED9D6842643A67AE.

Table 42, SDMReadCtr Retrieval using GetFileCounters command

Step Command Data

1 File Nr = |0x02

2 KsessDMCtrRetKey = |0xDE19D4AD9B857C6BEDOD6842643A67AE

3 MAC Calculation ==CMAC(KSesSDMCtr = |CMAC(F602) = 0x388EOC335E7C310611EF8D4C110F824A
RetKey, F602)

4 C-APDU = |0xF602
GetFileCounters

5 R-APDU = |0x00A3D7E46616CD6E4432EBAD9GEAT7 149F7

6 Encrypted ResponsData = |0xA3D7E46616CD6E4432EBAD9GEA7149F7

7 IV ="0x388E0C335E7C310611EF8D4C110F824A

8 Dec(KSesSDMCtrRetKey, EncResponse =, |0x0D00000000824DA3F200000000000000
Data) (ReadCtr || RFY/|['GRC32 || Padding)

9 ReadCtr: = |0x0DO000

10 REU = |0x0000

1 CRC32 = CRE32(ReadCtr{| RFU/| = |0x824DA3F2
ResponseCode)

12 Padding =, |0x00000000000000

13 Response Code ="/0x00 (SUCCESS)
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5 PICC Memory and Configuration management

The complete user memory is available for application and file creation<All PICC level keys and configuration
data are located outside the user memory, certificates and generally.files are counting towards the user
memory.

All commands which impact the memory structure (e.g. through“ereation or deletion of application or files)
activate an automatic backup mechanism that protects the application and file structure from being corrupted.
The backup mechanism is called tearing mechanism and ensures that the memory stays intact.

The free memory of the card can be determined using Cmd.FreeMem.

Cmd.Format can be used for formatting and releasing user memory. If executing this command while the PICC
is selected, Cmd.Format releases all allocated user memory. If a single application is selected, the command
is rejected if this application is not a delegated application. If a delegated application is selected, the command
releases all allocated file memory in the application:“This means that all files are deleted and the memory can
be reused, but the application configuration settings and the application keys remain on the PICC.

5.1 MIFARE DUOX Memory Organization

The memory which can be used for application’and file creation in MIFARE DUOX is allocated in blocks of 32
bytes. Although the naming of the individual-product variants of MIFARE DUQOX jis telling storage size is 2 kB,
4 kB, 8 kB and 16 kB, the size ofthe really available memory is‘defined in [Table 43].

Table 43. MIFARE DUOX Supported Memory-Configurations

Memory configuration Size in.bytes Size in blocks
2 kB 2560 0x0050
4 kB 5120 0x00A0
8 kB 8192 0x0100
16 kB 16384 0x0200

5.2 Memory consumption’due to Key Usage

As already stated, PICC keys-are stored outside the/user memory, sothey don’t impact the memory
consumption at.all.”’However, application keys are located,inside the.user memory and therefore also require
some dedicated-memory. Memory allocation is'done interally in 32-byte blocks.

Which application level-keys are available and-which commands can’be executed with them will be discussed in
detail in Section 6.

Symmetric Keys:
Basically.can be'differentiated between'two cases for application key memory consumption:
* |f the.application does not hold any‘keys

Required memory = 0 blocks
Precondition:*€md.CreateApplication.KeySett2 or Cmd.CreateDelegatedApplication.Bit 3-0 are set to 0x00

o If the application holds'keys (normal application)
NoKeySets * (1 + (NoAppKeys!> 371 : 0).+' (NoAppKeys > 11?1 : 0) + ceil( NoKeyBlocks / 4 ) ) memory blocks
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Depending on the key size, also the number of key blocks differs;:

* If MaxKeySize is 16 byte
NoKeyBlocks = NoAppKeys x 2

* |f MaxKeySize is 24 byte
NoKeyBlocks = NoAppKeys x 3

The explanation of the terms used in this calculation is like the'following:

* NoKeySets = The number of key sets that is present in an"application
* NoKeyBlocks = The number of used 8 byte blocks per key (2 for AES128 keys, and 4 for AES256 keys)
* NoAppKeys = The number of application keys per key set

Asymmetric Keys:

The memory for asymmetric keys is allocated at their creation (different from symmetric keys which are jointly
created with an application) and is defined as follows:

» KeylD.ECCPrivateKey: 3 blocks
* KeylD.CARootKey: 3 blocks

Additionally, an application will allocate memory;for the following item if used

+ Delegated applications enabling KeyID.AppMasterTmpKey: 2 blocks
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6 Symmetric Key Management

MIFARE DUOX features and hints

MIFARE DUOX supports a set of PICC level keys (see Section 6.3) and.multiple sets of application level keys
(see Application Level Keys). The security capabilities of MIFARE DUOX are related to these keys. MIFARE
DUOX grants access to certain functionality depending on its configuration and the knowledge of certain keys.
It is not possible to read out any of these PICC level or application level keys, as the MIFARE DUOX key
management functionality ensures key confidentiality and integrity!

6.1 Key Types

MIFARE DUOX supports two different AES key lengths :

* AES-128, 16 byte key length
* AES-256, 32 byte key length

The key type to be used in an application can be defined at application creation (Bit 7-6 of KeySett2).

6.2 Key Versioning

MIFARE DUOX supports the versioning of keys-by relating each key with a 1 byte key version. The version of
any addressable key can be read using Cmd.GetKeyVersion. The key versions can belused to increase the
level of security e.g. multiple keys/(distinct’by key version) for the same application.

The version number for KeyTypge.AES keys is'stored in a separate byte nextto the key. Using Cmd.ChangeKey
or Cmd.ChangeKeyEV2, the key.version.number needs to be specified:

6.3 PICC Level Keys

Table 44. Keys at PICC Level and theirUsages

Key Name Nr Key Type KeyUsage Key Change

¢ Changing of KeylD.PICCMaster
Key, all DAM Keys, and\KeyID.
VCConfigurationKey (if allowed by
other settings)

¢_Changing of any PICC ¢ Use Cmd.ChangeKey or
configuration using"Cmd.Set Cmd.ChangeKeyEV2
Configuration « Only after authentication

KeylD_PICCMasterkey 0x00 | KeyType AES * Formatting the'RICC (if not with KeylD.PICCMaster

disabled)

Changing the PICC KeySett1 (if
allowed by 'KeySett1)
Creating/Deleting an application (if
required by KeySett1)

Executing the Cmd.GetApplication
IDs, Cmd.GetKeySettings, and
more (if required by KeySett1)

Key

* Key can be made
unchangeable by Key
Sett1
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Table 44. Keys at PICC Level and their Usages...continued

Key Name Nr Key Type Key Usage Key Change
¢ Authentication with KeyID.
KeylD.PICCDAMAuthKey | 0x10 PICCDAMAuthKey.is required for
creating a delegated application « Use Cmd.ChangeKey or
* Calculating'the cryptogram (CMAC Cmd.ChangeKeyEV2
KeyType.AES calculation)’on:Cmd.Create * Only after authentication
KeyID.PICCDAMMACKey | Ox11 DelegatedApplication command with KeylD.PICCMaster
data Key
* Encrypting the KeylID.
KeyID.PICCDAMENCKey | 0x12 PICCDAMDefaultKey
 Authentication with KeylID.
KeylD.NXPDAMAuthKey | 0x18 NXPDAMAuthKey is required for
creating a delegated application via
the ' NXP AppXplorer
¢ ‘Calculating the cryptogram (CMAC | These keys cannot be
KeyType.AES calculation) on Cmd.Create changed, but are set by
KeyID.NXPDAMMACKey | 0x19 DelegatedApplication command NXP-.during IC production
data via the NXP AppXplorer
¢ Encrypting the KeylID.
KeylD.NXPDAMENCKey | Ox1A PICCDAMDefaultKey via the)NXP
AppXplorer:
KeyID.VCConfigurationKey | 0x20 ¢ Use Cmd.ChangeKey or
Cmd.ChangeKeyEV2
: . ¢ Only after authentication
¢ These keys are associated with .
card management (VC) and \Q’g;’ OKrel)éLIZ;.IFI;ICCMaster
KeyType.AES proxmlt.y checklng (PC) . VCConfigurationKey
KeylD.VCProximityKey- | 0x21 * An.application can have its own « Chanaing of KevID
proximity key,and so oyerrule these VCC 9 f_g ti yK ;
PICE level VC and PC-keys onfigurationtiey
requires authentication
with KeylD.PICCMaster
Key
* “Used ddring the AuthenticatePDC
comrigma * This key cannot be
KeylD.ICUpgradeKey 0x30 | KeyType.AES™y|e Associated to post-delivery y

configuration options of MIFARE
DUOX

changed

KeylID.PICCAppDefaultKey

Holds the initialization value and
version of'each key (of a key set)
used in conventional application
creation

This key'is' non-addressable

3

Can be changed via Cmd.
SetConfiguration

Only after authentication
with KeylD.PICCMaster
Key
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6.4 Application Level Keys

Each application has its own keys (see Section 6.4.2) which are addressed as soon as the application is
selected. The regular KeyID.AppKeys are grouped into key sets, and'additional to these, each application can
also have its own Proximity Check Key As soon as an application/gets created, the keys from the first key set
are initialized to default key values and default key versions (of KeylD.PICCAppDefaultkey for conventional
applications and KeylD.AppDAMDefaultKey for delegated applications). In order to be able to roll to another
keyset, an initialization of the keyset (that should be rolled to) needs to be done first.

6.4.1 Application Key Sets

MIFARE DUOX supports the usage of multiple keys sets."Each application can have up to 16 key sets, each
having same number of keys (up to 14). Key set parameters (number of key sets, number of keys, max key
size, key set version, and key set type) are defined at.application creation and it's not possible to.change it
thereafter. If key set parameters are not provided at'application creation, the application is created,with single
key set. An application can be also created without any key and therefore also without any key set.

The multiple key sets feature increases system security through a secure key renewal policy./With the multiple
key sets feature of MIFARE DUOX, rolling to a‘new key set (in a way to the new key value @and key type)

is possible by simply making an authentication using KeylD.AppRollKey (fulfilling other conditions - see
Section 6.4.1.6 "Roll Key Set").

6.4.1.1 Key Set Architecture

Only one key set within an application is-active at a time and.this\key setis called AKS! (Active key Set). All the
keys necessary for authentication come from the AKS, that means that authentication is only possible by using
a key from the active key set,

There is a so-called key,set indexing (KSI) available, and the AKS is.always characterized through the KSI
having the value 0x00./This means.that the AKS is addressed by the.key set.number 0x00, and all the other
key set indices are relative to the AKS. When the AKS is_updated to point to another key set, the address
numbering is changed-and updatedyrelatively to the new-AKS.

Figure 11 depicts the described key set architecture-graphically.

Key-set architecture
& Up-to 16 keysets

Application 1

There is\Key, set type, key set version

'\, '® Only one active keyset (AKS) at a time

@ There.is Key set indexing (KSI)
|
@ AKS always will have KSI = 0

Keyset 1 ﬁ)

Keyset 2

\{HH\ z Nje—
I — Ni——
= |§=

Set Indexing (relative to AKS)

Figure 11. Key Set Architecture
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Each key set is characterized by some properties. These properties can be either defined at application level or
at key set level (during key set personalization). Application level properties are shared between all key sets of
one application.

Each key set has a key set version. This key set version is different.to’'the key version. The version of all key
sets can be read using the Cmd.GetKeyVersion, by setting the 6" bit to 1. This is important in order to find out
which is the latest key set in use.

A key set also has a key set type. All keys from one key set have the same key type. Different key sets can be
personalized to different key types.

6.4.1.2 Key Set Personalization

After the successful execution of Cmd.CreateApplication or Cmd.CreateDelegatedApplication the, AKS is
initialized at application level according to the key type given.

* All the keys of the AKS hold the value and version of‘KeylD.PICCAppDefaultKey (for conventional application)
or KeylD.AppDAMDefaultKey (for delegation application).

* All the keys have the key type provided in KeySett.2
* The AKS has the key set version provided in' AKSVersion.

After the application level initialization, the key'sets can be personalization in three steps:

* Step1: Initialize new key set with"Cmd.InitializeKeySet
» Step2: Change keys (of key set).with Cmd.ChangeKeyEV2
¢ Step3: Finalize new key set (now key setiis ready to be rolled).with Cmd:FinalizeKeySet

These steps are described in the following sections.

Example: Application creation with defined key set parameters

KeySett1 = 1F (Change key: 0x01, all-configuration enabled)

KeySett2 = B5 (AES key-type, Key set param present, 5 keys per Key set)
KeySett3 = 01

AKSVersion = 00

No of key Set =04

Max Key Size 5710, (16 byte)

Roll key = 02

After application creation, the key:sets willlook like the-ones which are visible in Figure 12.
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= Applica}é@%whh 4 key sets
B Key r@me key set is AES

Figure 12. Key Set Configuration.after Application Creation

6.4.1.3 Initialize Key Set

Cmd.InitializeKeySet initializesrall the keys of the targeted Key'set with'the corresponding value and version of
the AKS keys. If the targeted'key sét should have a different.key type than the AKS’s key type, the targeted key
set’s key value needs to.be padded with zeros or truncated.accordingly.

The command also sets the key'set version of the targéted key set'to 0x00 (which indicates that key set is

not finalized yet) and the key type to the given key type.Cmd.InitializeKeySet requires authentication with
KeyID.AppChangeKey depending on KeySett1. If OXE is set at KeySett1.as change key, authentication with
KeyID.AppMasterKey 'is necessary. If OxF is set i.e.\it.is frozen;"nothing is/possible with key sets or keys. Please
note that the AKS can never be initialized. The rest of the key'sets can/be reinitialized at any time.

6.4.1.3.1 Example: CmdnitializeKeySet in'"EV2 Secure Messaging

Currently EV2-Secure-Messaging_is active.(authentication'was done with KeylD.ChangeKey, 0x01 in this case).
KeyID.SesAuthENCKey= 6A52C626425C39504E371607E7545D6C

KeyID.SesAuthMACKey = 1F28BEAD76521D73FFF6E693B521E239

Current'CmdCtr=,0000 (LSB first)

Tl = 2BF0463E

CMD = 56

KeySetNo'= 0x01

KeySetType .= 0x02 (AES Type)
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Table 45. Example for Cmd.InitializeKeySet in EV2 Secure Messaging

Step Command Data Message
! %rdfﬁrgs:ggzﬂlrgl'lclzlmié(;SetNo || KeySetType) 7| 3600002BF0463E0102
2 |IV for CMAC calculation =_/00000000000000000000000000000000
3 |CMAC to be sent = |CF78815F7A22066C
4 gx;ggianzeKevset > |5600002BF0463E0102CF78815F7A22066C
5 |Updated CmdCtr = 10100
6 |R-APDU < |006CAA7E76675DD87C
7  |Data for calculating CMAC on response (RC || CmdCtr || TI) | = |[6CAA7E76675DD87C
8 |CMAC to be received = |6CAA7E76675DD87C
9 |PCD compares calculated CMAC and received CMAC = |6CAA7TE76675DD87C ? 6CAATE76675DD87C

6.4.1.4 Change Keys of a Key Set

Once a key set is initialized to the default value and version of corresponding key value.and version from AKS,
each of the keys (of that targeted-key set).should be changed one after another.

Cmd.ChangeKeyEV?2 is used forthis key-changes. With Cmd.ChangeKeyEV2, any key from any key set can be
changed, including the AKS (in‘that case parameter KeySetNo needs to'be 0x00).

Changing keys from any key/set (including AKS) requires an.authentication with KeylD.AppChangeKey or
KeyID.AppMasterKey depending KeySett1. If OxE is setin KeySett1.

* While changing a key from the AKS, (KeySetNo = 0x00), authentication with\targeted AppKey (from AKS) is
required

* While changing a keyfrom another key set (KeySetNor!= 0x00), authentication with equivalent key (same key
number from AKS) is required

When changing.a key, the key number which needs+to be changed can-never be the key number used for the
currently authenticated session:

Key number to,be thanged.#Key number of‘currently authenticated session

6.4.1.4.1_Example: Cmd.ChangeKey in.EV2 Secure Messaging

In this example, the’key, number,0,0f key set 1 will be changed'te.a new key. The Cmd.ChangeKey is
only demonstrated.here and“should be‘repeated until all keys are changed. Currently EV2 SM is active
(authentication is.done with KeylD.AppChangeKey;*KeyNo 0x01 in this case)

KeylID.SesAuthENCKey =-3D14286D998BF62B6B82C8A42DC33E3F
KeyID:SesAuthMACKey =6C1CF8AAEBBOCDCDF79E4A1B8BEA15BD
Current CmdCtr = 0100°(LSB first)

Th= 6F9E6308
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Table 46. Example for Cmd.ChangeKey in EV2 Secure Messaging

Step |Command Data Message

1 Previous key value of key no 0x00 =,/00112233445566778899AABBCCDDEEFF

2 Value of new key number 0x01 =-{AOA1A2A3A4A5A6ATABA9AAABACADAEAF
3 Version for new key (intended) = |03

4 Previous key XOR New Key = |AOB08090EOF0C0D02030001060704050

5 Cmd.ChangeKey = |C401

6 CRC32 calculated on new key = |90DBDA4D

(AOA1A2A3A4A5A6ATABA9AAABACADAEAF)
Previous key XOR new key || version of new key || CRC82 for AO0BO8090OEOFOC0D020300010607040500390

new key || padding DBDA4D80000000000000000060000
8 Current IV = |331655A5FE10ADF02CABTA31E6BC1CAA
) Encrypted data from step 7 with session key, _ |218A2D144D64CE918A41C4712A2COEF1E2

F868AA83ESDE76D4665E3DC4690177
10 Current IV = |E2F868AA83ESDE76D4665E3DC4690177

C401006F9E630801218A2D144D64CE918
> |A41C4712A2COEF1E2F868AAB83ESDET76

Cmd.ChangeKey (Cmd || CmdCitr || Tl |[-CmdHeader ||

M encrypted data from step 7 with,session-key)

D4665E3DC4690177
12 R-APDU (Status || CMAC) < |00856F88AC2224C4ACF
13 Calculate CMAC for status byte = |856F88AC2224C4ACF

6.4.1.5 Finalize Key, Set

Cmd.FinalizeKeySet finalizes the key’'set by giving a version to the/targeted key set. The provided version
can be any value different than.0x00. At this moment, PICC doesn’t check.whether the given version is strictly
greater than the AKS version.

It is not possible to/finalize the*currently selected.AKS: Cmd.FinalizeKeySet requires authentication with
KeyID.AppChangeKey depending on KeySett1. If.0XE is set at KeySett1 as change key, authentication with
KeyID.AppMasterKey is necessary.

6.4.1.5.1 Example:’Cmd.FinalizeKeySet'in EV2 Secure Messaging

Currently'EM2 SM is active (authentication'is done with"KeyID..AppChangeKey, KeyNo 0x01 in this case)
KeyID.SesAuthENCKey = 88CA1FE0773508C090422BB1F29AC09D6

KeylD.SesAuthMACKey = E5860EA27916203FFCE2B6ABCBDE435D

Current CmdCtr =-0000 (L.SB first)

TI =*BC8DEB3D

CMD, = 57

KeySetNo =0x01

New KeySetVer =0x12
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Table 47. Example for Cmd.FinalizeKeySet in EV2 Secure Messaging

Step Command Data Message
! ?g:dfﬁrg;lzgtarﬂlrgl'ICl;lMKé:SetNo || KeySetType) = |3600008C8DEE3D0102
2 |V for CMAC calculation ="100000000000000000000000000000000
3 |CMAC to be sent =710D87572835D964BE
4 |C-APDU > 15601020D87572835D964BE
5 |Updated CmdCtr = 10100
6 |R-APDU < |00465D6D4737EBE157
7 | Data for calculating CMAC on response (RC||CmdCitr][TH) = |000100BC8DE63D
8 |CMAC to be received = |465D6D4737EBE157
9 |PCD compares calculated CMAC and received CMAC = |465D6D4737EBE157? 465D6D4737EBE157

6.4.1.6 Roll Key Set

Once all the key sets are finalized, one can roll'out to a new key set at any time in a fast and' secure way.
Rolling to a new key set requires nothing but.just'authentication with KeyID.AppRollKey (defined at application
creation — it is not possible to change this key afterwards). Rolling.is done with,Cmd.RollKeySet.

Rolling to a new key set is possible’onlyif:

» Key set version of the targeted key set-is_strictly higher than‘the version of the AKS
» Key set type of the targeted key set-is’ equal or higher than.key type of'the AKS: (e'g. KeyType.AES-256 is
stronger than KeyType.AES-128

After key set rolling, the targeted key set becomes the new AKS and the key set.numbers get updated as shown

in [Figure 13].

Figure 13. Key Sets-after Key Set Rolling
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Key Set Rolling can be performed easily and secure in the field. The only condition is, that one or more key sets
beside the AKS have already been finalized. Figure 14 gives an overview-of key set rolling in the field.

Secure and fast keyset rolling in.the field

Keyset 5
Cards in the reeis) ot 3 Keyset 4 oy
Field
Keyset 1
& New Cards Keyset 1
e N

Infrastructure < Kst )
support N >

Cards in
the Field

Keyset 4 Keyset 5

New Cards

kst

Reader

KS1 > rovoke*
£ *

‘% Key rolling KJ S ker KS1> KS3 Ksl('s;)_)m“('::" KS2 > revoke*
5 during KS2 > Ks3 I KS3> KS5
= transaction NS KS4-> KS5

* revoke: request user to see counter to verify card and update keys

Figure 14. Key Set Rolling in the Field

6.4.1.6.1 Example: Cmd.RollKeySet.in EV2 Secure Messaging

Currently EV2 SM is active (authentication'is done with KeylD.AppRollKey; 0x02'in‘this case).
KeyID.SesAuthENCKey = 88C1FEQ773508C090422BB1F29AC09D6
KeyID.SesAuthMACKey = E5860EA27916203FFCE2B6ABCBDE435D

Current CmdCtr = 0000-(LSB first)

Tl = BC8DE6B3D

CMD = 57

KeySetNo = 0x01

New KeySetVer.= 0x12

Table 48. CMAC-calculation 2

Step Command Data Message

! %rdifé;ﬂg::ﬁ$“?K2y£$N0||KeySettype) ~| 9600008C8DEE3D0102

2 _ |\ for CMAE calculation 00000000000000000000000000000000

3 “{CMAC to be sent = |0D87572835D964BE

4 C-APDU > |5601020D87572835D964BE

5. |Updated CmdCtr** = 10100

6 |R-APDU < |00465D6D4737EBE157

7  |Data.for caleulating CMAC on response (RC||CmdCtr||TI) 000100BC8DE63D

8 |CMAC to be received = |465D6D4737EBE157

9 |PCD compares calculated CMAC ‘and received CMAC = |465D6D4737EBE157? 465D6D4737EBE157
AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 13 November 2024

CONFIDENTIAL 975010 677131



NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

6.4.2 Application Keys

All available application keys are shown in [Table 49]. Please note that except KeylD.AppDAMDefaultKey,
KeyID.AppTransactionMACKey, KeylD.VCProximityKey, KeylD.VCSelectMACKey and KeyID.VCSelectENCKey
all keys are keys which are located in the AKS.

Table 49. Application Keys

Key Name Nr Key Type Usage To change
* Changing application level keys
(if-required by KeySett1) + Use KeylD.ChangeKey
¢ Changing the KeySett1 (if or KeylD.ChangeKey
allowed by KeySett1) EV2 command
KeyType.AES ¢ Formatting an gpp!ication (for | iny after authentication
KeylD.AppMasterKey 00 (AKS Key Type] delegated application only) with KeylD.AppMaster
yIyp * Creating and deleting files (if Key
required by KeySett1) * Can pe made
« Executing the Cmd.GetFile unchangeable by Key
IDs, Cmd.GetFileSettings (if Sett1
required by KeySett1)
¢ Use KeylD.ChangeKey
or KeylD.ChangeKey
", KeyType!AES |- To change any key other than EV2 command
KeyID.AppChangeKey (AKS Key Type) KeylD.AppMasterKey(of AKS)y~s Only after authentication
with KeyID.AppMaster
Key
. W ¢ Only after authentication
KeyID.AppRollKey v I qKGYTIPEAES e TgffBito anotfieapplication with KeylD AppMaster
(AKS Key Type) | /key set Key
AopKevs wes v KeyType. AES |« To read, write‘and change file
PPEeY (AKS Key Type) |.~access rights * Use KeyID.ChangeKey
or KeylD.ChangeKey
*' To commit the Reader 1D EV2 command
_ KeyType AES._ |° Authentication with*KeyID. « Only after authentication
KeylD.AppCommitReaderIDKey | ** AKS Key T AppCommitReaderlDKey is with KeylD.AppChange
( ey Type) necessary before committing Key

Reader ID,

Holds the key.initialization value
and version/of each key (of

a key set),used in delegated
application creation
Initializekeys (value and
versiony),of key set (of delegated
application) also later with Cmd.

InitializeKeySet

* Can be changed via
Cmd.SetConfiguration
(for the selected
delegated application)

¢ Only after authentication
with KeylD.AppMaster
Key

KeyID.AppDAMDefaultKey ey

.

* This key can only be

.

To calculate the CMAC on data

KeylD.AppTransactionMACKey | **** manipulation commands (for changed by _deletmg
TMAC file operations) and re-creating the
TMAC file
» Needed for the Proximity Check |[¢ Only after authentication
KeylD.VCProximityKey x| Keyllype.AES Feature (MAC calculation at the | with KeylD.AppMaster

end of the protocol) Key

** Any key number from the AKS or.0xE~or OxF
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« for KeylD.AppCommitReader|DKey, OXE is RFU and 0xF means Cmd.CommitReaderID is disabled
« for KeylD.AppRollKey, E and F are not allowed)

*** All other key numbers of the AKS
**** Non-addressable
* KeylD.AppTransactionMACKey is provided at transaction mac.file creation

***** The KeylD.VCKeys are not part of the key sets but directly.addressable through the key numbers 0x21,
0x22 and 0x23. An application can override the KeylD.VCKeys from the PICC level.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 69/131




NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

7 Asymmetric Key Management

In the context of MIFARE DUOX, 2 variants of asymmetric keys are used:

* CARootKeys
* KeyPairs

CARootKeys are public keys only, which are the public keys ofithe certification authority that are used to
validate the certificates during asymmetric authentication. Consequently, the card needs to have the public key
that was used to sign the reader certificate and vice versa. Also, the CARootKey determines the access rights
the authentication will grant if a certificate signed by this key is used. Each CARootKey has associated a set of
access rights that can be further restricted by the certificatesitself. This means, that a single CARootKey can be
used with different certificates to grant different subsets of access rights.

KeyPairs are the actual ECC keys that are used for,authentication. They can be either imported or.directly
generated in the MIFARE DUOX. In case they are generated, the public key part of the key pair is‘returned at
creation. Its important to store this public key somewhere, as it is not stored inside the MIFARE DUOX. Once
available, a certificate needs to be created, signed with the appropriate CA key and written into a file inside the
MIFARE DUOX application for further use.

The common format for ECC keys used in context.of MIFARE DUOX is raw byte format, where specifically the
public key is represented in uncompressed byte notation (prefix 0x04).

7.1 ManageCARootKey

Cmd.ManageKeyPair is used to import-a’CARootKey into a’MIFARE DUOX application or on PICC level.
CARootKeys are used to sign and verify.certificates, where on-MIFARE.DUOX itself only the public key is
needed and present, as MIFARE DUOX-does not create certificates, only verifies'them during authentication.
Therefore, a CARootKey.in terms of MIFARE DUOX is always only the-public part of a CARootKey pair.

Similar as for normal ECC.keys, an-application can hold at‘most 5 CARootKeys, on PICC level there can be 2.
Following parameters-need to be'specified whn using Cmd.ManageKeyPRair:

» KeyNo: number of the ECC.key that is targeted. At PICC level, 2 key slots\are available, at application level 5.

* CurvelD: determines’the used ECC curve, Nist,P-256 or brainpoolP256r1

» AccessRights*This’is a 2\byte long bit mask that defines which accessrights will be granted after
authentication with a key associated with a certificate sighed with this.targeted CARootKey. Contrary to
symmetric keys;vasymmetric keys can grant.multiple access rights at-once. The access rights specified with a
CARootKeysean be further restricted in the used certificate, details.can be found in Section 8

* WriteAccess:*Definedthe CommMode that needs to besused and'which access rights need to be granted
previously-to updatea key entry.

* ReadAccess: Defined the CommMode.that needs to be used and which access rights need to be granted
previously to read:the public-key value with Cmd:ExportKey

» CLRFile: defines ificertificate revocationyis enabled and which file is used for the certificate revocation list

* CLRFileAlID; incase the-CRL file is/stored in a'different application on the MIFARE DUOX, the AID needs to
be’specified here.

¢ |ssuer and IssuerLen: Optionally.a CARootKey can'bé associated with a trusted Issuer name. If set, this will
be.compared during authentication to the certificates\Issuer field.
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7.2 ManageKeyPair

The Cmd.ManageKeyPair is used for all operations that target ECC keys and key pairs inside a MIFARE DUOX
application of on PICC level. The command can be used to either import'an already existing key pair (i.e. the
private key part of it) or generate a new key pair inside the MIFARE DUOX.

Following parameters need to be specified whn using Cmd.ManageKeyPair:

* KeyNo: number of the ECC key that is targeted. At PICC level, 2 key slots are available, at application level 5.

» Option: determines if a key shall be generated, imported or updated.

* CurvelD: determines the used ECC curve, Nist P-256 or brainpoolP256r1

» KeyPolicy: This 2 byte long bitmask determines what the targeted key can be used for. A good practise is
always to limit the key usage to only what it really needs to have, to do not open up any misuse of the key.

* WriteAccess: Defined the CommMode that needs to be used and which access rights need to be-granted
previously to update a key entry.

* KUCLimit: A limit for key usage can be defined that limits the number of usage of the targetedkey to the given
value.

An example for the Cmd.ManageKeyPair can be found Table 10 (import a key) and Table 69.(generate key pair)
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8 Certificate Management

MIFARE DUOX distinguishes between card certificates and reader certificates, which are outlined in the
following sections.

8.1 Card Certificates

Card certificates are used to certify the public key of the keypairthat is contained on the card. The certificates
should be signed with the CA root public key that is present on.the reader side for it to be able to verify the
cards public key.

The MIFARE DUOX generally is agnostic of the format of card certificates, simply because the card does only
store these certificates, they are only validated by the reader as part of the asymmetric authentication, i.e. the
reader needs to know the certificate format and how.to ‘handle it.

Card certificates are stored on the MIFARE DUOX in StdDataFiles or BackupDataFiles in the same way as
other data, they can be accessed with normal Cmd.ReadData and Cmd.WriteData commandsy.the file access
rights apply as well. The first 3 byte in a file holding a certificate must contain the length of the certificate (CLEN)
as number of bytes, LSB first. In case of the file'size' beeing greater than CLEN, all further.data in the file is
ignored during authentication.

MIFARE DUOX supports creating StdDataFiles and BackupDataFiles on application level as well as on PICC
level, to also provide a certificate-for PICC/level ECC keys. The‘same rules @s above also apply for PICC level
card certificates.

8.2 Reader Certificates

Reader certificates are used/during the asymmetric authentication to certify the readers public key. The reader
certificate needs to be signed with/the CA root key that is present on-the card.

Reader certificates need torfollow theyX.509 v3 format [10], using ASN:1 distinguished encoding rules (DER).
Only mandatory fields*from [10]-are supported, no optional fields can be used, otherwise MIFARE DUOX will
not accept the certificaterduring authentication.

The exact definition.ofithe readerrcertificate format can be found in the datasheet [1] in section 7.10.2.

Additionally, MIFARE DUQX.supports restricting'the access rights of‘a/CA root key further per certificate

used. This is donewvia an extension in the certificate. This isthe ONLY extension that is allowed in the reader
certificate, NO OTHER extensions must be present. The-access'rights extension is reflected by an OID

in the NXP range: 1.3.6.1.4.1.28137.64.1. Details about this extensien are shown in [1] in section 7.6.4. It is
important to note that the'accessirights granted by;a Certificate can only be a subset of the access conditions
of the related-CA root key. A cettificate can NEVER grant and additiona access right that is not present in the
CA root key:

Also, a reader certificate can.not'be longer than 440.byte for-a single certificate, and 880 byte for a certificate
chain.

Below-is an example reader certificate:

308201423081E9A003020102026401020304300A06082A8648CE3D0403023018
81163014060355042D030D00544553545F4341526F6F7430301E170D32343036
80373¥31333633355A170D3235313238313132883630365A301E311C301A0603
55042D031300547261696E696E675F546573745F436572743059301306072A86
48CE3D020106082A8648CE3D0301070342000425CDDFF5B699010090643F0ESS
001E6DAC61FCD44DFFPGEE46DIF6ACTDFBY 784438865C055B1B62EF3E96B11BD
65CA3080346D6E99F51C664F67CFNODIEDECEDA31IB30193017060A2B06010401
81DB6940010101FF040601112233FF3F300A06082A8648CE3D04030203480030
4502205A63883B12B162F377A27B86635A7F8E365E34AFFOABI957BB5AC1242F
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268396022100C05928C4B78512915ED495D75EC18D59888CC08C562AE6413CDD
ACO6D55F8E1L3

This certificate can be visualized in any ASN.1 parser tool, e.g. https://lapo.it/asnijs/:

SEQUENCE (3 elem)
SEQUENCE (8 elem)
[0] (1 elem)
INTEGER 2
INTEGER 16909060
SEQUENCE (1 elem)
OBJECT IDENTIFIER 1.2.840.10045.4.3Y2) ecdsaWithSHA256 (ANSI X9.62 ECDSA
algorithm with SHA256)
SEQUENCE (1 elem)
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.45 uniqueldentifier (X.520 DN compenent)
BIT STRING (96 bit)
01010100010001010101001101010100010141110100001101000001010100100410111...
SEQUENCE (2 elem)
UTCTime 2024-06-07 11:36:35B%C
UTCTime 2025-12-31 A2:36:06 HTC
SEQUENCE (1 elem)
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENPEEFTER 2#5.4.45 uniqueldentifier, (X.520\DN component)
BIT STRING 144 bit)
0101010001110010011000010410100101101110014070010¥1T6.111062100111010111..
SEQUENCE (2 elewm)
SEQUENCE (2~elem)
OBJECTAIDENTIHIERY1.2.840.10045.241 ecPublicKeyadANSI X9.62 public key
type)
OBJECT~IDENTTEIER 1.2.840.1004513.1.7 prime256yv1l (ANSI X9.62 named
elliptic curve)
BIT STRING (520«bit)
000001000010010911106410111011111111230101101461'1010011060100000001000000...
[3] (1 ,elem)
SEQUENCE! (1 elen)
SEQUENCE (3 elem)
OBJECT IDENTIFIER 1.3.06%l1.4.1.28%037.64%1
BOOLEAN true
OCTET*STRING (6, byte)y 0711223836100
SEQUENCE (1 ©elem)
OBJECT IDENTIFIER 1.2.840.10045.4.3.2 ecdsaWithSHA256 (ANSI X9.62 ECDSA
algorwthm with SHA256)
BITWSTRING \ (568 bit)
0G1100000X0007¥01000000100010000001611610012¥000111000100000111011000100...
SEQUENCES(2 elem)
INTEGER (255 bit)
40884014462015645%15683745933111¥76541022235800207433716361470870722541...
INTEGER (256%bit)
87001%9769008273389635472786022685881369464576409953568448175477786581...

Above certificate(shows the mandatory fields and one’access right extention.
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8.3 Certificate Generation

As MIFARE DUOX is using very widely used certificate standards like X.509 and ASN.1, certificates can be
generated with many common tools. However, due to conventions that have evolved in the field, some tools
automatically add extensions and fields to certificates, that MIFARE'DUOX is not able to handle (when used as
card certificates). Those restrictions might be (non-taxative list):

CSN (Certificate Serial Number) longer than 4 byte
* unsupported optional, but widely used fields, e.g. SubjectKeyldentifier, AuthorityKeyldentifier

* unsupported extensions
* etc.

A common tool to work with certificates and general cryptography is the well known openSSL. This section will
give an example on how to generate certificates that can be used with MIFARE DUOX.

8.3.1 OpenSSL for creating certificates

OpenSSL can be used to create MIFARE DUOX compatible certificates. The version used for the below
examples is: OpenSSL 3.3.2 3 Sep 2024.

As a prerequisite to also be able to create thezcustom access right extension, following x509: DUOX_OID.ext
file needs to be present in the working folder:

[ CA ]

# X.509 extensions forra 'CA

subjectKeyIdentifier # mone

authorityKeyIdentifier none
1.3.6.1.4.1.28137.64.1 critical,DER: 011234560200

Following steps are required to generate a the relevant keys includingoptional custom access rights in the
openSSL commandling

openssl ecparam-=pame/prime256vl -genk€yw-noout Yout Hest root priv key.pem
openssl ec -inphost reet priv key.pem _-outform DER -out host root _priv_key.der
openssl ec -in host £oO¥ priv_ key.pem, -puboufs,~out host root pubkey pem

Above lines will create the-private and public key. in*PEM file format, as'well as the private key in DER file
format. Those file.formats are very common and.can be viewed with-several tools. One example tool for viewing
is the ASN.1 Editor, available here: https://github:com/PKISolutions/Asn1Editor. WPF

As a next step,-a csr (Certificate Signing Request) is.created using'the following line:

opensslireq -hew, 6 -shaZbb, —key host root-priv key.pem -out host root sign reqg.csr
-sub i\ O=AnyCompany./CN=NXEP. ReotCA"

The following line will now create the final certificate (in this_case, its a self signed certificate, as the same
private key as‘generated above is used for signing):

openssl_x509 -extfile x509,DUOX OLD.ext “=mextensions CA -signkey
e'st rool) priv (keg, pem(—9n host root {shgn reqg.csr -req -days 3650 -set serial
0000060001 -out hest _rodt cert.pem

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 747131




NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

or, alternatively, .der format can be used:

openssl x509 -extfile x509 DUOX OID.ext -extensions CA -signkey
host root priv key.pem -in host root sign req.cg® -feq -days 3650 -set serial
0x00000001 -outform DER -out host root cert.deg

To convert a .pem file into .der, following line can be used as well;

openssl x509 -in host root cert.pem -out host.root cert.der -outform DER

The custom extension defining the access right restrictions.is defined via the 2 parameters -exffile giving the
file name of the x509_DUOX_OID.ext file and -extensions.giving the identifier of the extention to add, here it is
IICAII-

The result of above lines is a host_root_cert.pem file‘that‘contains a self-signed certificate for the‘above created
public key. The certificate again can be viewed in the*above mentioned ASN.1 Editor, or simply.in the command
line with the following command:

openssl x509 -in host root cert.pem —text -noout

The result will look similar like this:

Certificate:
Data:
Version: 3 (0x2)
Serial Numbert 1 (0x1)
Signature Algorithni:jyecdsa-with-SHAZ2S56
Issuer: O=Anycompanyun,/CN=NXP RootCA
Validity
Not Before: Sep 25 11:01:24 12024 GMT
Not ‘Afiter :/Sep, 23 11:01:24 2034 GMT
Subject: "@=AnyCompany, CN=NXP RootCA
SubjectPublig Key Info:
Public Key . Algorithm: id-eePublicKey
Public=Key: (256 bit)
pubf
04:a9:c3:e2:ddnbl:dd:3f:ef:fdndd:c9:84:dd:20:
6a:30:0c:f2:ee?6:53:f0:3b:7c:53:1f:0a:2e:bb:
2d:18:88:5d:0828:a4:63:bd:eld):29:d4:86:04:
82:8a:32:65:9¢c:18:95:/d:08:£3:91:ab:d5:be:21:
le:07:c4:75:€9
ASN1 OID:Yprime2H56vl
NIST CURVE: P-256
X509v3~extensions:
306,11 41.28137.64.1: gritical
. AV
Signatiare Algorithm: ecdsa-with-SHA25p
Signature’ Value:
30344:029220:02:a0¢be:c:f8:15:d2:ef:0e:9e:0a:aa:ed:d5:
36:aa:e00e3:86:al:70:06:d4326:64:99:98:77:1a:88:b2:a4:
02:20:72/0L:9b:2£:eb:66:a7:43:24:bd:15:79:fe:d6:2f:c4:
65:4d:dbT6bs 64 :55:b2:eawlif : 0d: 550 fb:2b:5c:25:el
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Unfortunately, openSSL as such is not able to output the plain hex values that are needed for operation with
MIFARE DUOX, however there are tools available that can do this conversion. Above mentioned ASN.1 Editor
does show the certificate in hex formating, or for Windows users, the.Powershell command "Format-hex" can be
used on a DER encoded certificate (.der file):

Format-Hex host root cert.der

will result in:

00 01 02 03 04 05 06 07 08 09 @A 0B OC 0D OE OF

00000000 30 82 01 5D 30 82 01 04 AO 03,02 01 02 02 01 01 0.]0.. ..M ..
00000010 30 OA 06 08 2A 86 48 CE 3D,.04L03 02 30 2A 31 13 0...*HI=..\0*r1.
00000020 30 11 06 03 55 04 OA 0C 0Aw41 6E 79 43 6F 6D 70 0...U... AnyComp
00000030 61 6E 79 31 13 30 11 06 03 55 04 03 0C OA 4E 58 anyl.0..zU....NX
00000040 50 20 52 6F 6F 74 43 41 30,1E 17 0D 32 34 30 39 P ROOtCAG«..2409
00000050 32 35 31 31 30 31 32 34 5A 17 OD 33 34 30 39 32 25110124Z..34092
00000060 33 31 31 30 31 32 34 5A.30y2A 31 13 30 11 06 03 311012%4%0*1.0...
00000070 55 04 OA OC OA 41 6E 79 43 6F 6D 70 61 6E 79 31 U....AnyCompanyl
00000080 13 30 11 06 03 55 04 03/ 0C OA 4E 58 50 20 52 6F .04.:W....NXP Ro
00000090 6F 74 43 41 30.59 30A13Y06 07 2A 86 48 CE 3D(02 otCA(0Y0...*HI=.
000000A0 01 06 08 2Am86 #8 CE 3D 03 01 07 03w42 00 04 A9 .NZHI=....B..0
000000B0O C3 E2 DD 51 MRDV3F EF"ED D4 C9 84 DD/20 6A 30=0C Ka¥QY2iyOEY 0.
000000CO F2 EE 66 53"EQ 3B/7€_53 1F OA 2E BB"@D 18 88/5D OifSd;[S...»I.]
000000D0 08 23 A4 63 B4 EleDI A9 D4 86 04w82\8A 32765 9C _ xnc aNe0.2e
000000E0 B8 95 7D 08F3 91 _AB D5 BE 21 1EQ7 C4 75%E9 A3( \ }.o6«0%4!..Aués
000000F0 1B 30 18.30 17 06.0A 2B 06 01 04™G1 81 DB )69 434 _.0.0...+....0i@
00000100 01 01 O1WFF 04,06, 01 12 34 56,02%00 30,0A 06 08, ........ 4v..0. ..
00000110  2A 86 /48\CE 3P=04) 03 02 03 47 00930 44=02 20 @2, *HI=....G.0D.
00000120 A0 BEWIC/F8 15, D2 EF O0E 9E OA“AZ ED D5w36 AB=EQ” 2%|z.0i..21062%a
00000130  C3 86-C7 7B/06 D4 26 64 99 98 77 1A 88)B2 A4 02 AC{.0s&dw.?u.
00000140 20 42701 9B 2E/EB 66 A7 43 24 .BD 15,79 FEpDE 2F  r./&8£§CS$*.yb0/
00000150 C4 65 4D DB 6B 64 55 B2 EA JLFY0D 55 FB 2B~5C"25 AeMUkdU?é&..U0+\$%
00000160  E1 a

In order to display.the key value of a previously generated key, the following command might be useful

openssl pkey -inform der -in hospg=root pfiwv keywdeFr -noout -text

8.4 Certificate,Revocation

MIFARE-BUOX supports a mechanism.to revoke specific reader certificates by the use of a CRL (certificate
revocation'list). A'CRL is liked.to a CARootKey and can either-revoke all CSNs (certificate serial numbers)
below‘a givennumber, single CSNs from-a list orboth toethers Additionally, a CRL always has a version
assigned, which can be.used to avoid.replaying older file versions. The version is written at each update of the
CRL,.and can-be configured to either be strictly monotonically increasing or even increasing by one each time,
to'avoid missing any update. A signature calculated with a CARottKey can be added to the write command,
which means.that no single’'readerhas control'over;/the CRL file content, only the CA has.

A CRL file is/created/as a normal StdDataFile or BackupDataFile, but with a flag that identifies it as CRL file.
The further configuration is then<in a next-step done with Cmd.ChangeFileSettings. The CSNs are written using
a Cmd.WriteData. The exact definition.of the CRL file can be reviewed in the datasheet [1]
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Table 50 shows the creation of a CRL and liked CARootKey (CommMode is encrypted, but plain data is shown
in comments):

Table 50. CRL File creation

Step

Action

Direction |Command

Comment

1

CreateStdDataFile

>

CD01A0001000E000030017623E30E26BF631

2

Success + CMAC

<

00B2966CCEC222375B

Create a StdDataFile
with FileNumber =
0x01 and FileOption
=0x10, indicating

its a CRL file. The
File will be freely
readable, Comm
Mode plain.

ChangeFileSettings

5F011EDDB23BO7EE50971576D6757EC479BB81
FB6E2537027A83

Success + CMAC

00D39B2D6A025050C9

Changes the file
properties to enable
the CRL file. The
command is using
CommMode.Full,
but essentially this
command is not
changing any of
the file properties, it
just make sure that
the CRLOption and
CSNLength is set
properly (0x04) If

a CRLSignature is
required, it needs
to be enabled in the
CRLOptions and
the number of the
CARootKey needs to
be provided as well.

WriteData

3D01010004000004000000000001

Success

00

This WriteData
command writes

a certificate serial
number (CSN) into
the file. This 4 byte
long number is 0
0000001 in this
example. It is written
with an offset of
040000 (4 byte,

LSB first), meaning
its sparing out the

4 byte of the file,
which is reserved for
holding a CSN "limit"
number, that would
disable all CSNs
below this one.
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Step Action Direction [Command Comment

7 ManageCARootKey |> 48000C01003E3E81123456EFFEOESB3CB29D8 The ManageCARoot
D69421840C7D9DDA5661AC66362453FA09AC18533 | Key command
DOFOE77205E5202EAEF4BA1A468C46F88318858 links the just create
BBF65ED00B896C755C787C121F88A9DBIOFC2 CRL File to this
AA19327CD6B065F849BDF9E561937BEFC2955B1 |CARootKey. The
ABD6C6 bold parameter

8 Success + CMAC  |< 007B2BFFOEAB764746 marked on the left

indicates that CRL is
enabled (8xxxxxxx),
the CRLFile number
as created before
(x1xxxxxx) and
the-AlD"of the
application in which
the CRL File is
located (xx123456)
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9 Application Management

MIFARE DUOX supports two types of applications: Conventional applications and delegated applications. A
new NXP chip which comes from factory, has no application in it. Applications can be created as long as user
memory is available (there is no limit on number of applications that can be created).

9.1 Conventional Application Management

Conventional applications are usually managed by the owner-of the PICC. They are created at PICC
personalization. Conventional applications are created using €md.CreateApplication. The communication mode
of Cmd.CreateApplication is CommMode.MAC.

Parameters of Cmd.CreateApplication are described in Ref. [1]. Please note that besides KeySett1, other
parameters are fixed (cannot be changed once the application was created). KeySett1 can be changed later
using Cmd.ChangeKeySettings (if bit 3 is not set to’zero). If the application is created with multiple key sets and
different key sets are personalized to different key types, KeySett2 (bits 7 - 6) gets updated automatically if key
set rolling to a new key set takes place. When creating conventional applications, there is no-way to restrict the
memory usage, i.e. files can be created consumingthe whole user memory (available) of the PICC.

A PICC can be configured in a way (bit 2 of PICCKeySettings is set to 0) that creation of cenventional
application needs prior authentication with KeylD.PICCMasterKey. The default configuration (bit 2 of
PICCKeySettings is set to 1) allows-anyone.to*create conventional applications-without prior authenticating with
KeyID.PICCMasterKey.

9.1.1 Example: Create Conventional Application in"EV2 SecuresMessaging

Cmd =CA
AID = 1FC1C2
KeySett1 = 1F (Change key: 0x01, all,configuration enabled)

KeySett2 = B5 (AES'key type, ISO7816 IDs are used-for'app and-files, Key_set param. present, 5 keys per key
set)

KeySett3 = 01 (Appispecific’capability data disabled;-App specific VC keys disabled, Application key sets
enabled)

AKSVersion = 00

NoKeySets = 04

MaxKeySize = 10 (16.bytes)

AppKeySetSett = 02

ISOFilelD.= 1122

ISODFName =010203040506

KeylID.SesAuthMACKey = 936F81529886567E164402DD6531F5E8
Current CmdCtr= 0200.(LSB first)

Tl = 0EF80413

IV = 00000000000000000000000000000000
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Table 51. Create Conventional Application in EV2 Securing Messaging
Step Command Data Message

Calculate CMAC on CA0200
OEF804131FC1C21FB501000410021122010203040506
1 (Cmd || CmdCtr || TI || AID || KeySett1 || KeySett2 || KeySett3 | =, |68CB54266E0ED482
|| AKSVersion || NoKeySets || MaxKeySize || AppKeySetSett
|| ISOFID || ISODFName)

5 Cmd.CreateApplication s CA1FC1C21FB50100041002112201020304050
C-APDU 668CB54266E0ED482
Updated CmdCtr = {0300

4 R-APDU < |00787B2EFA996DCA91
Calculate CMAC over 003000EF80413 (RC || CmdCtr]|'TI) | = |787B2EFA996DCA91

6 glocnépare calculated CMAC and received CMAC from.the = |787B2EFA996DCA91 2 787B2EFA996DCAY

9.1.2 Delete Conventional Application

A conventional application can be deleted permanently using Cmd.DeleteApplication. If bit'2 of
PICCKeySettings is set to 0, the deletion of conventional applications always‘needs prior.authentication with
KeyID.PICCMasterKey. If bit 2 of PICCKeySettings is set to 1 (default settings), the conventional application
can be deleted after active authentication.with' KeylD.PICCMasterKey or KeylD.AppMasterKey. The command
Cmd.DeleteApplication requires‘CommMode.MAC.

After deletion of a conventional application, only the memory blocks used. as application overhead (1 block of
32 bytes) are released and-available-to be reused for application creation. Memory'blocks used for files and key
storage are not released-and’cannot be reused. The complete memoryican be-freed and released only by using
Cmd.Format at PICC level, which‘deletes all applicationsyreleases’the complete‘'memory and makes it possible
to reuse.

Note: Single conventional applications cannot be formatted.
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9.2 Delegated Application Management (DAM) - using symmetric keys

In conventional application management, if a PICC owner wants to sell application space to a third party, there
are a few options:

1. The PICC owner can issue the card empty and applications can be installed post-issuance (bit 2
of PICCKeySettings is set to 1 — Cmd.CreateApplication doesn’t need any prior authentication with
KeyID.PICCMasterKey, but in this case anybody can create.applications on the PICC).

2. The PICC owner can share the KeyID.PICCMasterKey with the third party. The consequence is, that the
third party can do anything on the PICC.

3. The PICC owner can pre-personalize the card, i.e. create an application for the third party according to
their needs. But after sharing the application master key, the PICC owner will not have any control over the
memory size.

With the Delegated Application Management (DAM)feature of MIFARE DUOX, the PICC owner.can delegate
application creation to third parties (application providers), avoiding the above mentioned restrictions. Delegated
applications are limited by a maximum quota (maximum memory consumption), so that the card issuer can
manage the memory space amongst different delegated application providers.

9.2.1 Steps needed for enabling Delegated’'Application Management

In order to make the delegated application management possible, there are mainly three steps required:

1. Personalization of the card by the card issuer
2. Agreement between card issuer and application provider regarding application creation and quota limit
3. Application creation by application ‘provider

9.2.2 Responsibilities of the card issuer

It’s the responsibility of'the card issuer'to prepare the card-for DAM'through-personalizing the card with the
therefore required keys:

1. PICC owner first prepares the.PICC for delegated application creation by-enabling the DAM keys (see
Section 9.2.4.2),

2. PICC owner generates a Section 9.2.5.1 (forthe"application‘to be created on the PICC) based on all
parameter which were agreed with the application provider (including encrypted KeylD.AppDAMDefaultKey
and its version):

3. PICC owner.then shares’KeylD.PICCDAMAuthKey, the-encrypted KeylD.AppDAMDefaultKey, and the
Section 9.2:6.1 with.the application providerwho can later create.its application.

9.2.3 DAM Fundamentals

Instead-of 'sharing:KeyID.PICCMasterKey or keeping the PICC open, a PICC owner shares
KeyID.PICCDAMAuUthKey, theencryptedKeylD.AppDAMDefaultKey, and a cryptogram called DAMMAC
(CMAC calculated.over all agreed parameters including the-encrypted KeyID.AppDAMDefaultKey) with the
application provider (see DAMMAC generation/in'Section 9.2.5.1). An application provider can then create its
own application-on a PICC during normal personalization-or even on a PICC which is already deployed in the
field. DAM fundamentals, and the exchanged data, is illustrated in [Figure 15] and also described in the following
sections.
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Figure 15. DAM Fundamentals

When using Delegated Application Management, the PICC'owner can always delete the applications after
authentication with KeylD.PICCMasterKey. However, it cannot do anything withythe application or read any
data from the application-as/long-as.he does not know the-application-keys (after the application provider has
changed them). The PICC owner shall maintain a database of AIDs,.quota limit; slot number, version etc.

Each delegated application can have its own KeylD.AppDAMDefaultKey;-which ensures isolation between the
different application providers at all time.

9.2.4 DAM Step-1: Personalization of the Card by the Card'Issuer

For the personalization of'the' PICC, the card'issuer needs-to generate the three DAM keys which are described
in Section 9.2/4.1. The'steps for enabling themare listed in"Section.9.2.4.2.

9.2.4.1 DAM Keys

KeylD:PICCDAMAuthKey, KeylD.PICCDAMENCKey and KeylD;PICCDAMMACKey are called DAM keys.

¢ KeyID.PICCDAMAUthKey will be shared with the.application-provider. The application provider needs to
authenticate.withithis keyto/be able toscreate adelegated application. This key can be stored diversified by
UlID.on the PICC. In that case, the"non=diversified key is shared.

* KeylD.PICCDAMMACKey is used.to generate'the DAMMAC. This key is only known by the card issuer.
Diversifying this key can‘be usefuliin order to control the amount of cards which are accessed by the service
provider.

* KeyID.PICCDAMENCKey (usually not diversified) is used to encrypt the KeylD.AppDAMDefaultKey. This key
is only known by.the card issuer.
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Note: In general KeylD.PICCDAMMACKey as well as KeylD.PICCDAMENCKey will not be diversified by the
UID, as in this case the card issuer would need to provide the application-provider with a different cryptogram
for each card. For this reason generally the KeyID.AppDAMDefaultKey will also not be diversified.

In case the application provider also wants to use the Proximity Check feature, the card issuer also needs to
personalize the card with the keys for Virtual Card Selection and Rroximity Checking, and share them with the
application provider.

[Figure 16] shows the DAM key usage in two possible scenarios./In scenario 1 (Personalization 1), the PICC
owner is creating its own applications using KeyID.PICCMasterKey diversified by UID, and in scenario 2
(Personalization 2), the application provider is creating its application using KeylD.PICCDAMAuthKey diversified
by UID. Please note that the PICC owner can also introduce-a DAM scheme with charge-per-use by using the
diversified KeylD.PICCDAMMACKey and/or KeylD.PICCDAMENCKey. In that case he will need to deliver a

cryptogram for each card.

= = \
Personalization 1 I\\ _ . ? T

. l / Using UID diversified PICCDAMAuthKey FICCDAMMAE;I}%}{ PICCDAMENCKey
= Card Master Key o

{UID diversified) {non-diversified)" (non-diversified)

B
SCeo  only DAM
il related keys
., shown herg

»

Delegated

-

PICCDAMAuthKey
Encrypted

Personalization 2

e ‘ uSmngJ dwers;;'l_ DAm@»:ey

Figure 16. DAM Keys Usage

9.2.4.2 Enabling the DAM keys

The DAM Keys are‘of the same-type as KeylD.PICCMasterKey=They are disabled by default and have to be
enabled by.changing.them using*Cmd.ChangeKey.or.Cmd.ChangeKeyEV2. If the PICC master key is changed
to another type, the'DAM Keys.gets disabled (resétto zeros) and need to be enabled again.

Note: . If only the PICC Master Key value-gets changed and‘the key type remains the same, the DAM keys also
remain as they are.
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9.2.5 DAM Step 2: Agreement between the PICC Owner and‘Application Provider (On the DAM
Parameters)

The PICC owner and the application provider need to agree on application parameters before the PICC owner
can sell memory space to the application provider.

The parameters which need to be agreed upon include: AID, QuotalLimit (maximum of consumable memory

for the application provider), KeySett1, KeySett2, and eventually. more. Basically all parameters which are
necessary for the application creation need to be agreed upon. The parameters which need to be agreed upon
are shown in [Figure 17]. Please also look into Ref. [1] for the.detailed description of all parameters. Some DAM
related parameters are described in the following sections.

Identification: No'duplication
3-byte Application ID (Mandatory)

2-byte ISO 7816 File ID (Optional)

1 to16-byte ISO 7816 DF Name (Optional)

Space: '
2-byte DAM Slot Number (Mandatory) freem Jlek

1-byte, DAM Slot Version (Mandatory)
2-byte Application Quota limit (Mandatory

< < application owner
A pp

Detined Iy Setting:

s ~1-Byte KeySetting! (Mandatory) 6
1byte’ KeySetting2 (Mandatory) .\ All header/settings
1-byte KeySetting3 (Optional) _included within Memory
1=byte AKS Version (Optional) use (Quota ). !l

1-byte NoOf KeySet.(Optionatl)
1-byte Max. Key.3ize(Optional)
1-byte AppKeySet.Set(Optional)
' 24-byte Default Application key (Mandatory)

Figure 17. Parameters to'be agreed.betweéh PICC Ownerand Application Provider

The card issuer needs to supply:the following items to the application provider:

1. The/KeylD.PICCDAMAuthKey so that the application provider can authenticate to the card.

2. The application parameters together with the’DAMMAC over these parameters, which is generated using
the KeylD.PICCDAMMACKey (DAMMAC generation is described in Section 9.2.5.1).

3. Fhe required Virtual’'Card Selection keys and-Proximity Check keys if needed.

4 ¢ The KeylD.AppDAMDefaultKey-which is needed to'initialize the application keys of the delegated
application (this key.will be delivered encrypted with.the KeylD.PICCDAMENCKey as described in
Section'9:2.5.2).
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9.2.5.1 DAMMAC Generation

As mentioned earlier, an 8-byte CMAC is calculated over all applicationjparameters including the encrypted
KeyID.AppDAMDefaultKey.

CMAC calculation is done according to EV2 Secure Messaging MAC Calculation with the IV being a zero byte
IV.

Details of the DAMMAC calculation are available in Ref. [1] Section 6.6.2.2.2.

9.2.5.2 Encryption of the KeylD.AppDAMDefaultkey

The KeyID.AppDAMDefaultKey is encrypted by the card issuer using the KeylD.PICCDAMENCKey
and provided to the application provider. The application provider needs to use it as parameter EncK in
Cmd.CreateDelegatedApplicationPart2.

The key value concatenated with the key version of the,KeyID.AppDAMDefaultKey is padded with'random
numbers in the front in order to make it 32 byte aligned. These 32 byte are then encrypted using.the
KeyID.PICCDAMENCKey using a zero bytes [V. An example for this is shown in Section 9.2(8.

9.2.6 DAM Step 3: Application Provider.creates its Application

In order to create an application on.the PICC;:the application provider needs to_power the PICC and eventually
do Virtual Card Selection and Proximity Check (only if needed):.

After this, he needs to authenticate against.the PICC using the KeyID.RPICEDAMAuUthKey and then can
create the application using the two parts.of the command Cmd.CreateDelegatedApplication together
with the agreed parameters as well as the\DAMMAC. The PICC verifies-the received DAMMAC using the
KeyID.PICCDAMMACKey. Only if this,validation succeedsthe application can be“created, otherwise the
command is rejected. Thesdetailed/functioning of the command is described in .Ref. [1] in Section 6.6.2.2.

After the creation of the application and the needed files, the application provider will change the application
keys and settings as required. This will give him full control over the-application (PICC owner cannot do
anything with the application, except deleting the application for example.if the contract with the application
provider expires).

9.2.7 Important.DAM Parameters

In this section some important parameters whichare needed for the delegated application management are
described briefly. They/are also discussed in Ref.[1].

9.2.7.1 DAM Slot'Number

A delegated/application is associated to a'DAM slot number. It-allows the PICC owner to target a specific slot
of the application. memory space. The PICC is initially not divided into slots. When a delegated application is
created,.it is created in the lower part of the available memorylocation. The next delegated application having
a different slot:tnumber will be created.in/the next.available memory location. However, the slot numbers don’t
haveto be sequential.

A DAM slot'number is always also.associated with the requested quota limit (maximum size that can be used
by the application). As after application deletion it is)possible to reuse slots, this fact is very important. Only

if the slot number and the quota limit are the same for the new application to be created (as it was for the old
application),/a new application can be created in the-free slot.

It's the responsibility’of the PICC owner to maintain the slot number and the quota limit associated to it.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 85/131




NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

9.2.7.2 DAM Slot Version

After successful delegated application creation, each slot with a DAM slot humber is also associated with a
DAM slot version. In case a delegated application becomes obsoletepanother delegated application can be
created in the slot with the same DAM slot number but only using a‘strictly higher DAM slot version. The slot
version prevents the re-creation of obsolete delegated applications-with a lower DAM slot version targeting the
same DAM slot number.

This mechanism makes it impossible for the application providerto install the same delegated application using
the same DAM slot version again. It allows the PICC owner to.delete a delegated application without the need
to reuse the free slot immediately for creating a new delegated application in the same slot. For a re-installment
of the old application, the application needs a new cryptogram including the new, higher DAM slot version.

The only exception therefore is the DAM slot version set to,0xFF. This means, that the targetedslot can

be used over and over again for the installation of delegated applications (as long as the application fulfills
other agreed obligations). This allows PICC owners‘to/sell the same memory slot to a number of different
application providers (who offers short lived applications, for example event tickets like cinema tickets, single
trip transporting tickets, or any other type of one-time validity tickets). The end user, e.g. the card holder and
daily user, can decide which application he wants to_install in the specific slot and can also delete and re-install
them according to his needs.

9.2.7.3 Quota Limit

The quota limit is the assigned/reserved memeory for a specific.slot. It indicates the maximum memory the
application can consume in number of 32 byte blocks.

The quota limit is calculated considering all/application parameters including all.the\overhead (application
administration and key storage). It is‘provided in number of 32 bytes blocks.

Example: For a 1024 bytessized delegated application, 32 memory blocks (32 %32 byte = 1024 byte) will be
necessary and the resultant/quota.limit'will be “0x20 0x00”.(LSB first).

Once a delegated application shall be created:
1. The assigned quota limit is reserved from the complete memory of the RICC.

2. The overhead (for this dedicated application) is reduced from:ithe requested quota limit and the remainder of
the memory blocks is“available for the file creation.

9.2.7.4 Application DAMDefault Key

The default key-of a delegated application (KeylD.AppDAMDefaultkey) has no type associated to it and
always consists of a’32 byte string ‘for its value and a 1 byte key.version. The 32 byte value KAppDAMDefault
represents the encoded key (independent of the targeted key type) and the version encodes the
KeyVerAppDAMDefault.

In case'of AES128, only the 16 leftmost'bytes represent the actual key.

This key (32 bytes) and key version can/be also-chosen by the application provider and provided to the PICC
owner.
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9.2.8 Example: Create Delegated Application

The command is sent in two frames using the MIFARE DUOX native!chaining. In this example the focus is put
on the generation of the EncK as well as the DAMMAC.

Prepare command part 1:

CMD =C9

AID = 1FD1D2

DAMSIotNo = 0200, (LSB first)

DAMSIotVersion = 01

QuotaLimit = 2000 (LSB First, decimal 1024 = 32 blocks each 32 bytes)
KeySett1 = 1F (Change key = 0x01, all configuration"enabled)

KeySett2 = B5 (AES key type, ISO 7816 IDs are used for app and files, Key set param. present, 5 keys per key
set)

KeySett3 = 01 (App specific capability data disabled; App specific VC keys disabled, Application key sets
enabled)

AKSVersion = 00

NoKeySets = 04

MaxKeySize = 10 (16 bytes)

AppKeySett = 02

ISOFilelD = 1122

ISODFName = 010203040506

Resulting command part.1:'C91FD1D202000120001FB501000410021122010203040506

Prepare command part-2:

1. Encryption of AppDAMDefaultKey
PICCDAMENCKey= FFFFFFFFFFFFFFFFFFFFFEFFFFFEFFFF

AppDAMDefaultKey (24 byte) & Version (1 byte)='00112233445566778899AABBCCDDEEFF001122334455
667700

Random number (7 Byte) = FF710170C69EF0
IV = 00000000000000000000000000000000 (always)

2. DAMMAC Generation
IV = 00000000000000000000000000000000 (always)

PICCBAMMACKey = FFFEFFFFFFFFFFFFFFFFFFFFEEFFFFFF (KeyType.AES - therefore generation
according to.EV2 Secure"Messaging)

Table 52., Encryption of KeylD.AppDAMDefaultKey

Step Commangd Data Message
1 AppDAMDefadltKey - 00112233445566778899AABBCCDDEEFF001122334455
667700
2 Random Number Rnd = FF710170C69EFO0
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Table 52. Encryption of KeylD.AppDAMDefaultKey...continued

Step Command Data Message
S T B T
4 v = | 00000000000000000000000000000000
PICCDAMEncKey = |FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFF
6 EncK = E(Kpiccpamenckey: Rnd || App = FFDAB2B5080B7239DFA6D782607E7B0458297C8
DAMDefaultKey) EDEC21509D8B3D31240664E8D

Table 53. DAMMAC Generation

Step Command

Data Message

Input Data to calculate DAMMAC

(Cmd || AID || DAMSIotNo ||
DAMSIotVersion || QuotaLimit ||
1 KeySett1 || KeySett2 || KeySett3 S
|| AKSVersion || NoKeySets ||
MaxKeySize || AppKeySetSett ||
ISOFilelD || ISODFName || EncK)

C91FD1D202000120001FB501000410021122010203
040506FFDAB2B5080B7239DFA6D782607E7B0458297C8
EDEC21509D8B3D31240664E8D

DAMMAC =

2 MACpam(KpiccpammAekey, Input =
Data)

OD62E6F221€981C7

Resulting command part 2:

FFDAB2B5080B7239DFA6D782607E7B0458297C8EDEC21509D8B3D31240664E8D0D62E6F221C981C7

9.2.8.1 Create Delegated Application Example, (in EV2 SM)

KeyID.SesAuthMACKey(from'Authentication with KeyID:PICCDAMAuthKey)-=

446B1DC31F8C136605BB9A527F4B23B9
Current CmdCtr.= 0000 (LSB first, reset to 0000)
Tl =26973400

Table 54. Create Delegated Application using EV2 Secure Messaging

Step Cominand

Data Message

Data to calculate CMAC

(Cmd || CmdCtr || Tl || command part1 || command part2)

C90000269734001FD1D202000120001
FB501000410021122010203040506FFDAB2

= |B5080B7239DFA6D782607E7B0458297C8
EDEC21509D8B3D31240664E8D0D62E6F221

C-APDU (part 2 =>Encrypted DAMDefaultKey)

c981C7
2 CMAC fromylast step = |8AE8B0874A42EC6D
3 Cmd.CreateDelegatedApplication S C91FD1D202000120001
C-APDU (part 1) FB501000410021122010203040506
4 R-APDU < |AF
5 |CmdCreafsBhgatedafitatin . | 80458267 COEDEC2 1509DBB3031240664E8D0

D62E6F221C981C78AE8B0874A42EC6D

6 Updated CmdCtr

= |0100
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Table 54. Create Delegated Application using EV2 Secure Messaging...cortinued

Step Command Data Message

7 R-APDU (status || CMAC) < |0019802F4A92D58F81

8 Data for calculating CMAC on response (RC || CmdCtr || TI) | 5#|00010026973400

9 CMAC to be received = |19802F4A92D58F81

10 PCD compares calculated CMAC and received CMAC = |19802F4A92D58F81 ? 19802F4A92D58F 81

The CmdCitr from Step 6 gets updated after validating the command (before sending the response). Updated
CmdCtr will be used in next calculation

9.2.9 Delete Delegated Application

Delegated applications can be deleted permanently‘using Cmd.DeleteApplication. If b2 of PICCKeySettings
is set to 0, deletion of delegated application needs prior authentication with KeylD.PICCMasterKey. If

b2 of PICCKeySettings is set to 1 (default settings), delegated application can be deleted with ‘an active
authentication with KeylD.PICCMasterKey or KeylD.AppMasterKey.

After deletion of a delegated application, memory blocks used for this delegated application are released
and can be reused, but only for another delegated application with exactly same QuotaLimit, in the same
DAMSIotNo with a higher DAMSIotVersion.

9.2.10 Format Delegated Application

If a deleted application is formatted, the complete memory (that'was previously usedfor files and data) is again
available for that application to reuse’*Formatting is done using Cmd.Format by'the application provider after
authentication with KeylD.AppMasterKey. The application keys and application configuration are not affected,
only the file and data content is deleted.
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9.3 Shared Application

In a multi-application environment, application providers (each having their own application) sometimes need
to share common files (e.g.: a value file for an e-purse) or want to share files in order to maximize the efficiency
of their applications. Data manipulation to these common files should’be done in a single transaction so that
rollback is consistent in case a tearing happens. Otherwise, it will be the case that value is debited but record
(log) is not updated. The combination of all commands targetingtwo applications makes the transaction
consistent and also faster, as only one Cmd.CommitTransaction’is needed at the end of all file manipulations.

With the shared application feature of MIFARE DUOX, two independent applications can be selected using one
Cmd.SelectApplication.

Cmd.SelectApplication accepts two application IDs as parameters’ (primary application and secondary
application). After selecting two applications, operations_on‘keys or on files can be done on both-applications.
Only one of these two applications can have a TransactionMAC file inside the application.

After selection, until a commit transaction happens, all*eperations which are executed are considered as one
transaction — it does not matter which of the two selected applications is targeted.

The FileNo, KeySetNo and KeyNo of the second application is accessed by using the so called Second
Application Identifier (SAl). The SAIl has the value*0x80 and when accessing any object in‘the second
application, the number that want to be accessed'needs to be XORed with the SAl. An example of this can
be seen in Figure 18. In this example, the file. number that wants to be accessed in the'secondary application
originally has the FilelD 0x03, but.when using the SAI, the ID becomes 0x83.

The access rights of the files of the’secohd application are according to the access rights of the second
application. A commit transaction, finalizes“all the data manipulations in boeth applications. Please note that
some commands (e.g. Cmd.GetKeySettings, full overview please see in'Ref. [1]) always refer to the primary
application.

Shared Application Indicator (SAl).example

BT a2 e Ropiation o
= =
S
.
AT ¢ c
5

eveuerzcoRo e Recessing file with SAT

Figure 18. \Shared Application Indicator Usage

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 90/131




NXP Semiconductors

AN14215

MIFARE DUOX features and hints

10 File Management

MIFARE DUOX maintains user data in form of files of different types. The six different available types are:

* FileType.StandardData

FileType.BackupData

* FileType.LinearRecord

FileType.CyclicRecord

FileType.Value

* FileType.TransactionMAC (not intended to store user data, but needed for the TMAC feature)

A multiple set of commands is available in order to manage-files and file content. Files can be created, deleted,
updated and information to files can be written and read.out. File access can be restricted with an.access rights
management.

Data can basically be stored in 3 different ways: as rawydata (byte wise), as value, and in form.of-records.

All file types except FileType.StandardData implement a backup mechanism that will be elaborated in detail in
Section 12.

At file creation, a file number needs to be defined which shall be unique for the file inside @.specific application.
Also the basic set of access rights as well as the communication mode (that has to be used’later on when
accessing file data) need to be set-If.desired, more than one mandatory set.of-access rights can be enabled
during file creation as well.

10.1 File Access Rights Management

File data is accessed withthree different-access rights FileAR:Read, FileAR.Writeand FileAR.ReadWrite.

Each of these access rights is permitting the use of a subset of commands, see the detailed list in Table 55.
In addition an access right called FileAR.Change is specified per file, permitting.Cmd.ChangeFileSettings to
change the file access-rights. Anaccess right is granted if at least©ne conditionassociated to it is satisfied.

Table 55. Command List-associated with Access Rights

Read

Write

ReadWrite

Change

Cmd.ReadData

Cmd.WriteData

Cmd.ReadData

Cmd.ChangeFileSettings

Cmd.GetValue

Cmd.GetValue

Cmd.WriteData

Cmd.Debit

Cmd.LimitedCredit

Cmd.GetValue

Cmd.ReadRecords

Cmd.WriteRecord

Cmd.Debit

Cmd.ISOReadRecord

Cmd.ClearRecordFile

Cmd.Credit

Cmd.ISOReadBinary

Cmd.ISOAppendRecord

Cmd.LimitedCredit

Cmd.ISOUpdateBinary

Cmd:ReadRecords

Cmd.WriteRecord

Cmd.UpdateRecord

Cmd.ClearRecordFile

Cmd.ISOReadRecord

Cmd.ISOAppendRecord

Cmd.ISOReadBinary

Cmd.ISOUpdateBinary

Cmd.CommitReaderlD
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Each file is associated with 1 up to 8 access conditions sets. Each set is containing three access conditions:
one for each of FileAR.Read, FileAR.Write and FileAR.ReadWrite. Thefirst set is called the mandatory set as

it needs to be always present. FileAR.Change is only available in the.mandatory access condition set as it can
only be available once for each file. The structure of mandatory and optional access condition sets can be seen

in Figure 19.

File Access Rights — Multiple Access Conditions

‘Access Rights ‘

— Y —

Read Write = ReadWrite Change
" ACR,‘I A@ ACRW,:1 ACC e
" ACR,z ACW,2 ACRW‘Z T

‘ Mandatory
> ACR,E ACW,B ACRW,B
Oétionai
Sets of Enabled at file'creation
Access Conditions Specified with Cmd(ChangeFileSettings

Figure 19. Multiple Eile"Access’Rights

Note:

The access rights manhagement of a File Type. TransactionMAC.file differs.from the general access rights
management for the‘otherfile*types. For this special file type, the FileARWrite is always set to OxF, so writing
is never possible-and the FileAR.ReadWrite contains the key'number.of the KeylD.AppCommitReaderlDKey or
OxF in case the eommitting of the ReaderlID is_not required.

FileAR.Read and FileAR:Change are treated in'the same.way as for all other file types.

10.1.1 Enabling of File Access Conditions

The mandatory set'of access conditions*needs to/bespecified at file creation. If they need to be adapted later
on, the*€md.ChangeFileSettings can be used in/order to change them. Another parameter, which specifies
whether the filessupports only‘one or multiple access’condition sets, also needs to be specified during file
creation.

If the.number of access conditionssets is limited to 1 during the file creation, it cannot be extended later on any
more and the file cannot make use of multiple“access_condition sets.

If the number of access condition sets is.notlimited.to 1, then the additional sets of access conditions can be
specified with CmdiChangekEileSettings!This needs to be done because only the mandatory set is initialized
during file creation, but the other'access condition sets still need to be set.
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10.1.1.1 Different Kinds of Access Conditions

Each access condition is associated with an access right and evaluated to decide whether access to the file can
be granted or not.

There are three kinds of access conditions:

» Authentication with a specified KeylD.AppKey is needed (0x00-— 0x0D) or authentication with an ECC Key
where the CARootKey grants this access condition (and optionally the targeted certificate)

* Free access (0x0E)

¢ No access / Access forbidden (0x0F)

One set of access conditions is coded on 2 bytes, with eachyaccess condition in the set requiring 4 bits of
space. The coding of an access condition set can be seen. in Figure 20.

Read Write Ny ReadWrite Change

b15 b14 b13 bi12 b1l b10 b8 B8 b7 b6 bS5 b4 b3 b2 bi b0

S —

S —

__Fex Key Number
0x0 0
0x1 1
0xC 12
0xD 13
OxE FREE
OxF NEVER

Figure 20. Coding of Access Conditions

10.1.1.2 Example:-Setting ofEile Access Rights (mandatory Access Condition Set) during File
Creation

FileNo = 01

ISOFilelD = 2233

FileOption = addidional access rights disabled,.CommMode.Plain =00

AccessRights.= Read: 0x03, Write: 0x01, ReadWrite: 0x01, Change:10x02

FileSize =2200000

In this ,example a-backup data.file' with file humber 01.and ISOFilelD 2233 is created. It is configured in
communication mode plain and.only possesses one-set of access conditions, that's why the FileOption is set
to 00. The four/access conditions are given and initialized-directly during file creation, with key number 3 being

the ReadKey, key number 1 -being the-\WriteKey-as well as the ReadWriteKey and key number 2 being the
ChangeKey,.The.detailed"APDU exchange can‘be seen in Table 56.

Table’56. Setting of File, Actess Rights (mandatory Access Condition Set) during File Creation

Step Command Data Message
1 Cmd.CreateBackupDataFile;C-APDU >_|CB012233003112200000
2 R-APDU < |00
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10.1.1.3 Example: Setting of File Access Rights (multiple A¢ccess Condition Sets) during File
Creation

FileNo = 02

ISOFilelD = 4455

FileOption = addidional access rights enabled, CommMode.Plain.= 80

AccessRights = Read: 0x03, Write: 0x01, ReadWrite: 0x02, Change: 0x03

FileSize = 300000

In this example a backup data file with file number 02 andISOFilelD 4455 is created. It is configured in
communication mode plain and has the additional access*conditions enabled, that's why the FileOption is set to
80. The four access conditions are given (the mandatory.set) and initialized directly during file creation, with key

number 2 being the ReadKey, key number 3 being the WriteKey as well as the ReadWriteKey'and,key number
1 being the ChangeKey. The detailed APDU exchange can be seen in Table 57.

Table 57. Setting of File Access Rights (multiple Access Condition Sets) during File Creation

Step Command Data Message
1 Cmd.CreateBackupDataFile C-APDU > | CB024455802331300000
2 R-APDU < |00

10.1.2 Changing of File Access Conditions

In order to change one of the access condition sets or to initialize the additional access condition sets (which
are empty after file creation), the Cmd.ChangeFileSettings needs to be*used.

When using this command, the mandatory set of access conditionsalways is updated, as it includes this
parameter as mandatory."Additionally.the number of additionally access rights ,needs to be specified, following
by the actual values of the-additional access right sets/.The detailed“description of the command can be found
in Ref. [1].

10.1.2.1 Example: ;Setting of Additional Access Rights by using Cmd.ChangeFileSettings

This example is the.continuation of example Section 10.1.1.3. After the.file was created with additional access
rights enabled, they will be.initialized now with.the-following values.

Mandatory access right'set (was already specified during file creation): Read: 0x02, Write: 0x03, Read\rite:
0x03, Change: 0x01

Additional access right set 1: Read: 0x01, Write: 0x03, ReadWrite:’ 0x00, Change: 0x0F
Additional access right set 2: Read: 0x03, Write: 0x02,'ReadWWrite: 0xOF, Change: 0xOF
Additional access right set 3:..Read: 0x00, Write:(0x00, ReadWrite: 0x00, Change: 0x0F

Table-58. Setting of Additional File ACcess Rights using Cmd.ChangeFileSettings

Step Command Data Message
1 Cmd.GetFileSettings C-APDU.FileNo 02 > |F5602
2 R-APDU < {000180233130000000
3 Cmd.ChangeFileSettings Plain ='|5F02802331030F13FF320F00
4 Cmd.ChangeFileSettings enc > |5F01[encrypted input]
5 R-APDU < |00
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10.1.2.2 Example: Multiple Access Condition Scenario

This example relies on the following two access right sets:
Mandatory access right set: Read: 0x01, Write: OXOE, ReadWrite: 0x01, Change: 0x0F
Additional access right set 1: Read: 0x01, Write: 0x02, ReadWrite=0x02, Change: 0x0F

Additionally to these access right sets the file is configured to use‘the fully encrypted communication mode.

This scenario is a bit more complex to understand as in the mandatory set the Write access condition is set to
free, whereas in the additional access right set it is set to KeyNo 0x02.

What this means for the card user:

¢ When no authentication is established, the file can beswritten in plain
* When an authentication with a key different to KeyNo 0x02 is established, the file can be written’in plain
* When an authentication with KeyNo 0x02 is established the file needs to be written fully encrypted

10.1.3 File Access Conditions related to SDM

For MIFARE DUOX the described access rights.and access condition sets, as outlined in/Section 10.1.1 and
Section 10.1.2, are existing in the same way, but have been extended with access conditions reflecting the
access rights that are needed for Secure Dynamic Messaging (SDM).

Once SDM is enabled for a Standard Data.File, additionally 3 'acecess rights can be defined:

¢ SDM Meta Read
¢ SDM File Read
¢ SDM Counter Retrieval

The SDM related accessrights can“only be set, if SDM was enabled for.the Standard Data File during file
creation, and if SDM is_activated-for the file. For all three'mentioned-access.rights, an available application key
number or the FREE (0xE) or NEVER (0xF) access right.can be set.

The purpose / functionality“of the three mentioned-accessrights is the following:

* SDM Meta ReadEncryption’of the PICCData’'(metadata), using the specified application key number
— Any available.app key - Encrypted PICCData mirroring using the'specified application key
— OxE - Plain PICCData mirroring
— OxF - No PICCData-mirroring
* SDM FilerRead - Encryption of the mirrored file data Using the.specified application key number in non-
authenticated state
— Any available.ap.key - Free access to ReadData and ISOReadBinary commands, but encrypted
SDMFileData,mirroring using the specified application key
— 0xE=Not defined
— 0xF*- No SDM for
¢ SDM Counter Retrieval - Possibility-to retrieve the associated SDMReadCtr using the GetFileCounters
command after an authentication.with the specified'application key number
— Any available ap Key'-.authentication with-the specified application key require for being able to send the
GetFileCounters'ecommand
— OxE -‘Free access
— OxF - No access;reading out SDMReadCtr is forbidden
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Table 59. Command List associated to the additional SDM Access Rights.

SDMMetaRead SDMFileRead SDMCtrRet

(o
Cmd.ReadData (.:‘, Cmd.GetFileCounters
-’/
)

Cmd.ISOReadBinary ¢

4

How the SDM related file settings can be enabled and changef%’explained in detail in Section 4.2.

S
<
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ke
R, S
/ S

AN14215 i led in this document is sul al disclaimers.
Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010

96 /131



NXP Semiconductors

AN14215

11 Data Management

MIFARE DUOX features and hints

MIFARE DUOX maintains user data in files of specific types. The usercan access and manage the data
through functions specific to file type. Access to data inside the files.is'limited by the access rights which are set

at file level during file creation.

For all file types besides FileType.StandardData, the backup mechanism has to be considered when accessing
or changing file data. This transaction oriented backup mechanism ensures, that data that has been written or
updated in a file that supports the backup mechanism, will be"visible only after a Cmd.CommitTransaction has
been successfully executed. The transaction mechanism is.described in Section 12 in detail.

The detailed description of all the data management commands can be found in Ref. [1].

11.1 Example: Using the Linear Record File

Following example shows how to construct a data manipulation command by using the WriteReecord command

in CommMode.Full.

Table 60. Wirte a Record into a LinearRecordFilée

Step [Action Direction |Command Comment
1 AuthenticateEv2First Part |> 710000
1

2 Response Part 1 < AFF545FBD2F3BC4364D825B25
C781C24E1

3 AuthenticateEv2First Part™|> AF79B1F4D6B55EADE6GF1DF3

2 D0OB01EB1DADFED19866235187
CBC1CFC84F6A2D151E

4 Response Part 2 < 0021DB934655D39DEO
E580603223EB879268A7TAAA41F9
B169F619C7DE20A2AD3C2

5 Ksesenc = 151D2E58CC8338133069F27 Session Key used for data
CDC873AFB encryption

6 KsesmAC = E602CEF77673CB45F1629A48378 | Session Key used for data
F37BB CMACing

7 Tl = 388A4EDC Transaction Identifier

8 Data to Write = 00112233445566778899 Target is a LinearRecordFile with
AABBCCDDEEFF000102030405 |a RecordLength of 32 byte (0x20).
060708090A0BOCODOEOF The file demands CommMode.Full

9 EncryptionlV ='E(KSes = FAC9A4267C4345193E7CD816C6 |IV for command data encryption

ENC, A55A || Tl || DE4BA6
00000000000000000000)

10 Plain data for encryption |= 00112233445566778899 Record data with length 32
AABBCCDDEEFF000102030405 |appended with 80h and then
060708090A0BOCODOEO padded to the next multiple of the
F8000000000000000000 AES Block Size
0000000000000

11 Encryted data = 8C35A3DF3287B2B3B8CBB27D29 |Encrypted data which is sent to the
C05940580AFBBEB15C4E12209 |PICC
ABB6CA8B85757319F9C79ES53
D982833A0C12AF7ED3FE34

AN14215

All information provided in this document is subject to legal disclaimers.

© 2024 NXP B.V. All rights reserved.

Application note
CONFIDENTIAL

Rev. 1.0 — 13 November 2024
975010

97 /131



NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

Table 60. Wirte a Record into a LinearRecordFile...continued

Step |Action Direction |Command Comment
12 MAC Input Data = Cmd = 3B0000388A4 MAC input, 3B is the command
|| CmdCtr || Tl || Cmd EDC100000002000008C35 code for WriteRecord, the CmdCtr
Header || E(CmdData) A3DF3287B2B3B8CBB27D29 is 0x0000 here, as its the first
C05940580AFBBEB15C4E12209 |command sent and the Header
AB86CA8B85757319F9C79E53 is FileNumber (0x10), the Offset
D982833A0C12AF7ED3FE34 (0x000000) and the record length
(0x000020)
13 CMAC = EEB1A51654C016F86C35A69A934 | CMAC calculated with Ksesmac
ECE22
14 WriteRecord > 3B100000002000008C35A3 Command sent to the PICC
DF3287B2B3B8CBB27D29

C05940580AFBBEB15C4E12209
A86CA8B85757319F9C79ES53
D982833A0C12AF7ED3FE34B116

COF8359A4E22
15 Response + CMAC < 006A66DD64858F6F62 The received 'Response including
CMAC
16 MAC input data = 000400388A4EDC The MAC Input data contains the
success/code (0x00), the CmdCtr
whichris.now 0x0001 and the TI
17 CMAC = 446A7C6658DD5B644A853B8F436 | The calculated CMAC is truncated
FE862 using every second byte. It fits the
received one.
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12 Transaction Management

MIFARE DUOX supports a mechanism to group all the data management commands which are executed into
one single transaction. This means, that one transaction can consist of multiple read and write commands to
different files inside one application (or inside two applications whenjusing the shared application management).
A transaction needs to be committed, e.g. set to valid, using the Cmd.CommitTransaction. Only after committing
the transaction, the changes get active in the files. Before committing, the file content reflects the old/original
content, how it was before a write operation took place.

This transaction oriented mechanism also supports committing’or aborting all write operations to files (with
integrated backup mechanisms) via a single command. Excluded from the transaction mechanism is the
FileType.StandardDataFile. Cmd.AbortTransaction sets all'write operations that were executed on files to
invalid, and ensures that the file content does not change;-and the original content stays valid.

In order to start a transaction, there is no dedicated €xecution of a special command needed. A-transaction
is started automatically as soon as an application (or two applications, when using shared application
management) is selected using Cmd.SelectApplication. Also after committing the previous transaction, a
new transaction is immediately automatically started. A transaction is finished when executing the successful
Cmd.CommitTransaction or Cmd.AbortTransaction.

MIFARE DUOX also supports the so called Transaction MAC and/or Transaction SIG feature. This feature
allows a third party to check the authenticity'of ajtransaction and to detect fratdulent scenarios. A detailed
description can be found in the following sections, starting with Section 12.17and Transaction SIG

12.1 Transaction MAC

In many application scenarios, payment terminals (point of services) are*run by'third/party merchants and not by
the payment providing company or the,application providerdirectly.

Transactions which are/done using the.POS at the merchant by the/customer (using the customer PICCs) get
reimbursed later by the clearing house or the backend of the PICC-issuer respectively the application provider.

This setup allows multiple opportunities for merchants-insert frauds., Examples for fraudulent scenarios are:

1. PICC was neveriused, but-merchant claims it to-the backend

2. Merchant claims higheryamount for reimbursement than was actually debited from the PICC

3. Data gets manipulated. diffefently than stated’in.a contract between.merchant and backend provider
4. Merchant claims multiple reimbursements for the same‘transaction

All these fraudulent activities can be detected-by the Transaction MAC feature of MIFARE DUOX.

Using the,Transaction MAC feature;ithe PICC+generates a MAC oyer all data manipulation commands
that happened during.one transaction, by using a key.that is only*known by the PICC and backend
(KeylD.TransactionMACKey).

The PICC also keeps a counter. (Transaction MAC-Counter = TMC), which is increased after every successful
transaction.

Depending on thejconfiguration of the PICC, the merchant/can retrieve the encrypted MAC (Transaction

MAC Value =TMV) as‘well as the.Transaction MAC Counter. If configured, he can also be forced to commit
the-current’Reader ID (the.ID of the.terminal where the.transaction happened) and retrieve the encrypted
previous Reader ID. All the/encrypted values‘that the merchant can get from the card need to be reported to the
backend in order to validate the parameters there and get a reimbursement for the successful transaction. The
interaction-between the merchant, the customer and-the backend can be seen in Figure 21.

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 99/131




NXP Semiconductors AN1 421 5

MIFARE DUOX features and hints

12.1.1 Committing the Reader ID

If there are multiple merchants running installations for the same application, sometimes it is the case that the
fraudulent transaction is detected by our TMAC functionality but it cannot'be related to the scamming merchant.
To solve this issue, an application can be configured (optional) in such a way that the merchant must commit
the ID of its terminal (ReaderID) using Cmd.CommitReaderID before doing the transaction finalization using
Cmd.CommitTransaction. The ReaderlD is called TMRI - Transaction MAC ReaderID and is 16 bytes long.
Committing this ReaderlD requires a prior authentication with an“application key assigned for this purpose while
activating the Transaction MAC feature (KeylD.AppCommitReaderlD).

Typically the Cmd.CommitReader|D will require a SAM inside the reader, so that the Reader|D cannot be
forged or attacked by a fraudulent attacker. The ReaderID-then should be the SAM UID, or a uniqgue number
that is stored inside the SAM of the reader. Also the KeyID.AppCommitReaderlD should be stored in the SAM
securely.

AppTransactionMACKey App‘fraﬂsacﬁonMAEKey

o =

| Arbitrary Transaction

—

MIFARE
DESFIRE EV2

PICC

TMAC
enabled

Figure 21. Transaction MAC Workflow using ReaderlD

12.1.2 Transaction MAC Enabling

The TMAC feature.in MIFARE DUOX is.enabled automatically when creating a Transaction MAC File
(FileTypesTransactionMAC). ‘This TMAC file contains the KeylD.AppTransactionMACKey as well as the 4 byte
Transaction MAC Counter<(TMC) and the-8 byte Transaction"MAC Value (TMV).

The TMC starts-from 0x00000000. After eachsstccessful-commit transaction, the counter is increased by 1. If
the TMC reaches OxFFEFFFFF, no'more transactions.can-be executed.

The TMV is:.the 8 byte CMAC computed overthe Transaction MAC Input (TMI), which consists of the command
data and other information of all executed'commands during one transaction.

The Transaction MAC file also‘internally holds the TMRIPrev (the ReaderlID of the previous transaction)
as well as the KeylD.AppTransactionMACKey. The KeyID.AppTransactionMACKey needs to be provided
as a parameter when executing Cmd.CreateTMACFile (Examples for TMAC File creation can be seen in
Section 12.1.3).
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12.1.3 Create Transaction MAC File Command

Cmd =CE
FileNo = 06
FileOption = 03 (Fully encrypted)

AccessRights = 301F (LSB first. Read Key 1, Write access will be always F, KeylD.AppCommitReaderIDKey
3, Configuration Change Key 0)

TMKeyOption = 02 (Only AES is supported)

TMKey = AOBOCODOEOF000102030405060708090

TMKeyVersion = 00

Total Command = CE0603301F02A0B0CODOEOF00010203040506070809000

Please note that previous reader id (TMRIPrev) is not provided at Cmd.CreateTransactionMACFile. The initial
TMRIPrev is set to all zero bytes (16 bytes)

12.1.3.1 Example: Create Transaction MAC/File in EV2 Secure Messaging

KeyID.SesAuthENCKey = 279ABB613B4C873457FDB3CE796CB7A6 (generated from the current
authentication).

KeylID.SesAuthMACKey = 213FD7FABC970569CB12A725F05C1D2C (generated from)the current
authentication).

Current CmdCtr = 0200 (LSB first)

Tl = 2EE822E8
Table 61. Create Transdction' MAC'File Example (in EV2 Secure Messaging)
Step Command Data Message
Data to be encrypted =
= 0

1 Command Data (TMK&y {| TMKeyVersion) AOBOCODOEOF00010203040506070809000

9 Padded.to make multiple of 16 bytes AOBOCODOEOF00010203040506070809000800000
(0x80 followed by 00s) 000000000000000000000000
IVc = E(KSesAUthENG, OxAS||0X5A|TI|IC. | ~Z

3 mdCtr|0000000000000000) B83AAA959FDF012705342696290A4704

4 Standard Encryption using the:KSesAuth _ 1F412B1F610F6DCD9001E24DFD82974C9C885B3D4F322482
ENC ~ | DAE299672BB43A657

5 ?é": dfﬁrc‘;:q'g“c':t'ﬁﬁlwl':?ecl\lo | Accesd | | OE02002EEB22EB0603301F02F412B1F610F6DCDI001E4
Rights || TMKeyOption || Enc(CmdData)) DFD82974C9C885B3D4F322482DAE299672BB43A657

6 IV for'@MAC calculation 00000000000000000000000000000000

7 CMAC = |4436555C7ED5E1B1

3 Cmd.CreateTransactionMACFile . (CE0603301F02F412B1F610F6DCD9Y001E24DFD82974C9C885
C-APDU B3D4F322482DAE299672BB43A6574436555C7EDSE1B1

9 Updated CmdCtr =..]0300

10 R-APDU <% 008289DA269D6F7D2F
Data for calculating €MAC on response )

1 (RC || CmdCtr || TI) = |0003002EE822E8
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Table 61. Create Transaction MAC File Example (in EV2 Secure Messaging)...continued

Step Command Data Message
12 CMAC to be received = |8289DA269D6F7D2F
13 Compare CMAC calculated and received | _ | 558000 269D6F7D2F 2 8289DA269D6F7D2F
from the card

12.1.4 Transaction MAC Computation Steps

The Transaction MAC computation requires the execution ofsmultiple sequential steps (see Figure 22).

Transaction MAC — Computation Steps

i
EN
Y
4 A
AN ~
.‘y 'l.N
o SRS

"R
=

Figure 22. Transaction MAC Computation Steps

12.1.4.1 Transaction'MAC_Computation — Prestep

The activation of the TMAC/feature is done by creating the Transaction MAC file as already described in
previous sections:

12.1.4.2 Transaction MAC Computation= Initialization

On transactionstart (before performing any commands that need a'Transaction MAC computation update):

e TMI is set to an empty string
* TMRICur is set to an’'empty.string
e Two TMAC session keys are.derived'(from KeylD.AppTransactionMACKey)

1. KeyID.SesTMMACKey-for,computing.TMV
Itis"based ona session vector SV1:
SV1 = 0x5A"]| 0x00 |}.0x01 || 0x007]| 0x80(|| (TMC,+1)|| UID || Padding (if necessary to make multiple of 16)
KeyID.SesTMMACKey.= CMAC? calculation from (KeyID.AppTransactionMACKey, SV1)
2. KeylD.SesTMENCKey-for encrypting previous ReaderlD (if used)
It is based on a session vector SV2:
SV2 =-0xA5 || 0x00 |] 0x04.]]/0x00 [|.0x80 || (TMCy* 1) || UID || Padding (if necessary to make multiple of 16)
KeyID.SesTMENCKey= CMAC* calculation from (KeylD.AppTransactionMACKey, SV2)
*CMAC algorithm described in NIST Special/Publication 800-38B (see Ref. [1])
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12.1.4.2.1 Example: Generation of TMAC Session Keys

KeyID.AppTransactionMACKey = AOBOCODOEOF000102030405060708090
UID = 04175D87000000 (7-byte UID, so no padding is needed)

Current TMC = 05000000 (4 bytes, LSB first)

SV1 = 5A000100800600000004175D87000000

KeylD.SesTMMACKey = 237D87D5C2789702B18CB29675AEF3C6

SV2 = A5000100800600000004175D87000000

KeylD.SesTMENCKey = FF9C67FE242109C1AEB42A7CCC004C4E

12.1.4.3 Transaction MAC Computation — Update

The Transaction MAC Input (TMI) gets updated for each data manipulation command including Cmd.ReadData,
Cmd.GetValue, Cmd.ReadRecords and much more/Please see Ref. [1] for all exact details, how the TMI gets
updated for the different data manipulation commands (few examples are also given below)

12.1.4.3.1 Example: Update TMI

Debit value file by 1

TMI will be updated as TMI = TMI||Cmd||FileNo||Value|| ZeroPadding (10 byte padding to make it to multiple of
16)

Cmd: “DC”, File ID: “03”, Value: “01000000”,

Current TMI is empty string as transaction is just initialized

New TMI=DC]||03||01000000(|00000000000000000000 =.D€030100000000000000000000000000
Write a record in record-file (cyclic)

TMI will be updated as TMI = TMI last TMI - already‘a multiple of 16 byte ||Cmd||FileNo||Offset||Length||Zero
Padding(padding to’make it multiple of 16 up to this' parameter)||Pata||ZeroPadding(again padding to make it
multiple of 16)

Cmd: “3B”, File ID: “04", Offset: “000000”, Length:.“0B0000”, Record:#020709183530DE02006400”,
Current TMI = DC030100000000000000000000000000

New TMI=DC030100000000000000000000000000 |[3B}|04||000000}|0
B0000||0000000000000000(|020709183530DE02006400||0000000000 =
DC0301000000000000000000000000003B04000000080000000000000000000002070
9183530DE020064000000000000

In some applicationsyone might'need to read the current content of a record file or value file, but does

not want'to have the command in the/MAC calculation. In"such cases an abort transaction command
(Cmd-AbortTransaction) can be performed after execution of those commands to exclude those contents from
the Transaction'MAC calculation. There are also use cases where those commands shall be included. For
example, if‘avalue alikeoperation.is implemented in/datafiles, the backend might need to know the current
value as well as the updated value:,Or if just'some data is read (e.g. card holder ID) and reimbursement is done
with a fixed value based on this.read out ID. Please note that execution of Cmd.AbortTransaction command
doesn’t lose‘the authentication state, but'the transaction is initiated again.
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12.1.4.4 Transaction MAC Computation — CommitReaderlD

If the execution of Cmd.CommitReaderID is a must, an authentication with KeylD.AppCommitReaderlDKey has
to be performed. After successful authentication, Cmd.CommitReaderIDvis executed, which provides the current
ReaderID and receives the encrypted previous ReaderID. Encryptionris done using the AES block cipher
according to CBC mode of NIST SP800-38A without any padding (IV is the zero-bytes IV). After successful
execution of Cmd.CommitReaderID, the TMI gets updated as follows:

12.1.4.4.1 Example: Execution of CommitReaderID,Command

TMI will be updated as TMI = TMI || Cmd || TMRICur || EncIMRI || ZeroPadding (to make it a multiple of 16
bytes)

Cmd =C8

TMRICur = 04123B01D52880A1A2A3A4A5A6A7ABA9

In EV2 SM

Authenticated with Cmd.AuthenticateEV2NonFirst using KeylD.AppCommitReaderIDKey
KeylD.SesAuthMACKey = BFC148020D639B8358FBF92F 1297D6F4

Tl = 1DD6C464

CmdCtr = 0200

Table 62. Example: Commit Reader'ID (in EV2-Secure Messaging)

Step Command Data Message
Data to calculate CMAC
1 = 02001DD6C46404123B01D52880A1A2A3A4A5A6ATA8A
(Cmd || CmdCtr ||| TMR) C80200 6C46404123B01D52880. 3A4A5A6ATABA9
2 CMAC = |4380E238D3A7ADCE
3 Cmd.CommitReaderlD . |C804123B01D52880A1A2A3A4ASABATABA94380E238D3A7
C-APDU ADC
Updated CmdGCtr =( 0300
4 R-APDU < 00710514F847DF5244F2D22D7D64BC0A145CDCB7DA885
DFC1D
5 EncTMRI _ | 710514F847DF5244F2D22D7D64BC0A 14
Please see Encryption of Transaction MAC ReaderID below

12.1.4.4.2, Example? Encryption of-Transaction_ MAC ReaderlD

KeylD.SesTMENCKey = FF9C67FE242109C1AEB42A7CCC004C4E

TMRIPrev = 04123B01D52880A1A2A3A4A5A6A7A8A9 (same as the current one - as same TMRI has been
used.in.previous.transaction)

EncTMRI =710514F847DF5244F2D22D7D64BC0A 14

Updated TMI = DC0301000000000000000000000000003B040000000B000000000000000000000207
09483530DE020064000000000000C804123B01D52880A1A2A3A4A5A6ATABA97105
14F847DF5244F2D22D7D64BC0A14000000000000000000000000000000

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 104 /131




NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

12.1.4.5 Transaction MAC Computation — Finalization

Cmd.CommitTransaction finalizes the transaction and therefore also,the TMAC calculation. The TMV gets
calculated (8 byte CMAC is calculated over the TMI using KeyID.SesTMMACKey according to EV2 Secure
Messaging).

12.1.4.5.1 Example: Execution of Cmd.CommitTransaction and TMAC Finalization

TMI = DC0301000000000000000000000000003B040000000B0000000000000000000002070
9183530DE020064000000000000C804123B01D52880A1A2A3A4A5A6A7ABAS7 105
14F847DF5244F2D22D7D64BC0A14000000000000000000000000000000

KeylD.SesTMMACKey = 237D87D5C2789702B18CB29675AEF3C6
Tl = 1DD6CA464

CmdCtr = 0300

KeyID.SesAuthMACKey = BFC148020D639B8358FBF92F1297D6F 4

Table 63. Example: Commit Transaction (in EV2/Secure Messaging)

Step Command Data Message
Data to calculate CMAC
1 (Cmd || CmdCtr || TI || Option) = |C703001DD6C46401
2 CMAC = |19E80643AFFEAODE
Cmd.CommitTransaction
3 C-APDU > |C70119E80643AFFEAODE
4 R-APDU < |0006000000C6A2A823884CDEBA60B02FBAF6F9BEG6G
5 T™MC = 106000000
6 ™V = |C6A2A823884CDESA

12.1.5 Retrieval of TMC and_TMV

TMC and TMV can_ be retrieved as the response+of Cmd.CommitTransaction (if bit 0 of the Option parameter is
set to 1). TMC and.TMV can be also read via Cmd.ReadData) Please"note that Cmd.CommitTransaction returns
TMC and TMV,in plain.

In case TMC.is considered as sensitive business information, one'should use Cmd.ReadData and therefore the
Transaction MAC File shall be creatéd using'CommMode.Full.

12.2 Transaction SIG

Similar as*for the TMAC feature, also a Transaction Signature-€an be calculated instead of a CMAC. There is no
difference in the input for the signature calculationyit reuses the input of the TMAC, the only difference is, that

a specific ECC key which.is allowed-for use with TSIG needs to be present and specified. This is done in the
Cmd.CreateTransactionmMacFile:

In the following example;.the PICCMasterKey as well as\the AppMasterKey is
00000000000000000000000000000000
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Table 64. Application creation and file creation for TSIG support

C7833924180C9818E4CFF9A5
EAF1B5C2B951ED2D6EE23

Step |Action Direction [Command Comment

1 AuthenticateEV2First Part1 > 710000 Authentication with

2 |Response 1 < AFD1561739766FDDEDOD1 PICCMasterKey.
BDFED7659C103

3 AuthenticateEV2First Part2 > AF1C98CD1AAFD313E2020

12 Response 1

AFE5C14F196997EFCED66D86
CEB60ODES8F5

13 AuthenticateEV2First Part2

AF1000FF7525A45E108B50EES
EA7B186FCE7883336D99492094
BF94FD776A78942

14 Response 2

008F5CEE3D099EDSDC24
C46543970BD60EC156E2AD167
C2571D6723785F78329C4

4 Response 2 < 00A3B2E9E4343D339982DF83B60
D98FRE3ECA6773E05EE4C8D26F2
F7A3A5FAFAGDO
5 Format > FCBE8DB237C0400409 Format the(card
6 Success < 00ABB28F279AE866E2
7 CreateApplication > CA0100000F82AC644897A253A4 |Create the/application. In
B2 this case, its AID 0x0000
01 There is no setting to
8 Success < 00779748D0301E8AAE be made at application
creation to enable the
TSIG feature
9 SelectApplication > 5A010000 Select the just creatied
10 Response » 00 application 000001.
11 AuthenticateEV2First Part1 > 710000 Authentication with App
MasterKey.

15 ManageKeyPair

4600000C40003000000000C82
F186757AB50DDDPBDF6440538
EE9BFC9A2E103B4ACDA14

16 Success+ PubKey

00674971C7CO0EO6E8D8257E920
F185C88B5CE944F92CF942E4
B300C33240D8326BAB0O1EA11703
E1EAOEEQ3C484365FF05CF062
B666391D44F2ADC02DD8AD43
A13D24A8A4FFD606C8A3D7669
FC20D600E 16B839E368347D33E

16a~=plain PubKey

04DF68234DBC710E800B256
E8905D88CF598244E2052E80
BAA31CD83A5CFC18451C2
D53343E6698F832D18222E1150
B1314890809C09534363FC2E56
DA35C6C3BC

ManageKeyPair with option
byte 0x00. This generates
a ECC key in key slot 0x00
and responds the PubKey
encrypted with the session
keys. The key policy is set
to 0x0040, which enables
the key to be used with the
TSIG feature.

17 CreateStdDataFile

CD01010000000100610DD5F66
B854206

18 Success

<

O0OEOFC5B98E14F6981

Create a StandardDataFile
which will be later used for
data operations
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Table 64. Application creation and file creation for TSIG support...continued.

Step |Action Direction |Command Comment

19 CreateTransactionMacFile > CEO203F01F80C720E5D61C5F68 |Create a TransactionMac
C1E25799E8914638D61184CC57 |File. Access Rights are
BDA6DF85 0x1FFO0 (Read with Key 1,

Never Write, Never Read
Write, Change with Key0).
Write and ReadWrite are
mandatory to be set to OxF
for TransactionMacFiles.
As this example does not
use the CommitReader

ID function, there is no
TMkey (usedfor ReaderlD
encryption). defined.

20 Response < 00324F341FCOA70B31

The following table is an example transaction with a read and a write command, that will result.in'a TSIG.

Table 65. Transaction with returned TSIG

Step Action Direction | Command Comment
1 SelectApplication > 5A010000 Select the
5 Success 2 0 application 000001.
3 AuthenticateEV2First | > 710000 Authentication with
Part1 AppMasterKey. Its
not necessary here
4 Response 1 < AF2B8C02EFE402025F513CE765D8F1FD10 that this is the App
5 AuthenticateEV2First [> AFO0B57780AA3387D14A75208 FCADO71F3CF0OB347 |MasterKey, it can
Part2 FB62144E0D4D54057CFF22B726 be any application
key that grants the
6 Response 2 < 00AE0284498FD591A229153294465C3CB28B7858 | ceded Write/Read

CF07D1229890946C3D1F92D19D access rights.

7 WriteData > 3D0100000070000000112233445566778899 Write some data
AABBCCDDEEFFB614AD4ED1B3E420 into the StdDataFile
using CommMode.
8 Success < O0F10E38FC11C3C684 MACed
) ReadData > BD010000001000004440A071CASB315A Read some data
10 Success < 0000112233445566778399AABBCCDDEEFF09C3D2 |22k from the Std
BD15142A5A DataFile using
CommMode-MACed
11 CommitTransaction |> C701BCCOA3BEDO046F9D8 Commit Transaction.
12 Success+TSIG < 0001000000F7AD2AC4BA3C4E8631FESB1CCH This will return

the TSIG and the
transaction MAC
counter (TMC),
which is for this
example "01000000"

FE1C781EC87F6FB6AA2AD022AAF7BBBE4B8
777TAFBADABE103BFE200F952D9EA70DD6B8037
4D7700A155EBF81E486E3C5B6678BCCDCF90
D732830A5

The actualtransaction is'how over.The card-returned the transaction signature which now need to be verified
by the backend. Thissmight be necessary to ensure that a transaction was executed as intended and not
manipulated’by the reader in order to gain-e.g. monetary advantages. As the private key is not present at the
reader, the reader'can not forge this signature, and-therefore can not hide any additional or left out commands.
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E2052E80BAA31CD83A5CFC18451C2D53343E6698
F832D18222E1150B13.14890809€09534363FC2E56
DA35C6C3BC

Step Action Direction [Command Comment

1 Build input The input for the signature verification is.build.up as descripbed in the datasheet. It is
generally build from the command code(s).and command header(s) padded to a multiple
of 16 with 00s, and the datafield of the command(s), also padded with 00s to a multiple
of 16 byte.

2 Command code = 3D01000000100000 This will be padded
and header for first to 16 bytes using
command (write) 00s

3 Data for first = 00112233445566778899AABBCCDDEEFF In this case, it is
command (write) already a multiple of

16 bytes

4 Command code and |= BDO01000000400000 This will be padded
header for second to,16 bytes using
command (read) 00s

5 Data for first = 00112233445566778899AABBCCDDEEFF In this case, it is
command (read) already a multiple of

16 bytes

6 Transaction MAC = 01000000 as received by the
Counter CommitTransaction

command

7 Full input (incl. = 3 The full Transaction
padding) D010000001000000000000000000000001122334455 |MAC Input is

66778899 concatenated with
AABBCCDDEEFFBD0100000010000000000000 the returned TMC
0000000000112233445566778899 + 1 to form the final
AABBCCDDEEFF02000000 input for Signature
verification
8 Public key = 04DF68234DBC710E800B256E8905D88CF598244 The public key was

returned during
personalization.

The private key to
generate a TSIG

in this example is
ONLY present on the
card, so noone else
can create such a
signature.
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13 Proximity Check

The Proximity Check Architecture can be (but does not need to be) used.in conjunction with the Virtual Card
Architecture. It allows the PCD to verify whether the PD is within a ‘certain distance. The goal is to avoid the
following attacks:

* A relay attack where an attacker tries to use a PD that is not in“proximity to set-up a transaction with a PCD.
This attack can be undertaken with or without the support of the legitimate card holder.

* A relay attack where an attacker tries to obtain privacy sensitive information from a card holder. The attacker
tries to find out whether the attacked PD contains a VC belonging to a certain installation by relaying the
requests of a valid PCD of that installation to a PD under attack. If the PD is accessed by the PCD after a
successful VC Selection procedure, the attacker knows the PD also belongs to the installation.

The working principle and the detailed command set.asiwell as the benefits that the Proximity Check
functionality offers are described in the MIFARE DUOX Data Sheet Ref. [1].

AN14215 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note Rev. 1.0 — 13 November 2024
CONFIDENTIAL 975010 109/131




NXP Semiconductors AN 1 421 5

MIFARE DUOX features and hints

14 Originality Check

MIFARE DUOX supports an Originality Check Mechanism based on_a-card-unilateral asymmetric
authentication, using an trust-provisioned ECC key and certificate from NXP. This key and certificate can be
overwritten during card personalization and be used later in a user-specific infrastructure to determine if a card
is belonging to this infrastruction or was provisioned by the correct card issuer.

The card-unilateral authentication is performed using the CmdiISOlnternalAuthenticate. This command
performes a 2-pass card-unilateral authentication as standardized in ISO/IEC 9798-3. Card-unilateral means,
that during this authentication, the card proves its authenticity, towards the reader, but the reader does not at all
provide any information about its identity.

Table 67. Card-unilateral authentication for originality check’purposes

Reader Transmission Card

Knows: Pub.Orig Knows: Priv.Orig
Generates RndA

Sends IsolnternalAuthenticate [OptsA ||'RndA >

generates RndB
Sig.0rig = ECDSAg;gn( Priv.Orig, 0xFOFO [|| OptsA]

|FRndB || RndA)
</RndB || Sig.Orig Responds.the Signature
Verifies Sig.Orig
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15 MIFARE DUOX APDUs

There are three types of MIFARE DUOX command-response APDU_or<framing methods existing:

* MIFARE DUOX Native APDU
* ISO/IEC7816 wrapping of MIFARE DUOX Native APDU
» Standard ISO/IEC 7816 APDU

The frame size that is currently supported by the MIFARE DUOX can be configured with each individual IC,
offering a variety from FSCI = 0 up to FSCI = 8. This relates to-a frame size of 16 bytes for FSCI =0 up to a
maximum frame size of 256 bytes for FSCI = 8.

The default FSCI for delivery of the MIFARE DUOX is set to/FSCI = 5, which reflects an actual frame size of
64 bytes. This default frame size of 64 bytes is maintained'for most of the native commands. A few.command
variants can make use of the larger FSC. These includeCmd.ReadData, Cmd.WriteData, Cmd.ReadRecords,
Cmd.WriteRecord and Cmd.UpdateRecord.

The exceptional commands listed here can make use of either native chaining (chaining frames-tsing 0xAF)
or the ISO/IEC 14443-4 chaining. An example of the ISO/IEC 14443-4 chaining mechanism can be seen in
Figure 24 and Figure 25.

15.1 MIFARE DUOX Command - Response APDU (Framing)

All the APDUs (C-APDU and R-APDU) have'to be embedded in the'block transportprotocol defined in ISO/IEC
14443-4, which can be seen in Figure 23.

-
N EDC
PCB €D DESFire EV3 APDU | R ¢
__ _(CRC 1
"1 byte’| Lbyte max. 60 bytes | T2bytes
N Maximum 64 bytes for default FSCI=5 i
Figure 23. MIFARE‘DUOX APDU embedded into T,= CL Frame
Comment--.Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 M) e e 0 rule D
4 rule B f by R(ACK)o rule 2
3 rule 7 1(0) = 1 rule D
4. rule B 0 <—= 1(0)4 rule 10
5 1(0)n — 0 rule D
6 tule B 1 <Zmn 1(0)o rule 10
Eigure 24, ISO/IEC 14443-4\Chaining’on the/PCD side
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Comment  Block No. (0) PCD PICC Block No. (1) Comment
1 rule 1 1(0)o S 0 rule D
2 rule B 1 <= 1(1)o rule 10
3 rule 2 R(ACK)y 5SS 1 rule E
4. rule B 0 <= 1(0)4 rule 13
5 1(0) > 0 rule D
6 rule B 1 <== 1(0)o rule 10
Figure 25. ISO/IEC 14443-4 Chaining on the PICC side

15.2 MIFARE DUOX Native APDUs

When using the MIFARE DUOX Native APDU format,.the C-APDU is constructed in the following way: a
concatenation of the command code (Cmd), the command header (Cmd Header) as well as the command data
(Cmd Data) is embedded into the T = CL frame.

A command code is always required, but depending on the command either command header, command data
or both can be missing as well.

The basic structure of a MIFARE DUOX Native C-APDU can be seen in Figure 26.

. EDC
I {[CRC 16)
1 byte |"Lhyte max. 60 bytes |~ 2bytes

»

PCB | CID| Cmd ||| Cmd Header || Cmd Data

'Y
¥

Maximum 84 bytes for default FSCI =5

Figure 26. MIFARE DUOX Native C-APDU

The R-APDU is constructed in the following way:"the response code is‘concatenated with the actual response
data. A response code is always required in order to signalize the success or the failure reason of a command
execution. Théresponse data can be missing; as not alllcommands,require the return of a response data.

The basicstructure of a MIFARE DUOX Native R-APDU_can be seen in Figure 27.

. EDC
PCB | CID |ResponseCode | | Response Data (CRC 16)
1 byte | /Yhyte |/ max. 60 bytes 2 bytes
-+ .

Maximum 64'bytes for default FSC1=5

Figure 27. MIFARE DUOX Native R-APDU
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15.3 ISOI/IEC 7816 wrapping of MIFARE DUOX Native APDUs

In order to be compliant to the ISO/IEC 7816 standard, native MIFARE DUOX APDUs can be wrapped /
converted into an ISO 7816 compliant APDU.

How the structure for the C-APDU and the R-APDU look like can beseen in Figure 28 and Figure 29.

Additionally also the extended length ISO/IEC 7816 APDUs are“supported which require an adaption of the Lc
field to 3 bytes as well as the Le field to 2 bytes.

CLA INS Pl | P2 Lo Data Field Le
PCB | CID |0x90| DESFire EV3Cmd Code (0x00 (0x00 | L h.of Data Field g Haaiar | commamt Bita 0x00 :
ire mi e | Ox Xi en, a Fiel
stha as required for native APDU (CRC ¥

Maximum'6&bytes for default FSCI =5
Maximum 128Bytes for FSCI=7

CLA INS P1 | P2 Lc Data Field le Jon
PCB | CID |0x90| DESFire EV3 Cmd Code |0x00|0x00| Length of Data Fielg | C™¢ Hieader || Command Data |, /) ./ EDC
f as required for native APDU W{CRC 16)
1byte | 1byte | 1 byte 1byte 1byte | 1Hiyte 1byte max. 54 bytes 1 byte ¥ 2bytes
Maximum 64 bytes for default FSCI =5
Maximum 128 bytes for FSCI £7
CLA J_NS P1 | P2 Lc Da;@ Field Le
. _ | Cmd Header | | Command Data EDC
PCB | CID (0x90| DI 3Cmd 0x00 |0x00 | L h of D Field 3 Y 0x00
AESELe FV 3 Cm Unde. cnathiaf oG/ as required for native APDU (CRC 16)
1byte [ 1byte [ 1 byte 1 byte/ 1byte|1byte Vhbyte max. 54 bytes 1 byte 2 bytes
Maximum 64 bytesifor default FSCI=5
Figure 28. MIFARE DUOX"Native-C-APDU wrapped into ISO/IEC 7816*APDU format
Data Field swi sw2
Response Data Response Code EDC
PCB | CID esponse S 7 |oxey, ~ T
as required in native APDU as requiredin native APDU | (CRC 16)
1byte | Thyte “max. 58 / 122 bytes 1 byte “1byte 2 bytes
Maximum 64 bytes for defaulrFSEL=5
= Maximurm 128 bytes for FSBh=7
Data Field Swi SW2
J Response Data A Response Code EDC
PcB | aiD N 0x91 S
as required in native APDU ", | as required in native APDU | (CRC 16)
1byte 1byte max. 55 6ytes Thyte 1 byte 2 bytes
b Maximum 64 bytes for default FSCI =5
Figure 29. MIFARE DUOX Native’R-APDU wrapped into ISO/IEC 7816 APDU format
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15.3.1 Example: Cmd.ReadData using ISO/IEC 7816 APDU Wrapping

In Figure 30 an example for Cmd.ReadData in the ISO/IEC wrapped/ARDU format which uses native chaining is
shown.

In total 99 bytes will be read from file number 0x01, which requires a splitting of the read data into two frames.
The first response frame delivers 58 bytes of the file data, the,second response frame delivers 41 bytes of the
file data, making 99 bytes in total.

PCB | CID |Ox90(0xBD|0x00|0x00 |0x07 | 0x01000000630000 (Ox00 {5@)

1byte | 1byte | 1 byte | 1 byte | 1 byte | 1 byte | 1byte 7 bytes 1 byte smes

Maximum 64 bytes for default FSCI =5

EDC
PCB | CID Data (first frame 0x91 | OxAF
{ ) N (CRC 16)
1byte| 1 byte 58 bytes 1byte |\ibyte 2 bytes
Maximum 64 bytes for default FSCl1=3
EDC
PCB | CID |0x90 |OxAF|0x00|0x00| - 3 0x00
(CRC 16)
lbyte | 1byte | 1byte [ 1byte | 1byte | 1 byte 1byte 2 bytes
Maximum 64 bytes for defaultFSCl =5
EDC
PCB | CID Data (second frame) 0x91 | Ox00
2 (CRC 16)
1byte| ibyte 41 bytes 1byte | 1byte 2 bytes

Maxighum 64 bytes for default FSC1=5

Figure 30. Example for-reading-99 bytes in ISO/IEC 7816-wrapping (using native chaining)

15.3.2 Example;;,Cmd.WriteData using ISO/IEC 7816 APDU Wrapping

In Figure 31 an example for Cmd.WriteData in the ISO/IEC wnapped APDU format which uses native chaining is
shown.

In total 99 byteswill be written to file number 0x01, whichirequires.a‘splitting of the data to be written into two
frames. The first command frame delivers(47-data bytes, the second command frame delivers 52 data bytes,
making 99 bytes in total:
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0x01000000630000 EDC
Pce | cp |0x90 |0x3p|oxoo0|oxo0| %7 * 0x00
0x2F + Data (CRC 16)
7 bytes Cmd Header +47
1byte | 1byte | 1byte [ 1 byte | 1 byte| 1 byte [ 1 byte bytes Command Data 1 byte 2 bytes
Maximum 64 bytes for default FSCI =5
PCB | CID = 0x91 | OxAF ]
(CRC 16)
1byte | 1 byte 1byte 1byte 2bytes
Maximum 64 bytes for default FSCI =5
"eDC
PCB | CID |0x90 | OxAF|0x00 | 0x00|0x34 Data 0x00
({cre 16)
- el
1byte | 1byte [ 1byte | 1 byte | 1byte | 1byte| 1byte 52 bytes 1 byie | 2bytes
Maximum 64 bytes for default FSCI =3
. p) EDC
PCB | CID = 0x91..0x00
| (CRC 16)
Abyte| 1byte ibyte | 1byte 2bytes
Maximum 64 bytesfor defaultESCI=5
Figure 31. Example for writing 99 bytes in.ISO/IEC 7816 wrapping-(using native chaining)
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15.4 Example: Cmd.WriteData — Writing to FileType.SdtDataFile using ISO/IEC 7816
Wrapping and CMAC communication

Secure Messaging Mode = EV2 Secure Messaging
Communication Type = CMAC

IV = 00000000000000000000000000000000

File no = 0x00

Offset = 000000

File Size = 100000 (16 bytes)

Data to Write = 00112233445566778899AABBCCDDEEFF
SessionENCKey = 349B77F969E354336764EAFBAQO3DFF3F
SessionMACKey = D81A077A64FD0D12A57DA95721D33022

Table 68.
Step Command Data Message
1 Input Data (native APDU without MAC) = |3D0000000010000000112233445566778899AABBCCDDEEFF
2 Calculate CMAC on Input-Data = |60AD6D50327897F2

3D0000000010000000112233445566778899AABBCCD

3 |Native APDU = | DEEFF60ADSD50327897F2

2 \ = |00000000000000000000000000000000
Prepare data in wrapped APDUY

3 CLA || INS (Native'©md) || P4J| P2 || Lc _ |903D00001F000000001000000112233445566778899
|| Data (file no ||'offset || length || data || AABBCCDDEEFE60AD6D50327897F200
CMAC) || Le

903D00001F000000001000000112233445566778899

4 C-APDU ” | AABBCCDDEEFF60AD6D50327897F200
5 R-APDU < “400732201000C1A6B5A
5 _Calcu_late CMAC on “00" (success code as | = 732201000C1AGB5A
in native)
6 Updated IV = |100000000000000000000000000000000
7 |@ompare CMAC calculated-and received. ' _ 1935501000 1A6B5A ? 732201000C1A6B5A

from.the PICC
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The standard ISO/IEC 7816 APDUs are constructed as shown in Figure 32 and Figure 33.

CLA INS P1 | P2 Lc Data Field le
Pea| b [ioxop| B2 2516 tstruchion ol o0 | angth o aita HA Data xx EDC
Byte (CRC 16)
1 byte | 1 byte | 1 byte 1 byte 1 byte | 1 byte 1 byte max. 54 bytes 1 byte 2 bytes
& Maximum 64 bytes for dafault FSCI =5 "
cLA INS P1 | P2 Lc Data Field te. ]
PCB | CID |0x00 D ZslGinstacion xX | xx |Length of Data Field Data XX ERe
Byte (CRC 16)
Figure 32. ISO 7816-4 Standard C-APDU
'Data Field SW1 | SW2
\ _ EDC
PCB | CID Response Data XX | XX,
(CRC 16)
1 byte | 1 byte max. 58 bytes “Vhyte | Lbyte 2 bytes
Maximum 64 bytes for default FSCI=5
Data Field SW1 | 5SW2
\ EDC
PCB,| /CID Response Data XX | XX
(CRC 16)

Figure 33 1SO 7816-4 Standard R-APDU

* 1SO7816-4)INS as/defined in Ref. [1].
e P1, P2IINS specific.
* Le if response expéected, otherwise absent.
¢ SW1SW2: INS specific as'documented in Ref/[1]
— SW1SW2 = 9000, for successful command'execution
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16 Additional Hints and Recommendations

16.1 Key Management

KeyID.AppTransactionMACKey and KeyID.AppCommitReaderID 'should be UID diversified.

Cmd.CreateFile and Cmd.DeleteFile (for the different file types) shall be protected by KeylD.AppMasterKey
(KeylD.AppMasterKey shall not be present at a merchant terminal). This will also make sure that
KeyID.AppTransactionMACKey is not sent in plain (as there will'be an active authentication) at Transaction
MAC file creation. The TMAC file requires 3 blocks of memory and this memory will be reused in case the

file is recreated. If a Transaction MAC file has to be deleted*and recreated by the application owner, a new
KeyID.AppTransactionMACKey should be used to avoid the/overlap of the transaction MACs (TMC will be reset
to zero at file creation). The counter that you should not.only reset, that is, recreating the file using.the same
Transaction MAC Key. In these cases, TMI will be different for new transactions.

The system shall be designed in such a way that a merchant will not be able to forge the ReaderlD (if used). A
SAM shall be used for this purpose. The KeylD.AppCommitReaderlD shall be stored in the SAM/(dumping is
not allowed). The SAM UID with added padding can be used as a ReaderlD.

16.2 Application Management
Both in conventional and delegated-applicationjjone should initialize the default‘application keys (using
Cmd.ChangeKeyEV?2) before creating the file.system.

Use KeyID.PICCDAMAuthKey.as UID-diversified as this will avoid’ attacks on DAM commands of any PICC if
the DAM keys of one PICC have-been.compromised.

Updating of the keys should-be’done in“a;secure environment'if there is.not enough/mutual trust between
application provider and RICE issuer.

When a delegated application is created targeting an already existing-slot, the old application is deleted (in the
background without the user noticing) before the new application is.created. In\case of tearing, this can lead
to the situation that the-old application is deleted without the new application being created. In such scenarios,
Cmd.CreateDeletegatedApplication needs to be executed again.

The PICC issuer must use real'random numbers‘in.the DAM initial application key encryption (EncK
KeyID.AppDAMDefaultKey)«This will ensure that‘different application-providers will receive different EnckK
(encrypted default-DAM application keys) even if they use.identical.KeylD.AppDAMDefaultKey. That means
from the parameter of the €md.CreateDeletegatedApplication one“cannot distinguish that different application
providers are using the'same KeylD.AppDAMDefaultKey or an application provider is using the same key for
different applications;

16.3 Initial trust of an ECC only-application

MIFARE.DUOX/supports a mechanism toicreate an application'without symmetric keys. A big advantage

of thisimechanismuis, that.no"memory‘is reserved.for symmetric keys, as the application will for the initial
personalization.use a temporary application master key (AppMasterTmpKey) that can be disabled after the
application creation process, e.g. afterthe ECC keys werecreated. Further personalization can then be done
using ECC-mutual authentication,

The below example uses following keys:
Card Key.Pair: Generated on MIFARE DUOX with"€md.ManageKeyPair
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Public key (returned from the card): 04D28C5A669113F1D0071FOFDEOOEFFAD488A625FF896C415F5EEQ05
B488D1E0574503C3AB499F13E2C060E69DF765A5B42FA49E 1DFR69F 374408FAAE33A5C36C

Card certificate (Length: 190100): 308201153081BDA003020102020400000001300A06082A8648CE3
D040302301431123010060355042D03090043415F526F6F7430301E170D3234303932363133353531305
A170D3235303932363133353434315A30133111300F060355042D0308005375626A6563743059301306072
A8648CE3D020106082A8648CE3D03010703420004D28C5A669113F1D0071FOFDEOOEFFAD488A625FF896
C415F5EE905B488D1E0574503C3AB499F 13E2C060E69DF765A5B42FA49E1DF69F374408FAAE33A5C36
CCO0300A06082A8648CE3D04030203470030440220744B3D8D91FF170C485539EB26D75F9A93F640F0838
EFBB41B1E9DF3827F7E2002201C613CCF5232EEF56BCRFFF6ACBE102CB4E1511912E5739CDE14C460
DA5D412B

CAROootKey, used on card and reader side: Pub: 045662FE4BB1B06816C7849CE19CAE901CC720FD300458
EAD97806541280ECOF74C5D0F42692ECD2B97A93F6417D7FC93EDABE4A38FEF81E414CCB9B87A51B72
F2D; Priv: 337A05371C2B27C28267C054303264B623C4F33B0754B59655BECFC756368B4D

PICCMasterKey: AES-128, 00000000000000000000000000000000 (default value)
PICCAppDefaultkey: AES-128, 00000000000000000000000000000000 (default value)

Table 69. Creating an ECC-only application

Step Command Direction |Data Comment

1 CreateApplication > CAA5A5A5078FEF869512C5F9AABC Create the

2 Success < 004D592D622F9E9925 ;”;:L‘Z;gﬁ%‘g

= 0xA5A5A5; Key
Settings1 = 0x07,
Application Master
Key needs to be
changeable, and
the AppKeySettings
needs to be frozen;
KeySettings2 =
0x8F, This indicates
AES-128 keys are
used, and that the
AppMasterTmpKey
shall be enabled.

GetApplicationIDs > B6ABA0O8DOD8D24E2AEA Get AIDs that are

present on the
Response < 00A5A5A54E07.B852009FF87A card and select the
SelectApplication > 5AA5A5A5 previously generated

app by using its AID.

ol A~ w

Success < 00
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Table 69. Creating an ECC-only application...continued

Step

Command

Direction

Data

Comment

7

AuthenticateEV2First
Part1

>

710000

Response 1

AFDAD31010F130FE19E77€442FED65F16E

AuthenticateEV2First
Part2

AF27COECC2434F5832FAB227B941CC62FC438FF4
CEB4DF2A011C8231FD34C21E77

10

Response 2

0091DEEED446785F65E100D0BC95B4F23071C
E0644397041E9DC543123578F764A

Symmetric
authentication with
the AppMaster
TmpKey. This

key is only there

for the reason of
creating the structure
and keys that are
used in ECC-only
applications, and will
later be disabled.
The key,value is the
AppDefaultKey as
configured on the
card)(no derivation
used)

1

ManageKeyPair

4600000C80003000000000E675A9F4D630752DA97.3
A95EE354EDE21438305F74CBEBB9

12

Response + Public
Key

00COC6CB2E3F15F74F4B3A2FF32717B3F552128
C9CCOE4192CE58A048E279D8E4CC85389C0
FF14745E9B79EF31AC8F4C22D31A6BDED4C75ECS
CBE30818EB70386A917AC893D299243D332A62896
DF38817C758F7250DFCEODF7

The ManageKey
Pair command is
used to create an
ECC key inside the
application, that
later will be used for
authentication. In
this case, the Option
byte is set to 0x00,
which means a key
will be generated,
and a public key
will be returned.
This command is
sent in ComMode.
Full, as it is the first
creation of a key in
this key entry. Later,
the CommMode
setting of the key
itself will be used.
Please note: There
is no command Data
in this command.
However, one

block (16 byte) of
encrypted data

are present, as it

is required to pad
command Data

with 80 and then
following 00 until
the next multiple of
the AES blocksize is
reached.

13

CreateStdDataFile

CD000000EO000300C26DB9A4DE4A3FA4

14

Success

0078C60A065EF22534
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Table 69. Creating an ECC-only application...continued

Step

Command

Direction

Data

Comment

15

WriteData

>

3D000000001C0100190100308201153081BDA00302
0102020400000001300A06082A8648CE3D0403023
01431123010060355042D03090043415F526F

16

AdditionalFrame

AF

17

WriteData

AFB6F7430301E170D3234303932363133353531305
A170D3235303932363133353434315A30133111300
F060355042D0308005375626A656374305930

18

AdditionalFrame

AF

19

WriteData

AF1306072A8648CE3D020106082A8648CE3D030
10703420004D28C5A669113F1D0071FOFDEOO
EFFAD488A625FF896C415F5EEQ905B488D1E05
74503C3

20

AdditionalFrame

AF

21

WriteData

AFAB499F13E2C060E69DF765A5B42FA49E1
DF69F374408FAAE33A5C36CC0300A06082A8648
CE3D04030203470030440220744B3D8D91FF170
C485539

22

AdditionalFrame

AF

23

WriteData

AEEB26D75F9A93F640F0838EFBB41B1E9DFE3827
F7E2002201C613CCF5232EEF56BCFFFF6ACBE 102
CB4E1511912E5739CDE14C460DA5D412B

24

Success

00

created before. Data
is written in multiple
frames with native
chaining.

25

ManageCARootKey

48000C0OF00300000000000E199CF49700FD31479
B44E7AA9DED525222A03C8EEOD1C9A8872EAA93
CE447BB44FD74309459C279131AD7567BB55E1
C031266A16EEEG1E1FOFB394354BODC8DAO1EFB3
F6A364FB82F1781C5AEB43EAEEFOA30F66B40A7
Cco

26

Success

OODDAQOEBAS9E54152

This command loads
a CA root key into
the application, that
will later be used
for validating the
reader certificate.
With this, all
requirements for an
asymmetric mutual
authentication are
there.

At this point, a dummy,ChangeKey ori€hangeKeyEV2 command can be sent, with which the temporary symmetric key will
be disabled: Aiter that, personalization can be finished by using asymmetric authentication methods.
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17 Abbreviations

Table 70. Abbreviations

Abbreviation Description

ACK Positive ACKnowledgement

AES Advanced Encryption Standard

AMK Application Master Key

APDU Application Protocol Data unit

APK Application Key

ATS Answer To Select

ATQA Answer To request, Type A

C-APDU Command APDU (sent to MIFARE DUOX)
CID Card Identifier

CMAC MAC according to NIST Special Publication 800-38B
CRC Cyclic Redundancy Check

CSR Certificate Signing:Request

EDC Error Detection Code

FDT Frame Delay Time

FWT Frame Waiting Time

HLTA HALT Command, Type.A

I-block Informationiblock

INF Information Field

KDK Key Derivation‘Key

LSB Lowest Significant Byte

LSb Lowest Significant bit

MAC Message Authentication Code

NAD Node ADdress

NAK Negative AcKnowledgement

PCB Protocel Control:Byte

PCD Proximity Coupling Device

PICC Proximity Card

PPS Protocol ‘and Parameter, Selection
R-APDU Response APDU (received from'MIFARE DUOX)
R-block Receive ready block

R(ACK) R-black ‘containing“a positive acknowledge
R(NAK) R-block containing a negative’acknowledge
RATS Request forrAnswer To Select

REQA REQuest Command, Type A
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§
Table 70. Abbreviations...continued A
Abbreviation Description A_\
S-block Supervisory block (.:‘,
SAK Select AcKnowledge (‘:J
ShS Shared Secret N
SM Secure Messaging ("D?
™I Transaction MAC Input Q
uID Unique Identifier Q
WTX Waiting Time extension %
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